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Pseudo Memory Map

<——— OX00000000 - Start of memory

€ Ox08048000 - Start of .text Segment

@ OXxb7ff0000 - Top of heap

@ Qxbfff0000 - Top of stack

@ OXFFFFFFFF - End of memory

Heap Exploitation




Heap in Linux (GNU C Library — glibc)

ptmalloc?2

System call: brk() mmap ()

DESCRIPTION
brk() and sbrk() change the location of the program break, which defines the end of the process's data segment
(i.e., the program break is the first location after the end of the uninitialized data segment). Increasing
the program break has the effect of allocating memory to the process; decreasing the break deallocates memory.

brk() sets the end of the data segment to the value specified by addr, when that value is reasonable, the sys-
tem has enough memory, and the process does not exceed its maximum data size (see setrlimit(2)).

sbrk() increments the program's data space by increment bytes. Calling sbrk() with an increment of 0 can be
used to find the current location of the program break.

NAME
mmap, munmap - map or unmap files or devices into memory

SYNOPSIS
#include <sys/mman.h>

void *mmap(void *addr, size t length, int prot, int flags,
int fd, off _t offset);
int munmap(void *addr, size t length);

See NOTES for information on feature test macro requirements.

DESCRIPTION

mmap() creates a new mapping in the virtual address space of the calling process. The starting address for the
new mapping is specified in addr. The length argument specifies the length of the mapping (which must be
greater than 0).




The Heap

Different for
each process

Identical for
each process L

Process-specific data
structs (ptables,
task and mm structs,
kernel stack)

Physical memory

Kernel code and data

User stack

%esp

brk —

v

Memory mapped region
for shared libraries

t

0x08048000 (32)

Runtime heap (malloc)

Uninitialized data (.bss)

Initialized data (.data)

Program text (.text)

0x00400000 (64)

%

Kernel

> virtual

memory

Process
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The workflow of malloc()

size >= 128 KB

malloc < > mmap > SysS_mmap

™,

trap to kernel

size < 128 KB \
\

h brk » sys_brk




The workflow of malloc()

kernel space kernel space

CODE VMA CODE VMA

If malloc size < 128KB then Kernel will return a 132KB heap segment (rw)
which called main arena
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Doug Lea‘s malloc Heap Chunks

* Heap chunks exist in two states
— in use (malloc’d)
— free’d

[t
TH it



malloc chunk

struct malloc_chunk {
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INTERNAL_SIZE_ T prev_size; /x Size of previous chunk (if free). x/
INTERNAL_SIZE_T size; /* Size in bytes, including overhead.x*/

struct malloc_chunk* fd; /* double links —- used only if free. */
struct malloc_chunkx bk;

/* Only used for large blocks: pointer to next larger size. */
struct malloc_chunkx fd_nextsize; /* double links —— used only if free. x/
struct malloc_chunkx bk_nextsize;




Heap Chunks

unsigned int * buffer = NULL;
buffer = malloc(©x100);

//0ut comes a heap chunk

*(buffer-2) *(buffer-1) *buffer

#define PREV_INUSE 0x1
#define IS_MMAPPED @x2
#define NON_MAIN_ARENA 0x4




Heap Chunks — Freed

unsigned int * buffer = NULL;
buffer = malloc(9x100);

free(buffer);

* Forward Pointer
— A pointer to the next freed chunk
e Backwards Pointer
— A pointer to the previous freed chunk

*(buffer-2) *(buffer-1) *buffer *(buffer+l)




Heap Allocations

<“— 0X00000000

<— OXFFFFFFF



Heap Allocations

<“— 0X00000000

<— OXFFFFFFF



Heap Allocations

<“— 0X00000000

<— OXFFFFFFF



Heap Overflows

<“— 0X00000000

<— OXFFFFFFF



Heap Overflows
Buffer overflows are basically the same on

the heap as they are on the stack

<— 9XxX00000000

SpJEMO] SMOJD

AJdowauw

{=mm e e e e e e e e - ==

<— OXFFFFFFF




Unlink Attack
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Unlink Attack: malloc & free

free()

malloc()
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= remove a chunk from linked list

#define unlink(P, BK, FD) {
FD = P->fd;
BK = P->bk;
FD->bk = BK;
BK->fd = FD;
}

A e

free()

age - 18 malloc() vy,
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Freed Heap Chunks — Doubly linkedlist

free(buffer);
* Forward Pointer
— A pointer to the next freed chunk

e Backwards Pointer
— A pointer to the previous freed chunk

*(buffer-2) *(buffer-1) *buffer *(buffer+l)



Normal Free()

P2 is in in-use state, we can get P’s (freed) address by using:

P2’s address + P2’s size

8m¢r
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Normal Free()

« If we execute free(P2). It will generate two contiguous free space
« OS will automatically combined two continues free chunks and
generate one big free chunk
« --> P will be temporarily deleted from the doubly linked-list
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Normal Free()

« If we execute free(P2). It will generate two contiguous free space
« OS will automatically combined two continues free chunks and
generate one big free chunk
« --> P will be temporarily deleted from the doubly linked-list
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Normal Free()

« If we execute free(P2). It will generate two contiguous free space
« OS will automatically combined two continues free chunks and
generate one big free chunk
 -->Pwill be temporarily deleted from the doubly linked-list
« This is done inside free()
« When you free(P2). P will also get unlinked!!

—

OS will automatically

combined two

continues free - — P-)'Fd-)bk - P->bk
chunks and generate

one big free chunk P->bk->fd = P->fd

rage = z4 lm i



Consolidate Free Chunk

/* consolidate backward x/

if (! (p)) {

¥

prevsize = p—>prev_size;

size += prevsize;

p = (p, -((long) prevsize)); /x previous chunk x/
(p, bck, fwd);

if (nextchunk '= av—>top) {

s

/* get and clear inuse bit *4
nextinuse = (nextchunk, nextsize);
/* consolidate forward x/
if (!nextinuse) {
(nextchunk, bck, fwd);
size += nextsize;

}




Unlink Attack

= Exploit P2, overwrite fd
— Let it pointing to X

gmt
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Unlink Attack

» When you free(P2). P will also be unlinked.

P->bk
P->fd

P->fd->bk
P->bk->fd
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Unlink Attack

Then, BK and X will be connected.

P->fd->bk = P->bk
P->bk->fd = P->fd
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Unlink Attack Example: DEFCON 2014 CTF-Baby's First-heap

Welcome to your first heap overflow...
I am going to allocate 20 objects...
Using Dougle Lee Allocator 2.6.1...
Goodluck!

Exit function pointer is at 804C8AC address.
[ALLOC] [1oc=804D008] [size=1246]
[ALLOC] [loc=804D4F0] [size=1121]
[ALLOC] [1oc=804D958] [size=947]
[ALLOC] [1oc=804DD10][size=741]
[ALLOC] [Lloc=804E000] [size=706]
[ALLOC] [loc=804E2(C8] [size=819]
[ALLOC] [loc=804E600] [size=673]
[ALLOC] [loc=804E8A8] [size=1004]
[ALLOC] [loc=804EC98] [size=952]
[ALLOC] [Lloc=804F058] [size=755]
[ALLOC] [loc=804F350] [size=260]
[ALLOC] [loc=804F458] [size=877]
[ALLOC] [loc=804F7D0] [size=1245]
[ALLOC] [Lloc=804FCB8] [size=1047]
[ALLOC] [Loc=80500D8] [size=1152]
[ALLOC] [Loc=8050560][size=1047]
[ALLOC] [1oc=8050980][size=1059]
[ALLOC] [Lloc=8050DA8] [size=906]
[ALLOC] [loc=8051138][size=879]
[ALLOC] [Loc=80514B0] [size=823]
Write to object [size=260]:
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DEFCON 2014 CTF-Baby's First-heap

Welcome to your first heap overflow...
I am going to allocate 20 objects...
Using Dougle Lee Allocator 2.6.1...
Goodluck!

Exit function pointer is at 804C8AC address.
[ALLOC] [1oc=804D008] [size=1246]
[ALLOC] [loc=804D4F0] [size=1121]
[ALLOC] [1oc=804D958] [size=947]
[ALLOC] [1oc=804DD10][size=741]
[ALLOC] [Lloc=804E000] [size=706]
[ALLOC] [loc=804E2(C8] [size=819]
[ALLOC] [loc=804E600] [size=673]
[ALLOC] [loc=804E8A8] [size=1004]
[ALLOC] [loc=804EC98] [size=952]
[ALLOC] [1oc=804F058] [size=755]
[ALLOC] [loc=804F350] [size=260]
[ALLOC] [Toc=804F458][size=877]
[ALLOC] [loc=804F7D0] [size=1245]
[ALLOC] [Lloc=804FCB8] [size=1047]
[ALLOC] [Loc=80500D8] [size=1152]
[ALLOC] [Loc=8050560][size=1047]
[ALLOC] [1oc=8050980][size=1059]
[ALLOC] [Lloc=8050DA8] [size=906]
[ALLOC] [loc=8051138][size=879]
[ALLOC] [Loc=80514B0] [size=823]
Write to object [size=260]:
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DEFCON 2014 CTF-Baby's First-heap

Welcome to your first heap overflow...
I am going to allocate 20 objects...
Using Dougle Lee Allocator 2.6.1...
Goodluck!

Exit function pointer is at 804C8AC address.
[ALLOC] [loc=804D008] [size=1246]
[ALLOC] [loc=804D4F0] [size=1121]
[ALLOC] [loc=804D958] [size=947]

[ALLOC] [loc=804DD10][size=741]

[ALLOC] [Loc=804E000][size=706]

[ALLOC] [loc=804E2C8][size=819]

[ALLOC] [loc=804E600][size=673]

[ALLOC] [loc=804E8A8] [size=1004]
[ALLOC] [Loc=804EC98][size=952]

[ALLOC] [loc=804F058][size=755]

[ALLOC] [loc=804F350][size=260]

[ALLOC][loc=804F458][size=877]

[ALLOC] [loc=804F7D0] [size=1245]
[ALLOC] [loc=804FCB8][size=1047]
[ALLOC] [loc=80500D8][size=1152]
[ALLOC] [loc=8050560][size=1047]
[ALLOC] [loc=8050980][size=1059]
[ALLOC] [Lloc=8050DA8] [size=906]

[ALLOC] [loc=8051138][size=879]

[ALLOC] [loc=80514B0][size=823]

Write to object [size=260]:

260 byte

Chunk of array[10]

Chunk of array[11]
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DEFCON 2014 CTF-Baby's First-heap

Welcome to your first heap overflow...
I am going to allocate 20 objects...
Using Dougle Lee Allocator 2.6.1...
Goodluck!

Exit function pointer is at 804C8AC address.
[ALLOC] [Loc=804D008] [size=1246]
[ALLOC] [Loc=804D4F0] [size=1121]
[ALLOC] [Loc=804D958] [size=947]
[ALLOC] [loc=804DD10][size=741]
[ALLOC] [Loc=804E000] [size=706]
[ALLOC] [loc=804E2C8] [size=819]
[ALLOC] [Loc=804E600] [size=673]
[ALLOC] [Loc=804E8A8] [size=1004]
[ALLOC] [Lloc=804EC98] [size=952]
[ALLOC] [1oc=804FQ58] [size=755]
[ALLOC] [Loc=804F350] [size=260]Array[10]
[ALLOC] [loc=804F458] [s1ze=877] Array[11]
[ALLOC] [Loc=804F7D0] [size=1245]
[ALLOC] [Loc=804FCB8] [size=1047]
[ALLOC] [Loc=80500D8] [size=1152]
[ALLOC] [Loc=8050560] [size=1047]
[ALLOC] [Loc=8050980][size=1059]
[ALLOC] [Loc=8050DA8] [size=906]
[ALLOC] [Loc=8051138] [size=879]

[ALLOC] [loc=80514B0][size=823] R .
Write to object [size=260]: Array[11] is in in-use state:

Let’s overflow Array[10]
Page = 32 And set Array[11] to freed state

Chunk of array[10]

|
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memcpy() lead to heap overflow




DEFCON 2014 CTF-Baby's First-heap

Welcome to your first heap overflow...
I am going to allocate 20 objects...
Using Dougle Lee Allocator 2.6.1...
Goodluck!

Exit function pointer is at 804C8AC address.
[ALLOC] [loc=804D008] [size=1246]

[ALLOC] [loc=804D4F0] [size=1121]

[ALLOC] [1loc=804D958] [size=947]

[ALLOC] [loc=804DD10][size=741]

[ALLOC] [Loc=804E000] [size=706]

[ALLOC] [loc=804E2(C8][size=819]

[ALLOC] [Lloc=804E600][size=673]

[ALLOC] [loc=804E8A8] [size=1004]

[ALLOC] [loc=804EC98] [size=952]
[ALLOC][loc=804F058] [size=755]

[ALLOC] [loc=804F350] [size=260]Array[10]
[ALLOC] [loc=804F458] [s1ze=877] Array[11]
[ALLOC] [Lloc=804F7D0] [size=1245]

[ALLOC] [Lloc=804FCB8][size=1047]

[ALLOC] [Loc=80500D8][size=1152]

[ALLOC] [Loc=8050560][size=1047]

[ALLOC] [1oc=8050980][size=1059] memcpy() lead to heap overflow
[ALLOC] [loc=8050DA8] [size=906]

[ALLOC] [loc=8051138][size=879] . . )
[ALLOC] [loc=80514B0] [size=823] Array[ll] IS IN IN-USe State:

Write to object [size=260]: Let’s overflow Array[1 0] -
And set Array[11] to freed state

Chunk of array[10]

| )
-
i
b
>
©
£
o
©
Y-
o
874
c
=}
<=
o
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DEFCON 2014 CTF-Baby's First-heap

Welcome to your first heap overflow...
I am going to allocate 20 objects...
Using Dougle Lee Allocator 2.6.1...
Goodluck!

Exit function pointer is at 804C8AC address.
[ALLOC] [loc=804D008] [size=1246]

[ALLOC] [loc=804D4F0] [size=1121]

[ALLOC] [1loc=804D958] [size=947]

[ALLOC] [loc=804DD10][size=741]

[ALLOC] [Loc=804E000] [size=706]

[ALLOC] [loc=804E2(C8][size=819]

[ALLOC] [Lloc=804E600][size=673]

[ALLOC] [loc=804E8A8] [size=1004]

[ALLOC] [loc=804EC98] [size=952]
[ALLOC][loc=804F058] [size=755]

[ALLOC] [loc=804F350] [size=260]Array[10]
[ALLOC] [loc=804F458] [s1ze=877] Array[11]
[ALLOC] [Lloc=804F7D0] [size=1245]

[ALLOC] [Lloc=804FCB8][size=1047]

[ALLOC] [Loc=80500D8][size=1152]

[ALLOC] [Loc=8050560][size=1047]

[ALLOC] [1oc=8050980][size=1059] memcpy() lead to heap overflow
[ALLOC] [loc=8050DA8] [size=906]

[ALLOC] [loc=8051138][size=879] . . )
[ALLOC] [loc=80514B0] [size=823] Array[ll] IS IN IN-USe State:

Write to object [size=260]: Let’s overflow Array[1 0] -
And set Array[11] to freed state

Chunk of array[10]
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DEFCON 2014 CTF-Baby's First-heap

\ y /
Check PREV_INUSE
from the previous chunk

Check PREV_INUSE
bit of the next chunk =
> Array[12] size

\\ : 1: In-use
O: Freed

size

260 byte

Chunk of array[10]

size
fd
bk

{ e
-
-
—
>
m©
o
(&
(]
Y
o
X~
<
=
£
o

Heap Chunk (freed)
el I W #define PREV_INUSE 0x1 e

#define IS_MMAPPED 0x2 i
*(buffer-2 *(buffer-1) ' *buffer *(buffer+1 #define NON_MAIN_ARENA x4 “ﬁ@l



DEFCON 2014 CTF-Baby's First-heap

How to find the address of Chunk Size for

both Array[11] and Array[12]?

Chunk of array[16]

Addr_Array[10] + chunk_size[10] == addr_Array[11]
Addr_Array[11] + chunk_size[11] == addr_Array[12]

| =h
||k

~
R
|
e
>
o
=
Lo
o
Y4
<)
B4
c
=
=
o

1: In-use

0: Freed
Heap Chunk (freed) '

Previo(:sb(;r:;;kSize -g (4:\I/)tes) #dEfine PREV_INUSE Ox1

#define IS_MMAPPED 0x2 ﬁ
*(buffer-2) | *(buffer-1) | *buffer *(buffer+l #define NON_MAIN_ARENA 0x4 Il@li




DEFCON 2014 CTF-Baby's First-heap

Chunk of array[10]

Chunk of array[11]

Previous Chunk Size
(4 bytes)

*(buffer-2

If we change Array[11]'s size to -4

Aka. Oxfffffffc

Then, Array[10] thought array[11] is in freed state
Then in order to find Array[12], computer use:
Addr_Array[11] + chunk_size[11] == addr_Array[12]

Where chunk_size[11] is negative 4.
So the addr_array[12] is pointing to the end of Array[10]
And it's PREV_INUSE is 0. So system think Array[11] is

in freed state
1: In-use

Heap Chunk (freed)

*(buffer-1

ALl #define PREV_INUSE 0x1

#define IS_MMAPPED 0x2
*buffer *(buffer+l #define NON_MAIN_ARENA 0x4




DEFCON 2014 CTF-Baby's First-heap

P : Array[11]
» p->fd->bk = P->bk
®» p->bk->fd = P->fd

Chunk of ar y[10]

exffEFfffc|l

fd
bk

—
L
—
—
P
©
~
[
m
-
o
P4
=
o |
£
o

Launch unlink attack! %m,
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DEFCON 2014 CTF-Baby's First-heap

P : Array[11]

Chunk of = ay[10]

oxFFFFFffc|1

fd
o]

| =2 |
-
i
=
T
£
o
o
Y
o
¥
2
= o
(&)

Launch unlink attack! X

Wi
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DEFCON 2014 CTF-Baby's First-heap

P : Array[11]

Chunk of 2 ay[10]

oxFFFFFffc|1

fd
o]

| =2 |
-
i
=
T
£
o
o
Y
o
¥
2
= o
(&)

Let x->bk become printf@GOT Ehs

W
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DEFCON 2014 CTF-Baby's First-heap

P : Array[11]

ay[1e]

Shellcode

Chunk of =

oxfffffffc|1

fd
bk

Chu k of array[11]

Write shellcode into array[10] .
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Unlink Attack — After 2004

After 2004, libc updates it’s free() function. Added the following judgement:
P->fd->bk ==
P->bk->fd ==

P->fd->bk = x->bk I= P
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Unlink Attack — After 2004

#define unlink(P, BK, FD) {

FD = P->fd;

BK = P->bk;

if (FD->bk != P || BK->fd != P)
malloc printerr (check action,

else {
FD->b
BK->f

o~

Page = 43

"corrupted d...", P);

P A A




g | | b C source Cco d e https://code.woboq.org/userspace/glibc/malloc/malloc.c.html

-$_git clone git ://sourceware.o rgigit/glibc . 9&

Main Arena

Fast bin index 0 1

Chunk size[ 16 I 24

\ Top chunk
]
A ey \
Chunks E] [:I ¢ :
Regular 1 2 3 64 65
bin index 126
D Chunk size [ U"Sboi:ec’ I 16 24 I 512 I 576 I >=262144%2 ]
Chunks Ej [j
L0 L] iy
rage = o

[l
&



Bins and Chunks

= A bin is a list (doubly or singly linked list) of free (non-allocated) chunks.
Bins are differentiated based on the size of chunks they contain:

— Fast bin

— Unsorted bhin

Main Arena

— Small bin

— Large bin

Top chunk

Regutar 1 2 3 64 65 126

ex
Chunk size [U“sboi:mI 16 [ 2 I Isu I 576 I I >=262144%2 ]

[ == ==

B

[HF—
[
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