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System Call

» A system call, sometimes referred to as a kernel call, is a request in
a Unix-like operating system made via a software interrupt by an active
process for a service performed by the kernel.
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System Call

= User code can be arbitrary
» User code cannot modify kernel memory

= The call mechanism switches code to kernel mode

User User
program program

Kernel in protected
memaory
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What is System Call?

» System resources (file, network, 10, device) may be accessed by multiple
applications at the same time, can cause confliction.

= Modern OS protect these resources.

» E.g. How to let a program to wait for a while?

1 int i;
2 for(int = 0; i < 100000; ++1i);

100Mhz CPU -> 1s
1000Mhz CPU -> 0.1s

Use OS provide Timer
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What System Call?

» Let an application to access system resources.
= OS provide an interface (System call) for the application

= |t usually use the technique called “interrupt vector”

— Linux use 0x80

— Windows use 0x2E

In system programming, an interrupt is a signal to the processor emitted by Operating system
hardware or software indicating an event that needs immediate attention. An
interrupt alerts the processor to a high-priority condition requiring the interruption

of the current code the processor is executing. The processor responds by
suspending its current activities, saving its state, and executing a function called Hardware
an interrupt handler (or an interrupt service routine, ISR) to deal with the event.
This interruption is temporary, and, after the interrupt handler finishes, the
processor resumes normal activities.l There are two types of interrupts:
hardware interrupts and software interrupts. — From Wikipedia

Page = 6



https://en.wikipedia.org/wiki/System_programming
https://en.wikipedia.org/wiki/Central_processing_unit
https://en.wikipedia.org/wiki/State_(computer_science)
https://en.wikipedia.org/wiki/Function_(programming)
https://en.wikipedia.org/wiki/Interrupt_handler
https://en.wikipedia.org/wiki/Interrupt

CPU Interrupt

User Mode Execution Interruption occurred Next instruction

User Mode // f/x
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fwrite() path in both Linux and Windows

I Application
fwrite() /program fwrite() program.exe
¢ | libc.a | |
Run write() libc.so write() Libcmt.lib
Time libc.a msvcr90.dll
Library [INtErrupt Ox80" i <o
API (Windows) NtWriteFile() | Kernel32.dlI

Interrupt Ox2e| NTDLL.dII

Kernel Sy;-W”tle() N loWriteFile()
erne Kernel NtosKrnl.exe
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Linux System Cali

Linux Syscall Reference
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Show All

Name

sys_exit
sys_fork
sys_read
sys_write

sys_open

sys_close
sys_waitpid

sys_creat
sys_link
sys_unlink
sys_execve
sys_chdir

sys_time
sys_mknod

sys_chmod
sys_lchown16
not implemented
sys_stat
sys_lseek

sys_getpid
sys_mount

sys_oldumount

k% entries

sys_restart_syscall

0x00
0x01
0x02
0x03
0x04

0x05

0x06
0x07

0x08

0x09

0x0a

0x0b

0x0c

0x0d
0x0e

0x0f

0x10

Ox11

0x12

0x13

0x14
0x15

0x16

ebx

int error_code
struct pt_regs *
unsigned int fd
unsigned int fd

const char __user
*filename

unsigned int fd
pid_t pid

const char __user
*pathname

const char __user
*oldname

const char __user
*pathname

char __user *

const char __user
*filename

time_t __user *tloc

const char __user
*filename

const char __user
*filename

const char __user
*filename

char __user
*filename

unsigned int fd

char __user
*dev_name

char __user *name

char __user *buf

const char __user
*buf

int flags

int __user
*stat_addr

int mode

const char __user
*newname

char __user *__user

*

int mode
mode_t mode

old_uid_t user

struct

__old_kernel_stat
__user *statbuf

off _t offset

char __user
*dir_name

Registers

edx

size_t count
size_t count

int mode

int options

char __user
*_user*

unsigned dev

old_gid_t group

unsigned int
origin

char __user *type

struct pt_regs *

unsigned long
flags

Search:

Definition

kernel/signal.c:2058
kernel/exit.c:1046
arch/alpha/kernel/entry.S:716
fs/read_write.c:391
fs/read_write.c:408

fs/open.c:900

fs/open.c:969
kernel/exit.c:1771

fs/open.c:933
fs/namei.c:2520
fs/namei.c:2352
arch/alpha/kernel/entry.S:925
fs/open.c:361

kernel/posix-timers.c:855
fs/namei.c:2067

fs/open.c:507

kernel/uid16.c:27

fs/stat.c:150

fs/read_write.c:167

kernel/timer.c:1337

void __user *data fs/namespace.c:2118

fs/namespace.c:1171



http://syscalls.kernelgrok.com/

/ include / linux / syscalls.h

Linux Syscall Reference

36 const struct itimerspec __user *utmr,
7 struct itimerspec __user *otmr);

Show | Al [ entries Caarap asmlinkage long sys_timerfd_gettime(int ufd, struct itimerspec __user *otmr);
E asmlinkage long sys_eventfd(unsigned int count);
- R . Registers T . 8 asmlinkage long sys_eventfd2(unsigned int count, int flags);
# - eax & ebx e ecx = edx = esi = edi 2 v 8 asmlinkage long sys_fallocate(int fd, int mode, loff_t offset, loff_t len);
0 sys_restart_syscall 0x00 _ _ _ _ _ kernel/signal.c2058 42 asmlinkage long sys_old_readdir(unsigned int, struct old_linux_dirent __user *, unsignec
1 sys_exit 0x01 int error_code - - - - kernel/exit.c:1046 843 asmlinkage long sys_pselect6(int, fd_set __user *, fd_set __user *,
2 sys_fork 0x02 struct pt_regs * - - - - arch/alpha/kernel/entry.5:716 44 fd_set __user *, struct timespec __user *,
3 sys_read 0x03 unsigned int fd char __user *buf size_t count - - fs/read_wri void user *)-
= H
4 it 0x04 igned int fd h i - - fs/read 3 . .
2V= it X gnsigneciint A e s/reacownl asmlinkage long sys_ppoll(struct pollfd __user *, unsigned int,
5 sys_open 0x05 const char __user  int flags int mode - = fs/open.c:900 847 struct timespec __user *, const sigset_t __user *,
*filename 4 s1'.ze_1:) ;
6 I 0x06 ignedintfd - - - - [2 .C:969 . 3 v A i . ) i
2ys.c0sel X unslonedint - - slopenc: 4 asmlinkage long sys_fanotify_init(unsigned int flags, unsigned int event_f_flags);
7 sys_waitpid 0x07 pid_t pid int __user int options - - kernel/exit.c:1771 L . . : . N 5 =
*stat_addr 50 asmlinkage long sys_fanotify_mark(int fanotify_fd, unsigned int flags,
8 sys_creat 0x08 const char __user int mode - - - fs/open.c:933 851 u64 mask, int fd,
oty :
: pathniame _ const char user *pathname);
9 sys_link 0x09 const char _user const char _user - - - fs/namei.c:2520 . . -
*oldname *newname asmlinkage long sys_syncfs(int fd);
10 sys_unlink 0x0a const char __user - - - - fs/namei.c:2352
-
athpams asmlinkage long sys_fork(void);
11 sys_execve 0x0b char __user * char __user *_user char __user struct pt_regs * - arch/alpha/kernel/entry.5:925 N = :
B *_user * asmlinkage long sys_vfork(void);
12 sys_chdir 0x0c const char _user - - - - fs/open.c:361 B5 #ifdef CONFIG_CLONE_BACKWARDS
o
) flename o asmlinkage long sys_clone(unsigned long, unsigned long, int __user *, int,
13 sys_time 0x0d time_t __user *tloc - - - - kernel/posix-timers.c:855 o B s ). S
14 sys_mknod 0x0e const char __user int mode unsigned dev - - fs/namei.c:2067 int __user )’
*filename € #else
15 sys_chmod 0x0f czlnst char _user mode_t mode - . = fs/open.c:507 61 asmlinkage long sys_clone(unsigned long, unsigned long, int __user *,
*filename
- 5 %0 .
16 sys_Ichownl6 0x10 const char __user old_uid_t user old_gid_t group - - kernel/uid16.c:27 . int __user *, lnt)’
*filename #endif
17 not implemented 0x11 - - - - -
18 sys_stat 0x12 char __user struct - - - fs/stat.c:150 s * 3
A S s asmlinkage long sys_execve(const char __user *filename,
__user *statbuf const char __user *const __user *argv,
19 sys_Iseek 0x13 unsigned int fd off_t offset unsigned int - = fs/read_write.c:167 const char user *const user *envp);
origin - -
20 sys_getpid 0x14 - - - - - kernel/timer.c:1337 -
21 sys_mount 0x15 char __user char __user char __user *type unsigned long  void __user *data fs/namespace.c:2118 869 asmhnkage long sys_perf_event_open(
*dev_name *dir_name flags 376 struct perf_event_attr __user *attr_uptr,
22 sys_oldumount 0x16 char __user *name - - - - fs/namespace.c:1171 Q71 pi.d_t pid, int cpu, int group_fd, unsigned long flags);

asmlinkage long sys_mmap_pgoff(unsigned long addr, unsigned long len,
unsigned long prot, unsigned long flags,
unsigned long fd, unsigned long pgoff);
asmlinkage long sys_old_mmap(struct mmap_arg_struct __user *arg);
asmlinkage long sys_name_to_handle_at(int dfd, const char __user *name,
struct file_handle __user *handle,
int __user *mnt_id, int flag);
asmlinkage long sys_open_by_handle_at(int mountdirfd,
struct file_handle __user *handle,
82 int flags);
3 asmlinkage long sys_setns(int fd, int nstype);
asmlinkage long sys_process_vm_readv(pid_t pid,
const struct iovec __user *lvec,
unsigned long liovcnt,
const struct iovec __user *rvec,
unsigned long riovcnt,
unsigned long flags);
asmlinkage long sys_process_vm_writev(pid_t pid,
1 const struct iovec __user *lvec,
unsigned long liovent,
const struct iovec __user *rvec,
unsigned long riovent,
unsigned long flags);

asmlinkage long sys_kcmp(pid_t pid1, pid_t pid2, int type,

Page L] 11 9 unsigned long idx1, unsigned long idx2);
asmlinkage long sys_finit_module(int fd, const char __user *uargs, int flags);
#endif



Trace by strace (linux)

= strace /bin/lecho AAAAA

[quakeO@day@quakefBday-pc ~]$ strace /bin/echo AAAAA
execve("/bin/echo"”, ["/bin/echo", "AAAAA"], Ox7ffca29838c8 /* 53 vars */) =0

brk(NULL) = 0x160d0O0O

access("/etc/ld.so.preload”, R _OK) = -1 ENOENT (No such file or directory)
open("/etc/ld.so.cache", 0 RDONLY|0_CLOEXEC) =3

fstat(3, {st_mode=S IFREG|0644 st size=175868, ...}) =0

mmap (NULL, 175868, PROT_READ, MAP_ PRIVATE, 3, 0) = 0x7f387e638000

close(3) =0

open("/usr/lib/1libc.so0.6", O_RDONLY|O _ CLOEXEC) = 3

read(3, “\177ELF\2\1\1\3\0\0\0\0\0\0\0\0\3\G>\G\1\0\0\0\340\5\2\0\0\0\0\0“ ., 832) = 832
fstat(3, {st_mode=S IFREG|0755, st size=1985472, ...}) =0

mmap (NULL, 8192 PROT_READ | PROT ! WRITE MAP PRIVATE|MAP ANONYMOUS, -1, 0) = 0x7f387e636000

mmap (NULL, 3823824 PROT_READ | PROT _ EXEC MAP_PRIVATE|MAP_| DENYWRITE 3 0) = Ox7f387e09a000

mprotect(0x7f387e237000 2093056, PROT NONE) =0

mmap(0x7f387e436000, 24576, PROT READ|PROT WRITE, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 0x19c000) = 0x77387e436000
mmap (0x77387e43c000, 14544, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_ANONYMOUS, -1 0) = 0x7f387e43c00@
close(3) =0

arch prctl(ARCH SET _FS, 0Ox7f387e6374c0) = 0

mprotect(0x7f387e436000, 16384, PROT _READ) = 0

mprotect (0x607000, 4096, PROT_READ) =0

mprotect (0x7f387e663000, 4096, PROT_READ) = 0

munmap (Ox7t387e638000, 175868) =0

brk (NULL) = 0x160d000

brk(0x162e000) = 0x162e000
open("/usr/lib/locale/locale-archive”, 0 RDONLY|O_CLOEXEC) = 3
fstat(3, {st _mode=S IFREG|0644, st size=1669456, ...}) = 0

mmap (NULL, 1669456, PROT_READ, MAP PRIVATE, 3, 9) = 0x7f387e49e000
close(3) = 0

fstat(l, {st mode=S IFCHR|0620, st rdev=makedev(136, 0), ...}) =0
write(1l, "AAAAA\NR", GAAAAA

) =6

close(1l) = B

close(2) = B

exit _group(0) = 7

SystemlCall]

+++ exited with 0 +++
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LUICK review:
*DB - Define Byte. 8 bits

Example: Hello World “DW - Define Word, Generally 2 bytes on a

typical x86 32-bit system
*DD - Define double word. Generally 4 bytes on
a typical x86 32-bit system

section .text From x86 assembly tutorial,

global start
_start:

mov eax, ¢ , SYSs write

mov ebx, . - Td

mov ecx, = Ut

mov edx, 13 - size

int 0x80 . write(l, "Hello world!'\n", 13)

mov eax, . ; Sys exit
mov ebx, O - status
80 - exit(0)
section .data
msg:
db 'Hello world!', OxA

helloworld.asm

[quakeOday@quakeOday-pc ~]$% nasm -felf32 helloworld.asm -o helloworld.o && 1d helloworld.o -melf i386 -o helloworld
[quake@day@quakeO@day-pc ~]1% ./helloworld
Hello world!
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http://www.cs.virginia.edu/~evans/cs216/guides/x86.html

Some Useful System Call

= open/read/write

eax ebx ecx edx
0x05path 0 O open(path, O _RDONLY)
0x03 fd buf size read(fd, buf, size)
0x04 fd buf size write(fd, buf, size)

* mmap/mprotect
— mmap:use to allocate an executable area
— mprotect: disable data executable prevention
" execve
— execve(char* path, char* argv[], char* envpl]);
— path: path to the executable file
— argv: arguments (char* pointer array)

— envp: environment variable (char* pointer array)

Page = 14




Syscall Summary

*|inux Syscall sorta use fastcall

— specific syscall # is loaded into eax

— arguments for call are placed in different registers
— 0x80 executes call to syscall()

— CPU switches to kernel mode

— each syscall has a unique, static number
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Shellcode

Shellcode is defined as a set of instructions injected and then executed by an
exploited program. Shellcode is used to directly manipulate registers and the
functionality of a exploited program.
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Crafting Shellcode (the small program)

Example: Hello World

Hhello.asm
[SECTION .text]

global _start

jmp short ender
starter:

eax, ;clean up the registers
ebx,
edx,
ecx,

mov al, ;syscall write

mov bl, ;stdout is 1

pop ecx ;get the address of the string from the stack
mov dl, 5 ; length of the string

int 0x80

Xor eax, eax
mov al, 1 ;exit the shellcode
xor ebx,ebx

int 0x80

ender:

call starter ;put the address of the string on the stack
db 'hello hello.asm
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Crafting Shellcode (the small program)

Example: Hello (hello.asm)

To compile it use nasm:

-+ ~ nasm -f elf hello.asm

Use objdump to get the shellcode bytes:

[csc495@csc495-pc ~]1$ objdump -d -M intel hello.o

ello.o: file format elf32-i386

Disassembly of section .text:

pOOBOOBO < start>:
0: eb 19 ' 1b <call shellcode>

PEOBEOO2 <shellcode>:

: 31 cO eax,eax

: b0 04 al,0x4
31 db ebx, ebx
b3 01 bl,0x1
59 ecx
31 d2 edx,edx
b2 0Od dl,0Oxd
cd 80 0x80
R By eax,eax
bo 01 al,0xl
31 db ebx, ebx
b3 05 bl,0x5
cd 80 0x80
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Crafting Shellcode (the small program)

Disassembly of section .text:
1b <ender>

: eax,eax

z ebx,ebx
edx,edx
ecx,ecx
al,0x4
bl,0x1
ecx
dl,0x5
0x80
eax,eax
al,0x1
ebx,ebx
0x80

e8 e2 ff ff ff 2 <starter>
68 65 6Cc 6C 6T Oxb6fecbchbs

Extracting the bytes gives us the shellcode:

\xeb\x19\x31\xc0\x31\xdb\x31\xd2\x31\xc9\xb0\x04\xb3\x01\x59\x
b2\x05\xcd\x80\x31\xc0\xb0\x01\x31\xdb\xcd\x80\xe8\xe2\xf\xf\xf
fAx68\x65\x6¢c\x6C\x6f
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Test Shellcode (test.c)

- char code[] =

3 int main(int argc;!ph;; **érgvj
{
int (*func)();
func = (int (*)()) code;
(int) (*func) ();
}

» ~ gcc test.c -0 test -fno-stack-protector -zexecstack -no-pie
-+ ~ ./test
hellog
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Shellcode

» Taking some shellcode from Aleph One's 'Smashing the Stack for
Fun and Profit’

shellcode =

("\xeb\x1f\x5e\x89\x76\x08\x3 1\xc0\x88\x46\x07\x89\x46\x0c\xb0\x0b" +
"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd" +
"\x80\xe8\xdc\xff\xfi\xff/bin/sh")
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