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Overview

• XZ Outbreak is a collection of open-source tools and libraries for XZ compression 
format, used for high compression ratios

• On March 29th, a backdoor was discovered in xz/liblzma version 5.6.0 and 5.6.1

§ https://www.youtube.com/watch?v=bS9em7Bg0iU

§ https://www.youtube.com/watch?v=0pT-dWpmwhA

https://www.youtube.com/watch?v=bS9em7Bg0iU
https://www.youtube.com/watch?v=0pT-dWpmwhA
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GitHub Activity Summary

•User JiaT75 opened an issue and submitted a PR on Feb 6, 2022 to the XZ 
repo
•The malicious PR obscured/encrypted stages to add a binary backdoor 
hidden in test files
•Backdoor added in two test files: tests/files/bad-3-corrupt_lzma2.xz and 
tests/files/good-large_compressed.lzma

Credit for the figure:
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Credit for the figure:
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Timeline

• 2021: User JiaTan (JiaT75) creates his GitHub account

• 2023-06-28: Potential infrastructure testing, liblzma "Add func implementation 
to crack fast.c"

• 2024-02-16: Malicious "build-to-hostenv" file added to .gitignore, later 
incorporated into package release

• 2024-03-09: Build process of v5.6.0 and v5.6.1 releases packagedin the final 
releases
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Class Overview

§ Review of PE (Portable Executable) Structure
– Key components: DOS header, PE header, Section table, Sections
– DOS header: MZ signature, pointer to PE header

– PE header: Signature (PE\0\0), machine type, number of sections, timestamp
– Section table: Name, virtual size/address, raw data size/pointer, characteristics
– Common sections: .text, .data, .rsrc

§ Stealth Process Techniques (API Hooking)
1. Definition: Intercepting and modifying API calls
2. Techniques: Inline, IAT, and EAT hooking
3. Examples: Hiding processes, files, and network connections

§
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Portable Executable (PE) file

§ PE formatted files include:
– .exe, .scr (executable)
– .dll, .ocx, .cpl, drv (library)

– .sys, .vxd (driver files)
– .obj (objective file)

§ All PE formatted files can be executed, except obj file. 
– .exe, .scr can be directly executed inside Shell (explorer.exe)
– others can be executed by other program/service

§ PE refers to 32 bit executable file, or PE32. 64 bit executable file is 
named as PE+ or PE32+. (Note that it is not PE64).
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Load PE file (Notepad.exe) into Memory

NULL

Section (.rsrc)

NULL

Section (.data)

NULL

Section (.text)

NULL
Section header (.rsrc)
Section header (.data)
Section header (.text)

NT header

DOS stub
DOS header

Offset
00000000
00000040

000000E0

000001D8
00000200
00000228

00000400

00007C00

00008400

00010800

<File> <Memory>

8400

800

7800

NULL

Section (.rsrc)

NULL

Section (.data)

NULL

Section (.text)

NULL

Section header (.rsrc)
Section header (.data)
Section header (.text)

NT header

DOS stub
DOS header

Offset
01000000
01000040

010000E0

010001D8
01000200
01000228

01001000

01009000

0100B000

01014000

8314

1BA8

7748

Notepad.exe
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DOS Header

The first 2 letters are always the 
letters "MZ", the initials of Mark 
Zbikowski, who created the first linker 
for DOS. To some people, the first few 
bytes in a file that determine the type 
of file are called the "magic number,"
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DOS Header

e_lfanew à 000000E0
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DOS stub

https://virtualconsoles.com/online-emulators/dos/

https://virtualconsoles.com/online-emulators/dos/


Page § 13

NT Header

https://docs.microsoft.com/en-
us/windows/desktop/api/winnt/
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NT Header
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Section Header

Name Privilege 
.code Executable, read
.data Non-Executable, read/write

.resource Non-Executable, read
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Section Header
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Section Header

Members Meaning
VirtualSize The total size of the 

section when loaded into 
memory, in bytes.

VirtualAddress The address of the first 
byte of the section when 
loaded into memory (RVA)

SizeOfRaw Data The size of the section 
data on disk, in bytes. 

PointerToRawData The address of the first 
byte of the section on 

disk.
Characteristics The characteristics of the 

image.

NULL

Section (.rsrc)

NULL

Section (.data)

NULL

Section (.text)

NULL
Section header (.rsrc)
Section header (.data)
Section header (.text)

NT header

DOS stub
DOS header

Offset
00000000
00000040

000000E0

000001D8
00000200
00000228

00000400

00007C00

00008400

00010800

<File> <Memory>

8400

800

7800

NULL

Section (.rsrc)

NULL

Section (.data)

NULL

Section (.text)

NULL

Section header (.rsrc)
Section header (.data)
Section header (.text)

NT header

DOS stub
DOS header

Offset
01000000
01000040

010000E0

010001D8
01000200
01000228

01001000

01009000

0100B000

01014000

8314

1BA8

7748

Notepad.exe

https://docs.microsoft.com/en-
us/windows/desktop/api/winnt/ns-winnt-
_image_section_header
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Implicit Linking and IAT (Import Address Table)

§ Notepad.exe Call CreateFileW() à Call 0x01001104 à Call 0x7C810CD9
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Implicit Linking and IAT (Import Address Table)

§ Notepad.exe Call CreateFileW() à Call 0x01001104 à Call 0x7C810CD9

Call 0x01001104

IAT Table

Function Name IAT Address Real Address
…
CreateFileW() 0x01001104 0x7C810CD9
…

When the application was first compiled, it was designed so that all API calls will 
NOT use direct hardcoded addresses but rather work through a function 
pointer.

This was accomplished through the use of an import address table. This is a 
table of function pointers filled in by the windows loader as the dlls are loaded.

Look up
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IAT (Import Address Table)

Call CreateFileW() --> Call 0x01001104

IAT Table

Function Name IAT Address Real Address
…
CreateFileW() 0x01001104 0x7C810CD9
…

Look up

§ Support different Windows Version (9X, 2K, XP, Vista, 7, 8, 10)

XP

Function Name IAT Address Real Address
…
CreateFileW() 0x01001104 0x7C81FFFF
…

Windows 7
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IAT (Import Address Table)

§ Support DLL Relocation

ImageBase: 10000000
B.DLL

Demo.exe

ImageBase: 10000000
A.DLL

3C000000

10000000

ImageBase: 10000000
B.DLL

relocation
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Look up IAT Table with PEview
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Stealth process
(User-mode rootkits)
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Processes in Windows
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Stealth Process

Northrop Grumman B-2 Spirit
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Stealth Process

Stealth Process
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API Hook Tech Map

Method Target Location Tech API

Dynamic

Process/Memory

00000000
- 7FFFFFFF

1) IAT
2) Code
3) EAT

Interactive Debug
DebugActiveProcess
GetThreadContext
SetThreadContext

Standalone
Injection

Independent
Code CreateRemoteThread

Dll File

Resistry (AppInit_DLLs)
BHO (IE only)

SetWindowsHookEx
CreateRemoteThread
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Processes in Windows

§ Detect Processes in User Mode (WinAPI):
– CreateToolhelp32Snapshot()
– EnumProcess()

HANDLE CreateToolhelp32Snapshot(
  DWORD dwFlags,
  DWORD th32ProcessID
);
Takes a snapshot of the specified 
processes, as well as the heaps, 
modules, and threads used by these 
processes.

BOOL EnumProcesses(
  DWORD   *lpidProcess,
  DWORD   cb,
  LPDWORD lpcbNeeded
);

Retrieves the process identifier for 
each process object in the system.
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Processes API

ntdll.ZwQuerySystemInformation()

NTSTATUS WINAPI ZwQuerySystemInformation(
  _In_      SYSTEM_INFORMATION_CLASS 
SystemInformationClass,
  _Inout_   PVOID                    SystemInformation,
  _In_      ULONG                    SystemInformationLength,
  _Out_opt_ PULONG                   ReturnLength
);

Retrieves the specified system 
information.

CreateToolhelp32Snapshot()
EnumProcess()

ntdll.ZwQuerySystemInformation()
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“procexp.exe”

Code section for procexp.exe

00422CF7 CALL DWORD PTR DS:[48C69C]

IAT section for procexp.exe

0048C69C 2ED9937C

“ntdll.dll”

;ntdll.ZwQuerySystemInformation() 

7C93D92E MOV EAX, 0AD

…
…

7C93D93A RETN 10
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co“procexp.exe”

Code section for procexp.exe

00422CF7 CALL DWORD PTR DS:[48C69C]

IAT section for procexp.exe

0048C69C 2ED9937C

“ntdll.dll”

;ntdll.ZwQuerySystemInformation() 

7C93D92E JMP 10001120

…
…

7C93D93A RETN 10

“stealth.dll”

10001120. SUB ESP, 10C
…

100116A Call unhook()
…

1001198. CALL EAX; EAX = 7C93D92E
..

CALL Hook()
RETN 10
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Create Stealth Process

ntdll.ZwQuerySystemInformation()

CreateToolhelp32Snapshot()
EnumProcess()

ntdll.ZwQuerySystemInformation()

Process1 Process2 Process3 Process4

Process1 Process3 Process4
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Processes in Windows

ntdll.ZwQuerySystemInformation()
taskmgr.exe ProcExp.exe

ntdll.ZwQuerySystemInformation()
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Example 1: Stealth Process

§ Download and try StealthProcess1.zip

HideProc.exe –hide notepad.exe C:\Work\stealth.dll
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stealth.cpp à DllMain()
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stealth.cpp à DllMain()
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stealth.cpp à DllMain()
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Create Stealth Process

§ Issues: How many process(es) should we hook?

ntdll.ZwQuerySystemInformation()

ntdll.ZwQuerySystemInformation()
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