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Malware

https://github.com/volatilityfoundation/volatility

https://github.com/volatilityfoundation/volatility
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Analysis STUXnet Memory Dump Image

Now Stuxnet can filter or hide specifically named files and directories on 

those file systems!
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Hollow Process Injection
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Virtual address descriptor (VAD)

▪ The Virtual Address Descriptor tree is used by the Windows memory 

manager to describe memory ranges used by a process as they are 

allocated. When a process allocates memory with VirutalAlloc, the 

memory manager creates an entry in the VAD tree.

▪ As a result of being hollowed, the virtual address descriptor (VAD) 

characteristics for the region are drastically different. Only the legitimate 

one still has a copy of the lsass.exe file mapped into the region.
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API Hooking

▪ Based on Symantec report, Stuxnet has hooked Ntdll.dll to monitor for 

requests to load specially crafted file names. 

▪ These specially crafted filenames are mapped to another location instead 

— a location specified by Stuxnet. 

▪ The functions hooked for this purpose in Ntdll.dll are:

– ZwMapViewOfSection 

– ZwCreateSection 

– ZwOpenFile 

– ZwCloseFile 

– ZwQueryAttributesFile 

– ZwQuerySection
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API Hooking
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API Hooking

1. When the CALL at 0x7c90005d is executed, its return address ( 

0x7c900062 ) is pushed onto the stack. 

2. The POP EDX instruction at 0x7c900066 then removes that value 

from the stack and places it in EDX. 

3. At 0x7c900067 , EDX is dereferenced and called. So the pointer 

being dereferenced is stored in 0x7c900062 .

0x00bf00f2
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Kernel Callback

▪ A callback function is one which is passed as an argument to another 

function and is invoked after the completion of the parent function.

– In other words callback is a piece of executable code that is passed as an 

argument to other code, which is expected to call back (execute) the argument 

at some convenient time.

▪ Kernel Callback

– Supported on 64 bit systems

– Safe for multicore machines

– Lists of events:

• Process creation

• Thread creation

• System shutdown

• File system registration

• PnP(Plug and Play)

• etc…
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Analysis STUXnet Memory Dump Image

Now Stuxnet can 

receive 

notification when 

new file system 

become 

available – So it 

can immediately 

spread or hide 

files

And is able to 

inject code into 

process when 

they try to load 

other DLLs. 
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Q & A
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