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Preface

▪ In October 2008, Microsoft urgently released a critical security patch to fix 

the threat posed by the CVE-2008-4250 vulnerability (internally known as 

MS08-067). Since this patch was not released on Microsoft's regular 

Patch Tuesday, it is called an Out-of-Band Update.
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Introduction

▪ Brief overview of CVE-2008-4250 vulnerability

▪ Connection between vulnerability and differences between "." and ".." in 

command-line operations
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Brief overview of CVE-2008-4250 vulnerability

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250



Page ▪ 10

Differences between "." and ".."

▪ Before we delve into the CVE-2008-4250 vulnerability, I need to introduce 

some basic knowledge, as the cause of this vulnerability is related to the 

differences between "." and ".." in command-line operations, and how the 

program handling these two symbols.

▪ To illustrate this issue, I created a folder named "a" in the root directory of 

my C drive, and then created a folder named "b" inside "a" folder, which 

contains a "c" folder, and finally a "d" folder, as shown in the following 

hierarchy:
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Programming the idea of simplifying directory structure

▪ Regardless of whether our command-line tool simplifies directories before 

executing our commands, one of the sub-functions in the 

NetpwPathCanonicalize function in our netapi32.dll has this feature. So 

here we need to implement two functions, one is the processing method 

for a dot. This situation is the simplest. Just remove the "." directly. 

However, our NetpwPathCanonicalize function does not use deleting 

functions to simplify strings, but uses the wcscpy() function to copy the 

contents of the left pointer to the right pointer, as shown in the following 

figure:
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Programming the idea of simplifying directory structure

▪ Since the case with two dots also needs to remove the directory name in 

front of these two dots, in addition to the basic need for two pointers p1 

and p2 to mark the addresses of the slashes on both sides of the dot, a 

pointer p3 is also needed to mark the position of the slash in front of the 

directory name to be removed, and then we can use the wcscpy() function 

to copy the contents pointed to by p1 to the position of p3.
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Preface

▪ For many years, worm-type malicious programs born from system-level 

vulnerabilities have emerged endlessly. 

▪ Hackers either dig out 0-day vulnerabilities themselves and write worm 

programs to wreak havoc on the internet, or they seize the moment a 

system patch is released, using techniques like comparison to pinpoint the 

patch’s exact location and then craft a worm program. 

▪ After all, for many users around the world, they don’t always keep up with 

the vendor’s pace and apply patches immediately, giving hackers an 

opportunity to exploit. 

▪ The experiment in today’s lecture revolves around the Conficker worm 

(also known as Kido, Downadup, etc.), based on CVE-2008-4250.
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Conficker.exe_

▪ Conficker.exe_

– MD5: c9e0917fe3231a652c014ad76b55b26a
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Extraction of the Malicious Sample

▪ Let’s drag this sample into IDA and examine its static characteristics. After 

loading the sample, we arrive directly at the main function:
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Extraction of the Malicious Sample

▪ Next, we have:
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Let’s dive into sub_41B598 to find out:
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Port 445: Overview, Use Cases, and Security Risks

1.What is Port 445?

1. TCP/UDP port used by the Server Message Block (SMB) protocol

2. Facilitates file, printer, and named pipe sharing in Windows networks

2.Port 445 Use Cases

1. File and printer sharing between Windows devices

2. Remote administration of network devices

3. Communication with Active Directory services

3.Security Risks

1. Vulnerable to unauthorized access if not properly secured

2. Exploitation of SMB vulnerabilities (e.g., WannaCry and NotPetya ransomware attacks)

3. Potential for information leakage if SMB traffic is not encrypted

4.Mitigating Security Risks

1. Use firewalls to restrict access to Port 445

2. Disable SMBv1 and use SMBv2 or SMBv3 with encryption

3. Keep systems updated with the latest security patches
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Understanding IPC$ in Windows Networking

1.What is IPC$?

1. IPC$ stands for Inter-Process Communication (IPC) Share

2. It is a hidden administrative share in Windows operating systems

2.IPC$ Basics

1. Facilitates communication between processes on the same or different computers

2. Implemented using the Server Message Block (SMB) protocol

3.Role of IPC$ in Windows Networking

1. Enables remote administration and management of resources

2. Provides a mechanism for authentication and authorization

4.Security Considerations

1. IPC$ can potentially be exploited by attackers

2. Ensure proper security measures to mitigate risks
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Q & A
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