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Message Hooks
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Message Hook Example

▪ Try HookMain.exe

▪ Download Hook.zip from our course website, unzip it (password: infected)
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Message Hook

OS Message Queue

Application Message Queue
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…
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Message Hook

OS Message Queue

Application Message Queue

Message

Hook1

Hook2

Hook3

…

Hook Chain

1. User Press A Key

2. WM_KEYDOWN Message is added to OS Message Queue

3. OS Checked and find out who owns this 

WM_KEYDOWN event

Take it out from the OS Message Queue and 

Put it into Application Message Queue

4. Application keep monitoring the Application Message Queue.

Once it finds the WM_KEYDOWN Event, it’ll process it . 
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Review – Message Hook
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API Hook Tech Map

Method Target Location Tech API

Dynamic

Process/Memory

00000000
- 7FFFFFFF

1) IAT

2) Code
3) EAT

Interactive Debug
DebugActiveProcess

GetThreadContext

SetThreadContext

Standalone

Injection

Independent
Code CreateRemoteThread

Dll File

Resistry (AppInit_DLLs)

BHO (IE only)

SetWindowsHookEx

CreateRemoteThread
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API Hooks
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System Call & WinAPI

▪ User code can be arbitrary

▪ User code cannot modify kernel memory

▪ The call mechanism switches code to kernel mode

System Call → 

WinAPI (Windows)
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What is System Call?

▪ Let an application to access system resources.

▪ OS provide an interface (System call) for the application

▪ It usually use the technique called “interrupt vector” 

– Linux use 0x80 

– Windows use 0x2E

In system programming, an interrupt is a signal to 

the processor emitted by hardware or software 

indicating an event that needs immediate attention. 

https://en.wikipedia.org/wiki/System_programming
https://en.wikipedia.org/wiki/Central_processing_unit
https://en.wikipedia.org/wiki/Personal_computer_hardware
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/User_(computing)
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The “Ring”

System Call → 

WinAPI (Windows)
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CPU Interrupt

User Mode Execution Interruption occurred

Interrupt Vector Table Interrupt Handler

Next instruction

User Mode

Kernel Mode
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Windows System Call and API

▪ The Win32 API is a layer that runs in user mode (ring 3). 

▪ Only API calls that use kernel resources (CreateThread, VirtualAlloc, 

etc) will call into the "real" operating system (ntdll.dll) and trap into ring 0 

with a software interrupt (int 0x2e).



Page ▪ 16

User Mode and Kernel
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Write a file in Notepad

fwrite()

write()

NtWriteFile()

Interrupt 0x2e

IoWriteFile()

Kernel

Application

Run 

Time 

Library

API (Windows)

Kernel

notepad.exe

Libcmt.lib

msvcr90.dll

Kernel32.dll

NTDLL.dll

NtosKrnl.exe
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API Hook

fwrite()

write()

NtWriteFile()

Interrupt 0x2e

IoWriteFile()

Kernel

Application

Run 

Time 

Library

API (Windows)

Kernel

notepad.exe

Libcmt.lib

msvcr90.dll

Kernel32.dll

NTDLL.dll

NtosKrnl.exe



Page ▪ 19

API Call (Normally)
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API Hook

Detour Function
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API Hook Tech Map

Method Target Location Tech API

Dynamic

Process/Memory

00000000
- 7FFFFFFF

1) IAT

2) Code
3) EAT

Interactive Debug
DebugActiveProcess

GetThreadContext

SetThreadContext

Standalone

Injection

Independent
Code CreateRemoteThread

Dll File

Resistry (AppInit_DLLs)

BHO (IE only)

SetWindowsHookEx

CreateRemoteThread
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Hookdbg.exe

▪API hook for Notepad WriteFile() function
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Hookdbg.exe

▪kernel32!WriteFile() API

https://docs.microsoft.com/en-

us/windows/win32/api/fileapi/nf-fileapi-writefile
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How Debugger Works
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https://docs.microsoft.com/en-

us/windows/win32/api/winnt/ns-winnt-

exception_record
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Q & A
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