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4298FI9DDAG63C3C1B1/FEF433C082107A

(Trojan.Win32.Agent.b)




Load 4298F9DDAG3C3C1B17/FEF433C082107A into IDA

® & [

00401028

00401028

00401028

00401028 public start
00401028 start proc near

00401028 push 0 | ; LpModuleName
PP40102A call ds:GetModuleHandleW
00401030 mov ds:dword 42208C, eax

00401035 |call sub 40103B
0040103A retn

0040103A start endp
0040103A

Here, we can observe that after obtaining its own module
handle, the program assigns the return value (stored in eax) to
an address, followed by a call. Let’s follow this call to see what it
does
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4298F9DDAG63C3C1B17/FEF433C082107A

First, let’s jump into the
00401038 . .
00401038 first call to examine its content

0040103B sub _40103B proc near
0040103B pminsw xmm@, xmml
0040103F pminsw xmm3, xmm4
00401043 call sub 40117A
00401048 call sub_4010Eb
0040104D jmp short loc 40106C

® S

0040106C

0040106C loc 40106C:

0040106C push offset LibFileName
00401071 call ds:LoadLibraryA

00401077 push offset ProcName

0040107C push eax ; hModule
0040107D call ds:GetProcAddress
00401083 call ds:GetLastError

00401089 add eax, offset unk 422011

AN ANANANAT - B |
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4298F9DDAG63C3C1B17/FEF433C082107A

® S =

0040117A

0040117A

0040117A

0040117A sub_40117A proc near

0040117A push 46h ; '@ ; flProtect
0040117C push 3000h ; flAllocationType
00401181 push OFAh ; dwSize
00401186 push 0 ; lpAddress
00401188 call ds:VirtualAlloc

0040118E mov ds:dword 422090, eax
00401193 retn

00401193 sub_40117A endp

00401193

As we can see, the purpose of this call is to allocate memory space
using the VirtualAlloc function. It is reasonable to believe that the
decrypted code will likely be stored here.
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4298F9DDAG63C3C1B17/FEF433C082107A

0401038

00401038

0040103B sub _40103B proc near
0040103B pminsw xmm@, xmml
0040103F pminsw xmm3, xmm4
00401043 call sub 40117A
0040104& call sub_4010E6
0040104D jmp short loc _40106C

® 5=

0040106C

0040106C loc_40106C:

0040106C push offset LibFileName ; "user32.dll"
00401071 call ds:LoadLibraryA

00401077 push offset ProcName ; "user api function”
0040107C push eax ; hModule

0040107D call ds:GetProcAddress

00401083 call ds:GetLastError

00401089 add eax, offset unk 422011

Yo W Na¥. NaVall o - B |

Returning to the previous level, let’s examine the content of the
second call
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4298F9DDAG63C3C1B17/FEF433C082107A

® 3 [x]

004010E6

8838%852 In fact, this is a self-protection
004010E6 sub_4010E6 proc near mechanism used by viruses, known
004010E6 mov ebx, ds:[dword 422090 . :

004010EC or dx., OCB26h as obfuscation, or it can also be
994010F1 and eax, ebx understood as a "shell" written by
004010F3 mov edi, ebx . ) o
004010F5 not ax the virus author for their malicious
004010F8 not dx

004010FB mov esi, offset unk 445359 | PrO8ram.

00401100 xor edx, OCBS55h

00401106 and edx, edx

00401108 mov ecx, OFAh

0040110D xor ax, di

00401110 or dx, 1Dh

00401114 rep movsb

00401116 retn

00401116 sub_4010E6 endp

00401116

Here, we can see that operations such as and, not, and xor are
used for decryption. This is something that should not appear in
a normal program, so we can directly flag it as

malicious: Trojan.Win32.Agent.c.
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Packed and Obfuscated Malware

« Malware writers often use packing or obfuscation to make their
files more difficult to detect or analyze.

 Obfuscated programs are ones whose execution the malware
author has attempted to hide.

« Packed programs are a subset of obfuscated programs in which the
malicious program is compressed and cannot be analyzed.

« Both techniques will severely limit your attempts to statically analyze
the malware.

Start

i Start
\ Wrapper Program

Original Executable

(Strings and other Packed Executable
information visible)
(Strings and other
information not
visible)
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Packed and Obfuscated Malware

% PEID v0.95

File: | Cworkimyhack. dl M)
Entrypaint: | 00001412 EP Section: | ,text =]
File Offset: | 00000512 First Bytes: |55,8B,EC,E3 | = |
Linker Info: | 14,16 Subsystem: |Win32 GUI B
Mothing Found *
Mulki Scan Task Wiewer Dptions Abouk | Exit
v Skay on kop 3 | -
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Packers and Cryptos

» ~ upx -o myhack packed.dll myhack.dll
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2018
UPX 3.95 Markus Oberhumer, Laszlo Molnar & John Reiser  Aug 26th 2018
File size | Format

75264 39424  52.38% win32/pe myhack packed.dll

Packed 1 file.
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Afafbfd2e560778f11beb8f736e80bbl

(Trojan.Win32.Agent.b)




4fafbfd2e560778f11beb8f736e80bb1l

) ® IDA - 4fafbfd2e560778f11beb8f7: JUsersj|q /afafbfd2e560778f11beb8f736e80bb1
=2 " @ a 3 A.CA e DG %03 e No debugger B @ E s =
: I
Library function | Regular function Bl Instruction Data Unexplored External symbol [l Lumina function
T unctions [x @ [aoaview-A  [El0 [3] Hex View-1 x [0l [4] Local Types x B [5] Imports x BB [6] Exports
it ©© 2 6U613650 ! ” "
7 WINMain X, X,X,X) 00613B50 hInstance= dword ptr 8
- 00613B50 hPrevinstance= dword ptr 0Ch
7D I .
B sub_67DCE0 00613850 1pCmdLine= dword ptr 16h
7 sub_67DCEQ 00613B50 nShowCmd= dword ptr 14h
e
_ pus ebp
7 sub_67DF30 00613B51 mov ebp, esp
7 sub_6E8010 00613B53 push ebx
— 00613B54 mov ebx, [ebp+hPrevInstance]
7 Sub_6EB2A0 00613B57 push  esi
7 VerQueryValueW 00613B58 mov esi, [ebp+nShowCmd]
ﬁ'Rep|aceTextW 00613B5B push edi
_ 00613B5C mov edi, [ebp+lpCmdLine]
7 _strstr 00613B5F mov ds:pcbhBuffer, 0
7 sub_7523D0 g
7 start ® <
_[ 00613B69
Line 16 of 90, /start 00613B69 loc_613B69:
r— 00613B69 push eax
Bl — © e 00613B6A push  ds:pcbBuffer
,_1 00613B70 pop ecx
00613B71 pop edx
: 00613B72 imp short $+2 Jump
100.00% (-3,191) (50,64) 00212F50 BB613B50: WinMain(x,x,x,x) (Synchronized with Hex View-1)

OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1.exe - [CPU - main thread, module 4fafbfd2e560778f11bebBf736e80bb]

[€] Fie view Debug Trace

BT S|
48 20

Optiors  Windows  Help

] ]l ] e =] ] 8]/ u] £

IDA jump to 0Xx00613B50, which is the :
location of the main function. This is

where the actual code of the sample is S et

executed and i the focus of our analysis, |- fiéem S

EBP=0012FC94 (current registers)

Address ‘ Hex dump
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i

® & =
00613B98 cmp word ptr [ebp+nShowCmd+2], @ ; Compare Two Operands
00613B9D jnz short loc_613BA6 ; Jump if Not Zero (ZF=0)
v ! v
P 5 [ ® & =
JO613B9F call loc_53FA40 ; Call Procedure||00613BA6
J0613BA4 jmp short loc_613BB5 Jump 00613BA6 loc_613BA6:
00613BA6 mov eax, [ebpthInstance]
00613BA9 push esi
00613BAA push edi
00613BAB push ebx
00613BACpush ea
00613BAD, call sub_6E8010 ; Call dur
00613BB2~aud espy—1oh ; Add

In this main function, we primarily analyze the call instructions. For
example, let’s look at the call located at 0X00613BAD.
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OO6E8010 sub esp, 834h Integer Subtraction
OO6E8016 push ebx

006E8017 xor ebx, ebx Logical Exclusive OR
OO6E8019 push esi

OO6E8O1A mov [esp+83Ch+var_1]1, bl

O06E8021 mov [esp+83Ch+var_B], bl

O06E8028 mov [esp+83Ch+var_2], 6Ch ; '1'

O06E8030 call ds:GetEnvironmentStrings Indirect Call Near Procedure
O06E8036 mov ds:dword_76046C, eax

OO6E803B call ds:GetProcessHeap ; Indirect Call Near Procedure
O06E8041 mov ds:dword_7603D0, eax

006E8046 mov [esp+83Ch+var_C], 72h ; 'r'

OO6E8BO4E call sub_46B1C0O ; Call Procedure
OO6E8053 mov al, [esp+83Ch+var_2]

OO6E8O5A mov dl, [esp+83Ch+var_C]

006E8061 mov cl, 73h ; 's'

O06E8063 push offset Buffer ; 1lpString2

O06E8068 push offset Buffer ; LpStringl

OO6E806D mov [esp+844h+var_11], cl

O06E8074 mov [esp+844h+var 3], al

OO6E807B mov [esp+844h+var_4], 64h ; 'd'

OO6E8083 mov [espt+844h+var F], dl

OO6E8O8A mov [esp+844h+var_E], cl

OO6E8091 mov [esp+844h+var 5], 2Eh ; ".'

O06E8099 mov [espt+844h+var_ 6], al

AA6FRAAM mov [esn+844h+var 71 al

" |n this code, we can see many instances of single characters being moved into

memory. As mentioned earlier, this is highly suspicious.
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©OO6E81EQ
©O6E81E7
©OO6E81EB
OO6E81F2
©OO6E81F9
OO6E8I1FE
©006E8201
0O6E8208
OO6E820F
©06E8210
006E8211
©06E8212
OO6E821A
©06E8222
©06E8228
OO6E822E
©OO6E8233
©06E823B
©006E8243
©O6E824A
©OO6E824F
©06E8256
©06E825D
©006E8261
OO6E8268
OO6E8269

faVaWall nll o le Yar Fal

mov
mov
mov
mov
mov
add
mov
mov
push
push
push
mov
mov
mov
mov
mov
mov
mov
mov
call
mov
mov
lea
mov
push
mov

cl, [esp+83Ch+var_ (]
[esp+83Ch+var_834], edx
dl, [esp+83Ch+var_11]
[esp+83Ch+var_E], dl
edx, offset dword 53FA20
edx, 10h ; Add
[esp+83Ch+var_F], cl

cl, [esp+83Ch+var_2]

edx :int
eax ;int
ebx : nIndex

[esp+848h+var_82(C], offset loc_4010B0O
[esp+848h+var 808], offset unk 756180
ds:pcbBuffer, ebx

ds:dword_759350, ebx

ds:dword_7609B8, eax
[espt+848h+var_4], 64h ; 'd’
[esp+848h+var_51, 2Eh ; "'
[esp+848h+var 6], cl

sub_67DF30 ; Call Procedure

al, [esp+d48h+var_2]

cl, [esp+848h+var_4]

edx, [esp+848h+var_834] ; Load Effective Address
[esp+848h+var_7]1, al

edx

[esp+84Ch+var_8]1, cl

- e 1 Y A/, . L =7 Al - I a1

Continuing further, there is another call at 0OXOO6E824A




4fafbfd2e560778f11beb8f736e80bb1l

® & &

0067DF63 mov eax, ds:dword_760470

0067DF68 mov ecx, offset dword 46B370

0067DF6D add ecx, eax ; Add

0067DF6F add eax, ebx , Add

0067DF71 mov dl, [ecx+ebx]

0067DF74 mov cl, byte ptr [esp+10h+arg 8]

0067DF78 mov [eaxtesi], dl

O06/DF7B mov eax, ds:dword 760470

0067DF80 add eax, ebx ; Add

0067DF82 add eax, esi ; Add

0067DF84 mov dl, [eax]

0067DF86 xor dl, cl , Logical Exclusive OR
OO067DF88 inc ebx ; Increment by 1
0067DF89 cmp ebx, 67Dh ; Compare Two Operands
0067DF8F mov [eax], dl

0067DF91 jg short loc _67DFF7 ; Jump if Greater (ZF=0 & SF=0F)

Page ¥

Starting from OX0067DF63, this is actually a decryption process. Why do
we say that? First, at OXO067DFG68, there is a mov assignment statement,
which assigns the content at address 0X0046B370 to ecx. Let’s take a
look at the content at this address




4fafbfd2e560778f11beb8f736e80bb1l

Data Unexplored External symbol Lumina function

>< @ Hex View-1 x [0 Local Types x BB Imports X Exp
0046B36A sub_46B1CO endp
0046B36A
oYk LY S e e e e LT TR
0046B36B align 10h
0046B370 dword _46B370 dd 4D3217F0h, ©0D12B6A4Ah, 8FC96873h, 1372219Dh, 452AC12Ch
0046B370
0046B384 dd 784BCAE3nh, 19B671ADh, 42F911CDh, 0OD29C17A9h, @F6F3362Dh
0046B398 dd OE7BD5C2Ch, OF8287871h, 8B55CCA5h, OA4AQED52h, ODFCS54ECh
0046B3AC dd OD7AA7171h, 1EGDS5F7Dh, 5F20F47Ah, 4DB5D5E6h, QFE92DFD8h
0046B3CO dd 30A31FC3nh, 6F7D4BA6h, 924F4A50h, QAB8DAOC2h, 47DESCAEh
0046B3D4 dd 460ACADBh, OA17E5AAFh, 213EAA7Ah, 45109FDDh, 47FD26E7h
O046B3ES dd 9D9E4SADh, 1372F303h, ODE211FA5h, @©C3BE3BD5h, 1942C019h
0O46B3FC dd 7FFO1C4h, OFCDA171Dh, 8B486A2Ch, 40C6CA27h, 2BF215F@h
0046B410 dd 4EF1ESF3h, OF2113FDEh, 983A8CODh, 935154EAh, ©@BBBDS7DDh
0046B424 dd OA329B5BBh, 1F5E55AFh, 7F95B91h, 313C1D97h, O©A783E5Sh
0046B438 dd 86C99F30h, 9AA422B7h, 9E5478F0h, OF2AABAA8h, QC47A8C4Ah
0046B44C dd 6BF20EFOh, OE7ABF5A4h, 0QE4744626h, OEAC22F51h, OEO75588h
0046B460 dd 45FACD2Eh, 93F522FFh, 0QAG56875Eh, OEC8DC304h, ODA539CA5h
0046B474 dd 0B56CB535h, OC7CBDA27h, 1D22AB6Dh, OFDAB4E21h, OF2340626h
0046B488 dd 933A8COAh, 935A54EAh, OBBA690DDh, B8AGO@BE84h, 195E7965h
0046B49C dd 7FFO5C4h, OFCDA17DDh, ©A2646F2Dh, 9242F3DBh, 98F02508h
0046B4B0O dd 8DDACAlh, ©0C987B2Fh, 0A905D061h, 3DFO2E7Dh, 4521635Ah
0046B4C4 dd 0C2BF36D3h, 92420CD4h, 3F3CAA85h, 4ACEDD2Fh, OED4B4A66h

00O6A770 ©046B370: .0003:dword_46B370

As you can see, this is a bunch of garbled data, likely encrypted.
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4fafbfd2e560778f11beb8f736e80bb1l

]

® & [

0067/DF63 mov eax, ds:dword 760470

0067/DF68 mov ecx, offset dword _46B370

0067DF6D add ecx, eax ; Add

0067DF6F add eax, ebx ; Add

0067DF71 mov dl, [ecx+ebx]

0067DF74 mov cl, byte ptr [esp+10h+arg_ 8]

0067/DF78 mov [eax+tesi], dl

0067DF7B mov eax, ds:dword_760470

0067DF80 add eax, ebx ; Add

0067DF82 add eax, esi ; Add

0067/DF84 mov dl, [eax]

006/DF86 xor dl, cl ; Logical Exclusive OR
©067DF88 1inc ebx ; Increment by 1
0067DF89 cmp ebx, |67ph ; Compare Two Operands
O067DF8F mov [eax], dIL

0067DF91 jg short loc _67DFF7 ; Jump if Greater (ZF=0 & SF=0F)

Following this, there is a series of operations, including add (addition)

and Xor (exclusive OR). The Xor operation, in particular, is a common
decryption technique often used by malicious programs. From the

final Inc (increment) and cmp (compare) operations, we can deduce

that ebx holds the number of binary codes to be decrypted, which is OX67D in
this case.




Dynamic Analysis
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Dynamic Analysis

» Dynamic analysis is the process of executing malware in a monitored
environment to observe its behaviors.
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Afafbfd2e560778f11beb8f736e80bbl
(revisited)

(Trojan.Win32.Agent.b)




Packed and Obfuscated Malware

*Definition:
Obfuscation is a technique used by malware authors to hide malicious code.
*How it works:
 The PE (Portable Executable) file is encrypted and embedded within
the program.
* During execution, the program decrypts and runs the hidden PE file.

*Goal:
To conceal the malicious payload and evade detection

Start
- Start
Wrapper Program
Original Executable
(Strings and other Packed Executable
information visible)
(Strings and other
information not
visible)
__—._____._,_._.—-—-"-'
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How Obfuscation Works

1.Encryption:
The malicious PE file is encrypted and embedded in the program.

2.Execution:

1. The program allocates memory using functions like VirtualAlloc.
2. Decrypts the PE file into the allocated memory.

3. Executes the decrypted payload.

3.Result:
The malicious code runs hidden from detection tools.
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Removing Obfuscation: Key Steps

1.Set Breakpoints:
Use a debugger (e.g., OllyDbg) to set breakpoints on memory allocation

functions like VirtualAlloc.

2.Monitor Memory Allocation:

1. Track the starting address of allocated memory.

2. Set hardware breakpoints to detect writes to this memory.

3.Analyze Decryption:

1. Observe the decryption process in memory.

2. Dump the decrypted PE file for further analysis.
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Load target file into OllyDBG

OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread, module 4fafbfd2] g[
. |C] Fle View Debug Plugns Options Window Help -
EJ_LJJ_LJJJ_J_JJJJJJJJJJJJ_LJJJJ
PO7523EQ PUSH EBP ~|Registers (FPU) <
00/523E 1 SBEL MOV EBP,ESP EAY D0O0O000

7923 6A FF PUSH -1 ECX Q@12FFB@

68 QO8F 7500 PUSH 4f afbfd2.007 SS?UU‘ EDX 7C90ES14 ntdll.KiFastSystemCallRet

U\VQQOE‘ 68 EL “1uuw PUSH 4fafbfd2.007531E0 EBX 7FFDCQQQ
%““%2°EF 64: A1 00C MOV EAX,DWORD PTR FS: [0] ESP @@12;:{:(;4
WA7523FS| S0 PUSH EAX EBP OQ12FFFQ
07523F6| 64:8925 00RORER( MOV DWORD PTR FS:[@1,ESP ESI FFFFEFFF

7523FD| 83EC SUB ESP, 58 EDI 7C910228 ntdll.7C910228

752400 53 PUSH EBX .

'524(& 56 PUSH ESI EIP BO7523EQ 4f afbfd2.{ModuleEntryPoint>
00752402 S7 : PUSH EDI C @ ES 0023 32bit @Q(FFFFFFFF)
w& 752403| 8965 ES8 MOV DWORD PTR SS:[EBP-181,ESP P1 CS 001B 32bit O(FFFFFFFF)

624U6 FF1S A4607500 |CALL _DWORD PTR DS:[<&KERNEL32.Ge |A @ SS @023 32bit O(FFFFFFFF)
OU 5240C| 33027 X0 , EDX Z 1 DS 0023 32bit O FFEFPPFE)
0075240 | 8AD4 _ MO L AH S @ FS 03B 32bit 7FFDFORO(FFF)
P0752410| 8915 30VA7600 MOV Dl"'DD PTR DS:[760A301,EDX T @ GS 9000 NULL
00752416 8BC8 MOV ECX,EAX DO
00752418 8}&1 FFO20000 | AND o v|0 @ LastErr ERROR_NO_ IMPERSONATION TOKEN
EBP=0012FFF0 EFL 00000246 (JH.!B E, BE, NS, PE, GE, LE)

Q - \ C 1050 AN 7RNAA

Address |Hex dq_P [ASCII | N 0012FFC4 TCB177EE RETURN o kernelas JCai77or

756000 8C 74 DD 77 F4 E9 DD 77 itlw[efw VO12FFC8| 7C910228| ntdll./C910228
dh 560 »8 C9 7C DD 77 27 6C DD 77 wrllw’llw “”léFFbu FEFFFFFF
00756010 C4 54 DE 77 00 00 00 0O =T . 0 lszP 7F FDCO20
00“56918 44 FD F1 77 37 D8 F1 77 D* tw7+:w t‘ﬂ 2FFD4|  8@544DFD

SéHZL EA BS F1 77 75 76 F2 77 g4owuv>w ‘3 J1ZFFD8| ©012FFC8
n‘v 25 00 00 00 20 1A 98 82 7C ....-yCl 0e12rFDC| 818D8020 = o

030 21 3 81 7C 1B 77 81 7C| 13&iewdl 0O1ZFFEQ| FFFFFFFF |End of SEH chain
2 CO 99 82 7C F1 9A 82 7C L6C|:uCl QO1ZFFE4| 7C83¢ SE handler . ___
))F2 1E 89 7C 6D OC 81 7C 2aClim.ul 0O12FFES kernel32.7C817778

ww756ﬂ48 41 BB 802 7C 40 AE 80 7C Ay Cl@«C]| QO12FFEC

756050 61 AC 84 7C 8B D3 81 7C axClil| ¥| QO12FFFQ

ongrum entry point

[ mawarePE

Pause

4 start | D cscazivoder.. | MW mawarePE
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T ransomware_example

OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread, module 4fafbfd2]
File ‘View Debug Plugins Options Window Help

_I_l_l _l_l _l_l $/4 4 +f LiE/m/T|win|c|/[K[B|R[..|s]| iE[E]?]

He0O £ Ac

%1%

@@7523E1
QR7523E3
QR7523ES
QO7523EA
B7523EF
BA7523FS
BA7523F6
V7523FD
vB752400
va752401
0752402
0752403
va752406
0va7524aC
0V 75240E
0e752410
00752416
0a752418

BBEC

6A FF
68 QREF7500
68 EQ317500

64: A1 0BG
1%) PUSH EAX
64: 8925 0RO MOV DWORD PTR

83EC 58

EBP=0012FFFQ

E8
A4607501

a
5 300A 7601
FFooooal

Address |Hex dump

BB 756000
BvEa756008
0756010
0va756018
0756020
vA756028
V756030
V756038
0YA756040
YA756048
AA756050

8C /4 DD 77|F¢
C9 7C DD 77| 2]
C4 54 DE 77 @i
44 FD F1 77|23
EA BS F1 77| 7
Vo 20 B0 QO 14

PUSH EBP

MOV EBP,ESP
PUSH -1
PUSH 4f afbfd2.00758F20

PUSH 4fafbfd2.007531EQ
MOV EAX, DWORD N

SUB ESP, S8
PIISH FR¥X

Backup
Copy
Binary
Assemble
Label
Comment
Breakpoint
Run trace

Go to

Follow in Dump

Search for

Find references to

View

Copy to executable

Analysis
Bookmark

Appearance

P Y

Space

faa ryeuse s ¥

mTe e

=

Name (label) in current module Ctrl+N

~|Registers (FPU) <

EAX Q000G
ECX Q012FFBO
EDX
EBX 7FFDC@@@

7C90ES14

PA12FFC4
PR12FFFO

ntdll .KiFastSystemCal lRet

Name in all nﬂ*)dules

Command
* Sequence of commands

4 Constant

4 Binary string

All intermodular calls

Al commands

All sequences

All constants
Al switches
* Al referenced text strings

User-defined label
4 User-defined comment

QOIZFFDO]

BA12FFD4
QA12FFD8
QA12FFDC
VA12FFEO
VA12FFE4
VA12FFES8
VA12FFEC
QA12FFFO

FFFFFFFF

cul+g  FC910228 ntdll.7C910228

crl+vs BO7523EQ 4f afbfdZ2.<{ModuleEntryPoint>
ES 0023 32bit Q(FFFFFFFF)

Cri+B CS 0B1B 32bit Q(FFFFFFFF)
SS 023 32bit Q(FFFFFFFF)
DS 0023 32bit Q(FFFFFFFF)
FS 003B 32bit 7FFDFO@Q(FFF)
GS Qoo NULL
LastErr ERROR_NO_IMPERSONATION_TOKEN
pRERR246 (NO,NB,E,BE,NS,PE,GE,LE)
emnt = INOPM RDFC A1ASNM1A4 A7 20NA4
F|RETURN to kernel32.7C81776F
8 ntdll.7C910228

7FFDC@®@

80544DFD

QO12FFC8

818D8020

FFFFFFFF |[End of SEH chain

7C839A90 | SE handler

7C817778| kernel32.7C817778

%101 %1% %] %1%

%]%]%]%]%]%]%]%]

Program entry point

14 start | ) csca71Moder...

" Im mawarePE

" mawarePE

OlyDbg - 4fafbf...

Page = 26

Right click = “Search for” - Name in all modules




I ransomware_example

OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1
File ‘View Debug Plugins Options Window Help

Bl x| »jn| w4 ¥4 2| +f L|e[m|T|wWH|[c|/|K[B[R]..|s| iE[H]?]

0a7]

Ba73
va7y
va7

Va7
Va7
Va7
07
0a7]
Ba73
BA73
va73
Va7

Va7
a7

0@7523E\ 55
00/5

E51 All names
Address

Module

Section

Type

o

PR756138
77C01805
779213E8
7C935522
77C420CF
77C42131
PR75603C
77C111@ecC
77DD121C
77E711F8

D0/ 7C8@9AF 1 k

7C9C12A4
7C809B12

==177DD1228

7C860299
BR75608C
77C11108
77DD1220
77E7120C
7C809B84

4f afbfd2
VERSION
SETUPAPI
ntdll
msvcrt
msvcrt
4f afbfd2
msvert
ADVAPI32
RPCRT4
ernel32
SHELL32
kernel32
ADVAPI32
kernel32
4f afbfd2
msvert
ADVAPI32
RPCRT4
kernel32

. RS
.text
.text
.text
.text
.text
. RS
.text
.text
.text
.text
.text
.text
.text
.text
. RS
.text
.text
.text
.text

Import
Export
Import
Export
Export
Export
Import
Import
Import
Import
'Export
Import
Export
Import
Export
Import
Import
Import
Import
Export

(VERSION. VerQueryValueld
{VerQueryValueld
ntdll.VerSetCondit ionMask
VerSetCondit ionMask
(vfprintf
(vfwprintf
(KERNEL3Z.VirtualAll
(KERNEL32.VirtualAll
(KERNEL2Z.VirtualAll

( KERNEL3Z.VirtualAll
(VirtualAlloc
(KERNEL3Z.VirtualAlloc

VirtualAl locEx
KERNEL3Z.VirtualBufferExceptionHandle:
VirtualBufferExceptionHandler
{KERNEL2Z.VirtualFree
(KERNEL3Z.VirtualFree
(KERNEL3Z.VirtualFree
(KERNEL3Z.VirtualFree
{VirtualFree

Program entry point

‘4 start

Page = 27

" 7) csc 471 Moder..

" I8 malwarePE

@& mahwarePE

Looking for “VirtualAlloc” func = double click




OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread, module kernel32]
File View Debug Plugins Options Window Help

Bl x| »jn| i ¥4 | +f LlE[m|T|WH[c|/|K|B|R|..|s| E[H]?]

7cg AE% gEFF ES%HEEéﬁEDI isters (FPU) < <

7C809AF3

JCBOOAFE EE% 14 QSEHEEEE)E%PPTR SS: [EBP+14] 88?8??88

7C8@9A : + tdll.KiFastSystemCal lRet

7C8@9AF9| FF75 10 PUSH DWORD PTR S3:[EBP+1@] R se " PERtEyEReman e

7C829AFC| FF75 @C PUSH DWORD PTR SS:L[EBP+C] QO12FFC4

7C809AFF | FF75_08 PUSH DWORD PTR SS:[EBP+81 Q012FFFOQ

7C809B02| 6A FF PUSH -1 FFFFFFFF

7C809B04 | E8 09000000 CALL kernel32.VirtualAllocEx 70910228 ntdll.7C910228

7C80 %)

Caao8on| T2 1000 RN 10 @07523E@ 4fafbfd2. ModuleEntryPoint)

7C8@980D | 20 NOP ES @023 32bit Q(FFFFFFFF)

7C809B0E | 90 NOP CS O01B 32bit OCFFFFFFFF)

7C8@9B0F | 90 NOP SS @023 32bit Q(FFFFFFFF)

;ggHgg%g gg Hgg DS @223 32bit @Q(FFFFFFFF)

7C80 FS 32bit 7FFDFORO(FFF)

7C809812 6A 10 PUSH 1@ GS ggg% NULL -

7C809814 68 6@9B8Q7C PUSH kernel32.7C809B60@

/C809819 E8 BBB8IFFFF CALL kernel32.7C8024D6__ LastErr ERROR_NO_IMPERSONATION_TOKEN (@00¢
Qo246 (NO,NB,E,BE,NS,PE,GE,LE)
emnt v =1INOPM RDFC A1ASPK1A4 RN 7200A4

Address |Hex dump [ASCIT | ~ I EWidaaz] 7C81/7/6F [RETURN to kernel32.7C81776F

PR756000| 8C /4 DD 77| itlwlofw VO12FFC8| 7C910228| ntdll. 7C910228

PR756008|C9 7C DD 77| rllw’ 1w @212FFCC| FFFFFFFF

P0756010|C4 S4 DE 00 00|-Thw. ... 0O1ZFFDO| 7FFDCOGQ

0756018 71 D® sw7Lsw OR12FFD4| 80544DFD

PO756020 | EA o twuvSw VR12FFD8| BB12FFC8

PO756028 | B0 OF . 40C | VB12FFDC| 818D8020

PO756030 wiil VO12FFE®@| FFFFFFFF |End of SEH chain

0756038 | C +GC | VO12FFE4| 7C83%9A%90|SE handler

00756040 - QO12FFE8| 7 kernel32.7C817778

P0O756048 @«Cl| Ba1ZFFEC )

DO 7SA050 T v|PR12FFF©@

Program entry point Paused

Page = 28

Here we go into the VirtualAlloc function.




| ransomware_example

OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1

- [CPU - main thread, module kernel32]

F =] £ Actio

§| File View Debug Plugins Options Window Help

Bl x| »ln| vif+ 24 W + LjE|m[T|w]H[c|/|K|B[R|..|5] E=[iH]?]

;ggggﬁgé gEFF MOV EDI-EDI isters (FPU) < <
Backup [ 1%]%]%]%]%]%]%)
%égééggg EE% e §§PE¥E SS: [EBP+ 141 RSOES14 ntdll.KiFastSystemCallRet
7C809AFC| FF7% Assemble Space 20 PTR 38:[EBP+C] 555%&?%2
7C809AFF | FF77 Label - D PTR SS:[EBP+81] PO12FFFQ
7Ceo9B0Z2| 6A I comment ;| L .. FFEFFFFF
;gg%gg%g ES l Toggle 7C910228 ntdll.7C910228
JC809BMA| €2 | Runtrace Conditiohal Shift+F2 QR7523ED 4f afbfd2.{ModuleEntryPoint>
7C809BAD | 90 o Conditional log Shift+F4 ES 0023 32bit O(FFFFFFFF)
7C809BOE| 9@ | Meworgnhere  COWGEYE g1t seection F4 CS P01B 32bit O(FFFFFFFF)
7C809BOF| 9@ @ Goto SS P23 32bit @(FFFFFFFF)
7C809B10| 9@ Follows in Dump »  Memory, on access DS 9023 32bit O(FFFFFFFF)
7C809B811( 90 | Memory, on write FS Q@3B 32bit 7FFDF@RR(FFF)
7C809B12| 6A | Ssearchfor ’ GS 0B NULL
7C809B14| 68 ¢ Find references to 4 Hardware, on execution
/C8a9B19| E8 I ., R v| LastErr ERROR_NO_IMPERSONATION_TOKEN (Q@0g
Copy to executable » Qo246 (NO,NB,E,BE,NS,PE,GE,LE)
Analysis ’ emnt v =|INORPM RDEC A1MASA1A4 A7 A4
Adgress HERE 1 o1 T A et
PO756000 | 8C 7{ Bookmar "1 ) nt :
0756008 | C9 7 |=jf1=j @@12FFCC| FFFFFFFF
PR756010| C4 Sé Appearan;e | fw.... VO12FFD@| 7FFDCod
PR756018(44 FD F1 77 37 DB F1 77|D° tw7t+w QO12FFD4| 8@5S44DFD
PO756020|EA BS F1 7775 76 F2 77| od twuv2w VaA12FFD8| ©VQ12FFC8
PR756028 |00 0Q D@ PR 1A 98 82 7C »iC | @@12FFDC| 818D8020 _
ul ~wg n @) cnaln
T e OO1SFFES| 70B39A00| SE hohdlenr ©
+ an er
00756040 F2 1E 80 7C 6D @C 81 7C 298|mu8| QR12FFE8| 7C817778| kernel32.7C817778
PO756048|41 BB 82 7C 4@ AE 80 7C|A7C|1@«C| PR12FFEC| ©000RLY
PR7S5605N | 61 AC 8R 7C 8R DR 81 7C algllmgl v|R12FFF@| ©200RBLR

Program entry point

‘4 Start

[y csC 471 Moder...

"M@ matwarePE

" & malwarePE

OlyDbg -

4fafbf...

Paused

Page = 29

Right click the first line (MOV EDI, EDI) - Breakpoint = Toggle




OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1

- [CPU - main thread, module kernel32]

Fle View Debug FPlugins Options Window Help

Bl x| »1l] v+ 1 Y +f L[E/M[T|W]H[C|[/|K|B[R|..|S| iE[H]?]

8BFF MOV EDI,EDI ~isters (FPU) < <

JCe: 3Bk 07 ERPco
, PB756180 4fafbfd2. 00756180
7C809AF6| FF75 14 PUSH DWORD PTR SS:[EBP+14] PPRR442E -
7C809AF9| FF75 10 PUSH DWORD PTR SS:[EBP+10] Q0002654
7C809AFC| FF75 @C PUSH DWORD PTR SS:L[EBP+C] PO12F64C
7C809AFF | FF7S 08 PUSH DWORD PTR SS:[EBP+81] PR12F6CO
7C809B02| 6A FF USH -1 PR12F6ED
;ggggggg Eg (9000000 SébLEggrnEISZ.VirtualAllocEx PPOPO3BA
JCE805R0A| C2 1000 RETN 10 7C809AF1 kernel32.VirtualAlloc
7C8a7BaD | 90 NOP ES 0023 32bit @(FFFFFFFF)
7C809BRE| 90 NOP CS O01B 32bit @(FFFFFFFF)
7C809BGF | 290 NOP SS P23 32bit @(FFFFFFFF)
7C809810| 90 NOP DS @023 32bit @(FFFFFFFF)
7C809B11| 9@ NOP FS 003B 32bit 7FFDFRRQ(FFF)
7C809B12| 6A 10 PUSH 10 GS oo NULL
7C809B14| 68 609B8A7C PUSH kernel32.7C809B60
7C809819| E8 B88SFFFF CALL kernel32.7C8024D6 v| LastErr ERROR_SUCCESS (20000000)
EDT=000003BA @0PP202 (NO,NB,NE, A,NS,PO,GE, G)
had ~-NAN FEFEF CoRRnRnA _ananaiain

Address |[Hex dump |ASCII | A gg%ggggg 8855%885 CALL to VLLEH?IAIIOC from DQ12F889
PO756000 | 8C 74 DD 77 F4 E9 DD 77| ithwlelw -
PR756008|C9 7C DD 77 27 6C DD 77 |rllw’ 1lw PR12F654| 0000RER]| Size = EQ (224.)
PR756010|C4 S4 DE 77 00 20 00 00| —T jw. . .. PR12F658| RR3D MEM_COMMIT IMEM_RES
PR756018|(44 FD F1 77 37 D8 F1 77|D? tw7L:w DR12F65SC| DDBR4 | “Protect = PAGE READNRITE
PR756020 |[EA BS F1 77 75 76 F2 77|94 twuv2w QO12F660| ©ODRORDA
PP756028 00 0D OO OB 1A 98 80 7C T DD12F664| 7C8VAE4Q| kernel32.GetProcAddress
PR756030 |21 3E 81 7C| 1B 77 81 7C| t>ul+wil BR12F668| QLYY
PR756038|C@ 99 8@ 7C F1 9A 82 7C| L6C|:uC| PR12F66C | LRRVE7D
PR756040 | F2 1E 82 7C| 6D @C 81 7C|2alIm.ul QR12F670| QLYBO2C
PR756048 |41 BB 80 7C 40 AE 80 7C|A;3Cl@«C| Q012F674| QO12F6AC | RETURN to Q@12F6AC
PR7S6050 61 AC 80 7C 8R DR 81 7C 1 a%Clil] v|R12F678| 7E4296F7 | RETURN to USER32.7E4296F7 from USER3

Breakpoint at kernel32.VirtualAlloc

Tistart | cscarivoder. | MM mawarepe

" w malwarePE

QlyDbg -

4fafof... ¢

Click the “play” button (F9) and the program will run and hit the break point

Page = 30 Check out the allocation size - 224 Bytes - too small




OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread, module kernel32]
File View Debug Plugins Options Window Help

Bl x| wn] v+ 24 o i LjE|M[T|w]H[c|/|K[B|R|..|S] E=JiH]?]
| 7C809AF 1]

7C809AF 3
7C809AF4
7C89AF6
7C80A9AF9
7C8QA9AF

7C8QA9AF

7C89B02
7C809B04
7C809B@9
7C809B0A
7C8a9B1D
7C809BBE
7C809B0F
7C89B10
7C809811
7C809B12
7C89B14
7C819B19

8BFF MOV EDI,EDI

S5 PUSH EBP

8BEC MOV EBP,ESP

FF75 14 PUSH DWORD PTR SS:[EBP+141]
FF75 1@ PUSH DWORD PTR SS:[EBP+101]
FF75S @aC PUSH DWORD PTR SS:[EBP+C1]
FF7S5 @8 PUSH DWORD PTR SS:[EBP+81]
6A FF PUSH -1

E8 @900 CALL kernel32.VirtualAllocEx
SD POP EBP

C2 1000 RETN 1@

90 NOP

90 NOP

90 NOP

90 NOP

90 NOP

6A 10 PUSH 1@

68 609B807C
E8 BB8SFFFF

PUSH kernel32.7C829B62
GALL kerpelSe. 76802406 -

P 1

isters (FPU)

0BDCARD

B12F 64C
VR12F6CO
QR12F6EQD
19151%1%1%]% %1%}

7C809AF 1

0R23
V21B
vR23
0o23
03B
%15]51%

LastErr

EDI=00000000

VU6 /FORA 4f af bf d2. D6 /FVLD
0R46CALDD 4f af bf d2. BB46CADD

POS3FAZ20 4f afbfd2. 0BS3FAZ0

kernel32.VirtualAlloc

3Zbit
32bit
32bit
32bit
3Zbit
NULL

@(FFFFFFFF)
@(FFFFFFFF)
@(FFFFFFFF)
@(FFFFFFFF)
7FFDF@RA(FFF)

ERROR_PROC_NOT_FOUND (@ooooa7F)

QRLR206 (NO,NB,NE, A,NS,PE, GE, G)

had —NAN FEEFE CORRRRRR ARRRRRRIR
Address |Hex dump | ASCII | A 88%%52%8 Sgé%gggg ggéL to ViEBEEIAIIOC from QO12F9B9
V756 | 8C 74 DD 77 F4 E9 DD 77|1it 8 ress =
PR756008|C9 7C DD 77 27 6C DD 77 ;|=$r1=$ PR12F654| 0OODCARR|| Size = DCARR (903680. )
PR756010|C4 S4 DE 77 00 00 00 20| —-T w. ... PR12F658| 0RR30A || AllocationType = MEM_COMMIT IMEM_RES
PR756018|44 FD F1 7737 D8 F1 77|D® tw7+:w DR12F6SC | RRY4 |“Protect = PAGE_READWRITE
PR756020|EA BS F1 77 75 76 F2 77|94 twuv2w QO12F660| QYDA
PR756028 |00 OV OB PO 1A 98 80 7C|....-uCl PR12F664| 7C8PAE4Q0 | kernel32.GetProcAddress
PR756@30|21 3E 81 7C 1B 77 81 7C| t>ul «wil QO12F668| ©LLVLYDD
PR756038|CQ 99 82 7C F1 9A 80 7C| LoC|:uC| DO12F66C | BR4D20B0Q | 4f af bf d2. BB4020B0
PR7S6040(F2 1E 80 7C 6D OC 81 7C|2aClm.ul VO12F670| 0R4DEA10 | 4f afbfdZ2. BB4D6A10
PR756248|41 BB 80 7C 40 AE 802 7C|A;Cl@«C]| PO12F674| 0OS40A4Q | 4f af bf d2. BBS540A40
PR7SARSR A1 AC 80 7ZC 8RR D3 81 7C | a%Clil] v|PR12F678| BOSAAB4Q | 4f af bf d2. BBSAAB4D

Breakpoint at kernel32 VirualAlloc

Page = 31

Click the “play” button (F9) again.

Check out the allocation size - 903680 Bytes ->Good!

Paused




OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread, module kernel32]

File View Debug Plugins Options Window Help

Bl x| wn] w4 $4d 4 < L]E[M|T|w/H|c|/|K[BIR]..|s] iE[H]?]

7C8Q9AF3
7C8Q9AF4
7C8Q9AF6
7C8Q9AF9
7C8R9AFC
7C8Q3AFF
7C809B02
7C809B04
7C809B09
7C809BVA
7C809B1D
7C809BRE
7C809BOF
7C809B10
7C809B811
7C809B12
7C809B14
/C809B19

oS

8BFF

S5

8BEC
FF7S 14
FF7S 10

FF7S @C
FF7S 08

6A FF
E8 09000000

C2 1000

6A 10
68 609B8R7(
£8 BBBOFFFT

Address |Hex dump

VLB /5600
BR756008
756010
BR756018
756020
BR756028
756030
R756038
0756040
R756048
PA7SAA50

vBreakpoint at kernel32 VirualAlloc
—_——
‘4 Start

') csC 471 Moder...

MOV EDI,EDI
PUSH EBP
MOV EBP,ESP

PUSH DWORD PTR SS:[EBP+141]
PUSH DWORD PTR SS:[EBP+1@]
PUSH DWORD PTR SS:[EBP+C]
PUSH DWORD PTR SS:[EBP+81]

Backup

Copy ’
Binary 4
Assemble

Label

Comment

Run trace

New origin here
Go to
Follow in Dump

Search for

Find references to
View

Copy to executable
Analysis

Bookmark

Appearance

PUSH -1
CALL kernel32.VirtualAllocEx

nAan Con

y |

»

Conditional
Conditional log
Run tckselectjon

Memory, on access
Memory, on write

Hardware, on execution
DT ZFeoY]|

BR12F 664
BR12F 668
BR12F66C
BR12F670
QR12F674

v | P012F678

F2

Shift+F2
Shift+F4

F4

isters (FPU) < <
PB67FBRB 4f af bf d2. BBE7F DO
PO46CADD 4f afbfdZ. OR46CADD
YRBDCALD
POS3FAZ20 4f afbfdZ2. OBS3FAZ0
PR12F64C
PR12F6CH
PR12FEED
1%]%1%%1%)%1%]%]
7C809AF1 kernel32.VirtualAlloc
ES 0023 32bit Q(FFFFFFFF)
CS 001B 32bit QA(FFFFFFFF)
SS 0023 32bit QA(FFFFFFFF)
DS 0023 32bit A(FFFFFFFF)
FS Q03B 32bit 7FFDF@@@(FFF)
S QR0 NULL
stErr ERROR_PROC_NOT_FOUND (Q0oodd7F)
Po206 (NO,NB,NE, A,NS,PE, GE, G)

=NAN FEEE CARARNANARN AN

EBC
%1%

\00D

11615

o4
VT A
7C8DAE4D
(0] ]%1%31%51%1%]%
PR4020B0O
PR4D6A 1D
PRS40A40
PRSAAB4D

CALL to
Address

VirtualAlloc from BQ12F9BS
= NULL

Size = DCAOQ (903680. )
AllocationType = MEM_COMMIT IMEM_RES

Protect
kernel32.

4f afbf d2.
4f af bf d2.
4f afbf d2.
4f af bf d2.

= PAGE_READWRITE
GetProcAddress

0402080
0Y4D6A 10
0R540A40
BOSAAB40

" fm malwarePE

" B® malwarePE

OlyDbg - 4fafbf...

Pausec

Page = 32

Right click "POP EBP” link (below CALL VirtualAllocEXx)
- "Breakpoint’-> Run to selection (F4)



OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1

- [CPU - main thread, module kernel32]
File Wview Debug Plugins Options Window Help

Bl x] »in] w4 $4 Y| o LlE[M[T|wH[c|/|K|B|R[..|S| iE[E]?]
[7C809AF1

7C809AF 3 EEFF EBEHEDI 5=01 T <
VOCBYDRO

7C809AF4| 8BEC MOV EBP,ESP | kernel32. 7C809R59

7C809AF6| FF75 14 PUSH DWORD PTR SS:[EBP+141] 7C9PES14 ntdll.KiFastSystemCal lRet

7C809AF9| FF75 10 PUSH DWORD PTR SS:[EBP+1@1] DOS3FAZD 4f afbfd2. DBS3IFAZD

7C8Q9AFC| FF75 @C PUSH DWORD PTR SS:L[EBP+C1] PDO12F648

7C809AFF | FF75 _08 PUSH DWORD PTR SS:[EBP+81] PB12F648

7C809B02| 6A FF PUSH -1 P012F6ED

;ggggg%g Eg (%)21%1%1%1%.%%) gSBLEESPnel32.ViPtualA1locEx %% %1% 5 5%,

JCAP9R0A| C2 1000 RETN 1@ 7C809BR9 kernel32.7C809B09

7¢8098B0D | 90 NOP ES 0023 32bit @(FFFFFFFF)

7C80IBOE | 20 NOP CS @Q1B 32Zbit Q(FFFFFFFF)

7C8a9B0F | 90 NOP SS 0023 32bit Q(FFFFFFFF)

7¢8a9810| (90 NOP DS @@a23 32bit @(FFFFFFFF)

7C829B11| 90 NOP FS @3B 32bit 7FFDF@RQ(FFF)

7C809B12| 6A 10 PUSH 10 GS 00P0 NULL

7C809B 14 68 6@9B8B7C PUSH kernel32.7C809B60

7C809B19| E8 B88IFFFF CALL kernel32.7C8024D6 v| LastErr ERROR_PROC_NOT_FOUND (2000RR7F)

Stack LOO12F6481=0012F6CO (0012F 6C0)

EBP-ge12r648 i tre oo coootoon

Address |Hex dump | ASCII | N DD12F 648 Fealah =i

PD7S6000 | 8C /4 DD 77/ F4 E9 DD /77 1t|wr8|w VA12F64C || BB12FSBC | RETURN to @0Q12FSBC

PR756008|C9 7C DD 77 27 6C DD 77 |mllw’ 1w Q012F650 || 00D

PR756010|C4 5S4 DE 77|00 00 00 00|-T Jw. . . . QE12F 654 || 0BBDCALD

PO756018|44 FD F1 77 37 D8 F1 77|D” tw7&:w QO12F658 || 00RB3000

PR756020 | EA BS F1 77|75 76 F2 77|94 twuv2w Q12F65C | bbLLLLLS

PR756028 |0 PO DD PO 1A 98 89 7C|....-+uC| Q012F660 || 00RRORDA

PR756030 |21 3E 81 7C 1B 77 81 7C| t>ul «wal VO12F664 || 7C8RAE4QD | kernel32. GetProcAddress

PR756038|CO 99 8@ 7C|F1 9A 8@ 7C| LoC|:uCl PO12F 668 | BBBBBLY

PR756040|F2 1E 8@ 7C 6D @C 81 7C|2aClm.ul BR12F66C || 904020B0 | 4f af bf dZ2. BR4020B0

PR756048 |41 BB 82 7C 40 AE 80 7C|A7Cl@«C]| VO12F670 || 0B4D6A10 | 4f afbf dZ2. 0B4D6A10

L AR756050 61 AC 8A 7C 8R D3 81 7C | aktliliil PR12F674 || DRSADA4D | 4f af bf d2. PRS4DA4D

" [ matwarePE

" malwarePE

4fafbf...

Tlstart | ) cscarimoder..

Page = 33

ClyDbg -

Check EAX - 00CB0000




OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread, module kernel32]

|§| File View Debug Plugins Options Window Help

Bl x| »n| wi4f $i45 | +f u|E[M|T|WH|C|/|K[B|R|...|S| i=[iH]?]
‘7C8@9AF1

/C8U9AF3
7C809AF4
7C8Q9AF6
7/C8Q9AF9
7C8Q9AFC
7C8Q9AFF
7C809B02
7C809B04
7C809B09
7C809B0A
7C809B@D
7C809BBE
7C809BOF
7C809B 10
7C809B11
7C809B12
7C809B 14
7C809B19

= PV YW

8BFF MOV EDI,EDI ~Lsters (FPU) <
S PUSH EBP POCBAAR
FETS 14 PUSH DHORD PTR SS:[EBP+14] U Pls
: + 7C90E ' 11Ret
FF75 10 PUSH DWORD PTR SS:[EBP+1@] QOS3F  ement L
FF75 @C PUSH DWORD PTR SS:[EBP+C] ooioF e
FF75 08 PUSH DWORD PTR SS:[EBP+8] OO15F Setto1
6A EF PUSH -1 OO12F  Modfy Enter
%8 @900 gébLEESFDElgz- VirtualAllocEx @BPAB  copy selection to clipboard  Ctrl+C
C? 1000 RETN 1@ 7C8@A9 Copy al registers to clipboard
g% Hgg Eg g FoIIow*n Dump
29 NOP SS @ view MMX registers
90 NOP DS @ . ISEer
= 1%) NOP FS View 3DNow! registers
6A 10 PUSH 10 GS @ View debugregiters
68 609B807C PUSH kernel32.7C809B60
5| Eg BOGOFFFF |CALL kerncl3s!7CB0pa6 9| Last twesses ') (oooe:
Stack L[OOI12F6481-0012F6C0 (OO12F6CO) 00000246 (NO.NB.E.BE.NS.PE.GE.LE)

EBP=0012F 648

Address |Hex dump LASCII | = gg%gggjg _88%5588? RETURN to @@12F9BC
V0756000 | 8C 74 DD /7 F4 E9 DD 77| ithwlelw o
RR756008|C9 7C DD 7727 6C DD 77|rilw’ 11w PR12F650 || BRRRERD

PO756010|C4 5S4 DE 77 00 00 00 00| —T Jw. . PR12F654 || 0oBDCALD

PR756018 /44 FD F1 77 37 D8 F1 77|D* tw7+:w PR12F658 || BBRR30RA

PR756020 |EA BS F1 77|75 76 F2 77|94 twuvaw PR12F65C || boRVRRRA

PR756028 | 00 2@ PO °O 98 80 7C|....+yCl PR12F 660 || BORRBBA

PR756030| 21 3E 81 7C 77 81 7C| VDUl «wal VO12F664 || 7CBUAE40 | kernel32. GetProcAddress
PR756038|C@ 99 82 7C F1 9A 8@ 7C| LoC|:uc| PR12F 668 || BRYRBLY

PO756040|F2 1E 80 7C 6D @C 81 7C|2aCIm.ul PR12F66C || 004020B0 | 4f af bf d2. 004020B0
PO756048 | 41 BB 80 7C 40 AE 8@ 7C|A; Cl@«Cl| PR12F670 || 004DEA 10 | 4f af bf d2. 004D6A 10
PA7S60SA A1 AC 80 7C 8B DI 81 7C 1 akClill v| 0012F674 || 0OS40A40 | 4f af bf d2. PRS4DA40

‘s Start

") ¢sC 471 Moder...

" maiwarePE

" @ malwarePE

Right click EAX - “follow in Dump”

ClyDbg - 4fafbf...



OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1

- [CPU - main thread, module kernel32]
|§| File View Debug Plugins Options Window Help

B{ x| »n| wijd ¥4 | +f vlE[m[T|w/H|c|/|K[B|R|.|S] Z[F]?]
‘7C8@9AF1

8BFF MOV EDI,EDI ~isters (FPU) <
IRy Bec o e e BoCho00

; k 132. 7C8Q9B59
7C809AF6| FF75 14 PUSH DWORD PTR SS:[EBP+14] D e I BaoE S CallRet
7C8A9AF2| FF/5 10 PUSH DWORD PTR SS:[EBP+1@] POS3FAZ20D 4f afbfd2.BS3FAZD
7C8@9AFC| FF75 @C PUSH DWORD PTR SS:[EBP+C] Q012F648
7C8@9AFF | FF75 08 PUSH DWORD PTR SS:[EBP+81] Q012F648
7C809B02| 6A FF PUSH -1 PO12F6ED
7C809B04| E8 9000000 CALL kernel32.VirtualAllocEx 00000000
38292382 ?8 1000 ES?NE?S 7C809B09 kernel32.7C8@9BA9
7C80980D | 90 NOP ES 0023 32bit @(FFFFFFFF)
7C80IBUE | 90 NOP CS @01B 32bit Q(FFFFFFFF)
7C809BQF | 90 NOP SS 9023 32bit Q(FFFFFFFF)
7¢809810| 20 NOP DS @023 32bit @(FFFFFFFF)
7C8@3B11| 90 NOP FS @@3B 32bit 7FFDF@RA(FFF)
7C809B12| 6A 10 PUSH 10 GS PPPE NULL
7C809B14| 68 6Q9B8AT7C PUSH kernel32.7C809B60
7809819 E8 B88IFFFF CALL kernel3Z.7C8024D6_ __ ¥| LastErr ERROR_PROC_NOT_FOUND (@@00007F)
Stack LDO12F6481=0012F6C0O (VO12F6C0)
A @246 (NO,NB,E,BE,NS,PE,GE,LE)

had =NAN FEFF CARNNNARN _ARNRANNANEA

T s JEEEH 2 88%%522% —88%%Egg% RETURN to @912F9BC
OUCBYI00 (00 00 00 00 00 V0 00 00 ........ o
POCBORYE 00 90 PP 00 Q0 PO 00 @0 ........ QO12ZF 650 || BV
PUCERD1D 90 00 0P 00 Q0 P0 @0 00 ........ BA12ZF 654 | ©AADCALD
PUCBOD1E 00 90 PP 00 Q02 PQ 00 @8 ........ QO12F 658 || ©ad3000
PUCBOUZ0 00 00 00 V0 Q0 PO 00 00 ........ Ba12ZF 65C || R4
PQUCBODZE 00 90 00 00 200 P90 00 90 ........ QO12F 660 || OBDBDA
POCBOP27 00 P 0D PO 0D PO O BB ........ VRO12F664 || /CB8RAE4D | kernel32.GetProcAddress
PUCBOD2E 90 00 0P 00 Q0 P0 @0 00 ........ BO1ZF 668 || VaLBVLVL
PUCBURAD 00 90 V0 00 02 V0 00 08 ........ 88%%?2@% 883%22%8 2£8£E£3§-882822%8
QUCBOR4S 00 00 V0 00 00 00 00 Q0| ........ a :
ODCROSN %g 88 gg 88 83 gg 88 88 v| 0012F674 || 0OS40A40 | 4f af bf d2. BRS4DA4D

"W malwarePE

") csc 471 Moder...

" @ malwarePE

ClyDbg - 4fafbf...

We follow this address in the data window
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Set a hardware access breakpoint at 0Ox0O0CBO000O.

Flle  View Debug PlUgns  Options  wWindow  Help

Bl x| | s+ 1 Y|+ LE[M|T|W/H[c|/|K[B|R|.|5| E=[iH]?]
B ccrF 0 [MOV EDILEDD

MOV EDI,EDI ~isters (FPU) <
7C809AF 3 PUSH EBP GOCBOD00

7C8a9AF4| 8BEC MOV EBP,ESP 7C809B59 kernel32.7C809BSY
7C8@9AF6| FF75 14 PUSH DWORD PTR SS:[EBP+14] 7C99PES14 ntdll.KiFastSystemCallRet
7C89AF9 Bock N PUSH DWORD PTR SS:[EBP+1@1] POS3FAZ20 4f afbfd?2. DOS3FAZD
7C8Q9AFC| | Backwp PUSH DWORD PTR SS:[EBP+C] D012F 648

7C8Q9AFF | | Copy » PUSH DWORD PTR SS:[EBP+8] 0012F648

7C8@9B@Z| { Binary » PUSH -1 _ QD12F6ED
! Memory, on access 2.VirtualAllocEx %1%]%(51%1%]%1%

7C809BOA | ( Seachfor »  Memory,onwrite 7C809B09 kernel32.7C809BB9
7C809B@D| { Goto »

' ES 0023 32bit Q(FFFFFFFF)
7C809BRE | | , I e CS 0@1B 32bit O(FFFFEFFF)
7C8aIBGF | | v NeX arcware, onwrite or SS @923 32bit Q(FFFFFFFF)
7C809B 10 . Text » Hardware, on execution Cwiord DS 0023 32bit O(FFFFFFFF)
383%35%% | short VT FoT— Eg 883% ﬁgﬁﬁt 7FFDF@RR(FFF)
7C8a9B14| ( o™ 4 PUSH kernel32.7C809B60
7C809B13| | ggi%mde CALL kernel32.7C8024D6__ _ . v LastErr ERROR_PROC_NOT_FOUND (@000007F)
B B e+ [EEIRREE e @oeRR246 (NO,NB,E,BE,NS,PE,GE,LE)
— had =NAN FEFFE COARPARAANRR ARRARRANA
Address [H Appeararce | TASCII N 0012F 648 [eiliiiigaes
POCEDDDD DT YY Y0 YUY 0D 00 o0 09 ... ..... BO12F64C || O012F9BC | RETURN to ©012F9BC
QUCBODOS 00 00 00 00 00 00 00 @0 ........ @O12F 650 || CBEEYVOO
QOCBOD1D 00 00 00 0O 00 00 00 @0 ........ QO12F654 || BBADCAGD
POCBOO1S 00 00 P2 00 00 00 00 @0 ........ QO12F 658 || VBR300
POCBOOZ0 00 00 P2 00 00 00 200 @0 ........ @O12F65C | | BBV
PACBOOZE 00 00 P90 00 00 00 200 @0 ........ QO1ZF 660 | | BULAYLOA
POCROAD2D 0D DD PP OO 0P O @0 @0 .. ...... PR12F664 || 7CBRAE4D | kernel32. GetProcAddress
POCBOOZE 00 00 DO 00 00 0 00 PO ........ QO12F 668 || BBKYOO
POCBODAD 0D 0D OQ 00 0D 00 0D @0 ........ 88%%?238 882%22%8 jgaggﬁgg-ggjgggﬁg

a .
8882%828 88 88 88 %% 88 8% 88 83 """" PO12F674 || 00S40A40 | 4f af bf d2. POS4DA4D

Page = 36

[ Ycsca7iModer.. | W malwarePE " malwarePE

Right click the first byte at 00CB0000 - “Breakpoint”

OllyDbg - 4fafbf...

- “Hardware on access” = “Word”




OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread] E

El File View Debug Plugins Options Window Help

Sl x| wu| wis $f4i | +f L|E[m|T|W|H|c|/[K[B|R|..s| i=/H]?]

[P0 12F 9D6 BN MOV ECX,DWORD PTR SS:[EBP-81] ~isters (FPU) <
gg%ggggg 42548D AC Tag EB?,DHORD PTR SS:[EBP+ECX*4- [PBCBODEE
%8%%;32 2?548D AC Tﬁg EéQRD PTR SS:[EBP+ECXx%¥4-541], Sggg%ggg Pl e ks e E
VRS3FAZO 4f afbfd2. BBS3FAZD
PR12F9E3| 83F9 @28 CMP ECX,8 PB12F 660 =
PR12F9E6| 894D F8 MOV DWORD PTR SS:[EBP-81,ECX PO12F6C0
PR12F9E2 (.75 @5 JNZ SHORT @@12FSF© PO12F6ED
PR12F9EB| 33C9 XOR ECX,ECX % 515155 5%
PB12F9ED| 894D F8 MOV DWORD PTR SS:[EBP-81,ECX
%8%%535% ggs3 10 Tﬁg EB?,DHORD PTR DS:[EBX+101] ©012F9D6
OO12F9F4| 3BFA CMP_EDI, EDX CS BD1B 39hi+ B(FFFFFFFF)
BR12F9F6|~72 DS JB SHORT ©@12F9CD SS P23 32bit B(FFFFFFFF)
QO1ZF9F8| 33FF XOR EDI,EDI DS @023 32bit @(FFFFFFFF)
@R12F9FA| 33D2 XOR EDX,EDX FS @038 32bit 7FFDF@RR(FFF)
PR12F9FC| 897D F8 MOV DWORD PTR SS:[EBP-81,EDI GS 2000 NULL
PBO12F9FF | 8B4B 10 MOV ECX,DWORD PTR DS:[EBX+1@]
0R12FAQZ| 85C9 TEST ECX,ECX = v| LastErr ERROR_PROC_NOT_FOUND (Q@200007F)
Stack 55:[P012F 6B8]1=-00000000
ECX=004020B02 (4f afbfd2.004020B0) EzgaezasaéNEEEE'?Eégégiépgéggég;m
o _
N 0012F 660 BREEEEEEEE
. =| 912F664| 7C8UAE4Q| kernel32.GetProcAddress
DOTSFEEC| BO4020B0| 4f af bf d2. 0D420B0
a .
888588%% 88 88 88 88 88 88 88 88 Tt PO12F670| DR4D6A1Q | 4f af bf d2.004D6A 10
POCBODZ0 00 0D PP PP 0D O OO OB ... .. ... PDR12F674| QRS40A40 | 4f afbf d2. BBS40A40
POCBODZE 0D 0D PP PP O O OB O ... ..... VA12F678| VBASAAB4Q | 4f afbf d2. BBSAAB4D
PPCBOD20 00 0D P2 PP 0D O OO OB ... .. ... DO12F67C| OB614BED | 4f afbfd2. 9B614BED
PPCBOD2S 0D 0D PP PP 0D O OO O ... ..... PA12F680 | BREES330 | 4f afbf d2. BBEES3I3D
POCBPIN4Y 00 00 PP PP PO 00 0 OO ........ gg%%gggg 88225%3% gﬁaﬁgﬁgg-ggggggg%
a .

PROCBROD4AS 00 00 20 DD PO PR PO gg ........ 3l Go15Feac| Taeocaqs

Hardware breakpoint 1 at 0012F306 - EIP points to next instruction

") CSC 471 Moder..

" I mawarePE

" malwarePE

s Start

Page = 37

OllyDbg - 4fafbf...

Click Play button (F9) - Check 00CB0000



OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread]
File View Debug Plugins Options Window Help

Blex| »n| wif+ 4 2 + LjE[m|T|wH[c|/[K[B[R]|..|S| iE|H]?]

| 0012F 9D6 IEEEENSE MOV ECX,DWORD PTR SS:[EBP-81] ~isters (FPU) <
88%%;388 2%548D AC ?ﬁg EB?,DNORD PTR SS:[EBP+ECX*4- [ GRCBEREG
4f afbfd2. 004D6A 10
©R12F9DE| 89548D AC MOV DWORD PTR SS:[EBP+ECX%4-5417, 888882%9 =
12F9EZ2| 41 INC ECX
12F9E3| 83F9 ©8 CMP ECX,8 88?35228 Afafbfdz. 0oosrAzZe
OO12F9E6| 894D F8 MOV DWORD PTR SS:[EBP-81,ECX PO12F6CD
BO12F9E2|. 75 @5 JNZ SHORT @012F9F@ BD12F6ED
©VR12F9EB| 33C9 XOR ECX,ECX 17%.%%1%% %% B
VO12F9ED| 894D F8 MOV DWORD PTR SS:[EBP-81,ECX
gg%ggggg 2%53 12 ?gg EB?,DHORD PTR DS:[EBX+101 0O12F9D6
ES 0023 32bit O(FFFFFFFF)
Va12F9F4| 3BFA CMP EDI,EDX CS @01B 32bit O(FFFFFFFF)
PR12F9F6|~72 DS JB SHORT ©@12F9CD SS o023 32bit O(FFFFFFFF)
QO12F9F8| 33FF %xOR EDI,EDI DS @023 32bit @(FFFFFFFF)
BR12F9FA| 33D2 XOR EDX, EDX FS Q@3B 3Z2bit 7FFDFORR(FFF)
BO12F9FC| 897D F8 MOV DWORD PTR SS:[EBP-81,EDI GS 2000 NULL
VO12F9FF| 8B4B 10 MOV ECX,DWORD PTR DS:[EBX+1@1]
BR12FADZ| 85C9 TEST ECX,ECX v| LastErr ERROR_PROC_NOT_FOUND (Q@Q000Q07F)
Stack SS:[0012F6B81=0000KYA1
ECX=004D6A10 (4fafbfd2.204D6A10) Zeziizeas UGBl o Ba)
had -NAN FFFF CONARNNN  PARRRARARARAA
oCEooos B8 ¢7 bo lasCII BOIIEEEd| FCOPAEAD | kernel32. Get ProcAdd
WOCBLUVLY [E8 C7 PO 00 V0 00 B0 0O eF...... erne -betFroc ress
PCETOTS 000000 99 00 90 P9 00 .& ...... 0o1ZFee8| 0LYVYYdY
PPCROP1D PP PO P DD PD OD 0 @0 ........ BO12F66C | BB4020B1 | 4f af bf d2. BR4020B 1
POCROP1ES DO 0D O P00 00 02 90 @0 . ....... VO12F670| QV4D6A1Q | 4f af bf dZ.004D6A 10
POCBAPZ0 | 00 PO PO PO PP 0D O @0 ........ VR12F674| O0S40A40 | 4f af bf dZ2. BRS40A40
DOCROOZS PO P0 D OO 0D 0D 0 @0 . ....... VO12F678| QOSAAB4Q | 4f af bf dZ. BASAAB4Q
PPOCBAP20 | 00 PO PP PP PP 0D ©PQ @0 . ....... VR12F67C| QLV614BEQ| 4f af bf dZ2. 0R614BEQ
POCROP2S PP O D DD PD DD @ @D ........ VR12F680| BQOEES330 | 4f af bf dZ2. BREEF330
DUCEBOV4Y 20 00 00 00 00 00 00 @0 ........ SS%EEQSQ gggggggg 3§5£E§3%'88225288
a .
COCRO0D b o b b op on on an 9| 0012F65C | 74696445
Hardware breakpoint 1 at 0012F3D6 - EIP points to next instruction [ \F‘au e

" ycsca7iModer.. | IW mahwarePE " % malwarePE

OllyDbg - 4fafbf...

Click Play button (F9) again - Check the data window
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File View Debug Plugins Options Window Help S (] 5

|@le x| »in] v+ 4 W +f L|E[m|T|W]H|c|/|K|B|R|..|S]| iZ[H]?]

QO12FA11 VI XOR CL,DL ~ilsters (FPU) < <
_1“1% 13| 47 INC EDI Q0OCBoD0D
VO12FA14| 83FF OF CMP EDI, @F PRDCA4D
JulZle 897D F8 MOV DWORD PTR SS:[EBP-81,EDI 171%1%%)% %% %)
]UlZF 1A 76 @9 JBE SHORT QQ12FA25 DOS3FAZ20 4f afbfd2. 00S3FAZ0
A 81E7 00010000 AND EDI, 100 0D12F 660
7D F8 MOV DWORD PTR SS:[EBP-81,EDI O012F6C0
MOV BYTE PTR DS:[EAX+EDX],CL PR12F6ED
?gg EBﬁ,DNORD PTR DS:[EBX+1@1 171%%1%1%% %.%)
SgpsﬁgéiEgéQFA% e
Ea Q23 32bit Q(FFFFFFFF)
MOV ESI,DWORD PTR DS:[ESI] 3%2bit O(FFFFFFFF)
LEA ECX,DWORD PTR SS:[EBP-81] 3 32bit O(FFFFFFFF)
EHSL' E@X 23 32bit O(FFFFFFFF)
B 32bit 7FFDFORA(FFF)
MOV EAX,DWORD PTR DS:[ESI+3C] @ NULL
MOV DWORD PTR SS:[EBP+81,ESI
)U}A[ij 884430 50 MOV EAX,DWORD PTR DS:L[EAX+ESI+Stv| |astErr ERROR_PROC_NOT_FOUND (Q0000Q7F)
DL=00 (NO,NB,NE, A,NS, PE, GE, G)
CL=4D (’M’) VOEEReE o LD, 1B, N, A4 N5, B2, BEA 6
=NAN FEFE _COAPRNARNNA _ ARNARRARARA
Address | Hex dump | ASCII | o W012F 660 A S : 4
% 7 CD/ A1 3B 7E 80|@|L=i;"~C VO12F 664 d| kernel32.GetProcAddress
99|76 D3 7C 1C/| (#HBvL| DR12F668| ¢ %1%)
DD B2 2B 6E 90| . 1|4 H+nE DOIFFEEC| BOAIDIED| 4f afbfd2. 0041D9F0
89|99 3C 6C OC| 15Xeo<l. %l ; @R4F 2350 lFa{deg.
ED 82 1B SE AQ|a!"gé«”a faf bf d2. 00
B9 A9 @C SC 3C|.xhj~.\< CILL O /O dﬁ=
FD 92 OB 4E BO|oi«’ £oN @212F67C fdZ.
3 A9/B1 1D 4C 2C|._Sxriel , PR12F 680 d2.
83 E2 CF 37 @D|sr&ar=7 ﬂE’ﬁ§?12E28g : 4 Pt ijS}E;g%
2048 | 4D 29 95 04 4D 68 34|M° .oeMh4 0012F688| 00488340 4fa
ﬂﬂPRuﬁqt 9C RF AC FD 80 04 49 A2| rd%gCela Y1 0Q12F68C| 74696445 Y
7 S Paused

Click Play button (F9) again > Check the data window
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1 ransomware_example HEO £ Ac
OllyDbg - 4fafbfd2e560778f1 1bebBf736e80bb1 - [CPU - main thread] [
File View Debug Plugins Options Window Help 2
Sl x| »n| s+ g4 ) 3 L] E[M[T|w[H]c[/]K[B|R]..[s] =[] 2]
VO12FA11| 32CA XOR CL,DL ~isters (FPU) < <
PR12FA13| 47 INC EDI n@cgo@m@
PO12FA14| 83FF OF CMP EDI, OF
DL amye b MGl Ou g smreme-enel |
%1% AlA|l. UUS°F A20 4f afbfd2.0053FA20
PO12FALIC| 81E7 20010000 AND EDI, 100 DD12F 660
bol12FAZ2Z, 897D F8 MOV DWORD PTR SS:[EBP- 81,EDI 0012F6CO
DO12FAZ2S | 880C10 MOV BYTE PTR DS: [EAX+EDX] CL O012F6ED
[EVigd Vi) 8B4B 10 MOV ECX,DWORD PTR DS: [EBX+10@1 17%1%%%.% % %3}
VO12FAZB| 42 INC EDX
OOToFASE |~ 75 B8 9B SHORT  GD12FAGS i
QO12FAZE |~ ES 0023 32bit Q(FFFFFFFF)
PP12FA3D| 8B36 MOV ESI,DWORD PTR DS:[ESI] CS O01B 32bit O(FFFFFFFF)
QQ12FA3 8D4D F8 LEA ECX,DWORD PTR SS:[EBP-81] SS 9023 32bit B(FFFFFFFF)
QR12FA3 1 PUSH ECX DS 0023 32bit Q(FFFFFFFF)
PO12FA36| 6A 40 PUSH 40 3%2bit 7FFDFORO(FFF)
DR12FA38| 8B46 3C MOV EAX,DWORD PTR DS:[ESI+3C] 2000 NULL
VO1Z2FASB| 8975 08 MOV DWORD PTR SS:[EBP+81,ESI
Q212FASE | 8B4430 50 MOV EAX,DWORD PTR DS: [EAX+ESI+S5t9| LastErr ERROR_PROC_NOT_FOUND (Q020007F)
DS: [OUS3F A301=000DCAGD @oRR293 (NO,B,NE,BE,S,PO,L,LE)
ECX=000DCA4D had -NAN FEEFE _CORRAARR ARRRIRAAAR
dump [ASCII | N 00 12F 660 IEEEEEEEEY
00CBOD00 7 4C CD|A1 3B 7E 8B |MIFL=i;"~C Va12F664| /CB8VAE4Q | kernel32.GetProcAddress
BT 25 48 99 76 D3 7C 1C| (#HOVL| @O12F668| 0LRVROC . i
PoCBPR12 /2D 8D CC DD B2 2B 6E 90 .1#I'+nE PR12F66C UU41D9FH 4f afbfd2.0041DSF 0
POCBOR18|7C 15 58 89 99 3C 6C OC| | 5X&o<l. @012F670| ©R4F2350| 4f af bf d2. 004F 2350
0OCBOR20| 85 BD FC ED/ 82 1B SE AD au"@e< A PR12F674| BBSSC380 | 4f af bf d2. 0055C380
OOCBRO28|0C 25 68 B9 A9 @C SC 3C J|r \< PR12F678| BRSCE480 | 4f afbfd2. 05C6480
@OCBOR30 |95 AD EC FD 92 @B 4E BO o. AoN @O12F67C| 0630520 | 4f af bf d2. 00630520
OOCBOR38| 1C 35 78 A9/B1 1D 4C 2C er oL, VO12F680| 0B704C70|4f afbfd2.C 24C70
O0OCBO04Q |ER C2 26 83/E2 CF 37 @D s+&ar+7 DR12F684| QR69A940Q | 4f af bf d2. DDEIA 94
POCBOR48|4D FD 09 95 04 4D 68 34|M* .5eMh4 DO12F688| 0488340 | 4f af bf d2. 00488340
ORCRANSA | 9C RE AC FD 87 04 49 A2|rd%aCeld Y| 0012F68C| 74696445

Click Play button (F9) again - Check 00CB0000
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Hardware breakbbinﬂ at001 2FA28 EIP pomts to next instruction

" matwarePE

OllyDbg

- 4fafbf...




OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1 - [CPU - main thread]
File View Debug Plugins Options Window Help

Biex| »u] v+ 345 =] ] ulE|m/r|wnc|/]x]Blr]-]s] im]2]

VO12FAUB | 8AQCIF MOV CL,BYTE PTR DS:[EDI+EBX] ~isters (FPU) < <
VO12FAQE| 320C10 XOR CL,BYTE PTR DS:[EAX+EDX] DOCBO000
0012F311| 32CA XOR CL,DL QOODCASA
D0ioraia GAFF oF CMB EDI, oF Al
(%1% A s POS3FA20 4f afbfd2.005S3FA20
QQ12FA17| 897D F8 MOV DWORD PTR SS:[EBP-81,EDI DDlZFééO
PR12FA1A|.76 @9 JBE SHORT @Q12FA2S QR12F6CO
VO12FALC| 81E7 00010000 AND EDI, 100 O012F6ED
QO12FA22| 897D F8 MOV DWORD PTR SS:[EBP-81,EDI 00POROD2
DR12FA2S 880C10 MOV BYTE PTR DS:[EAX+EDX1],CL
@@%%EA%% 2343 10 ¥ﬂg EB§,DNORD PTR DS:[EBX+101] 0o12FAZ8
Qa1ZF A ES 0023 32bit @(FFFFFFFF)
0e12FAZC| 38D1 CMP _EDX,ECX CS @21B 32bit @(FFFFFFFF)
QR12FA2E (~72 D8 JB SHORT 0012FAQ8 SS 2023 32bit @(FFFFFFFF)
PO12FA30| 8B36 MOV ESI,DWORD PTR DS:[ESI] DS 0023 32bit B(FFFFFFFF)
VR12FA32| 8D4D F8 LEA ECX,DWORD PTR SS:[EBP-81] FS 003B 32bit 7FFDFBQR(FFF)
QO12FA3S| S1 PUSH ECX GS 2022 NULL
DO12FA36| 6A 40 PUSH 40
VR12FA38| 8B46 3C MOV EAX,DWORD PTR DS:[ESI+3C] vl| LastErr ERROR_PROC_NOT_FOUND (QQQ00Q7F)
DS: [OOS3F A301=000DCADD %) 97 (NO.B,NE,BE.,S.PE.L.LE)
ECX=000DCASA PECRNaEAE INO.B.NE,BE, S, PE.L,LE)
=NAN FFFE CORRRRRA _ARRRRARARA
[ASCII [ Nl VQ12F 660 A
) 80 |MZL=1i;"C VO12F 664 Q| kernel32. GetProcAddress
E 5 : it oo 01oF2ee| G09109F0 | 4f afbfd2. 0041D9F
OoCBRO10 | @D ) CC DD & Q. +nE %]%) C| @00 )9F a %% %}
roggg%g DD Eo B OF o e P012F670| ©QO4F2350| 4f af bf d2. DO4F 2350
POCBOR20 |85 BD FC ED| 82 1B SE AQ|al® gé«~a 99%55273 D@gSggg@ Z;aﬁgﬁg%-UU§§gggU
7% 8=1%%) @C A9 BC SC 3C|.xhir.\ %]%) 7 @a5C %) a %%} %)
o0, S H%ﬁ < | eRB o PE &t fhjgdm< 0012F67C| 00630520 | 4f af bf d2. 00630520
; Sxr@ol QD12F680| 0O704C70|4f af bf d2.00704C70
P0C 4_ = 37 S—RArL7 0D12F684| QO69A940| 4f afbf d2. 0D69A940
QOCBO048 29 95 | M. S5eMhd OD12F688| 00488340 4f af bf d2. 00488340
DOCRODSA ! 9C RE AC ED RM D4 49 A?| rd%gCelA v|DR12FE8C| 74696445
Hardware breakpoint 1 at 0012FA28 - EIP points to next instruction Pause

4 start | D cscazivoder.. MW mawarere |t malwarePE OllyDbg - 4fafb...

Click Play button (F9) again > Check the data window
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ﬂ e view UEDUY  FIUgrs  Jpuorss wwirigow  mep

Blex| win| wi+f ¥4 ] +f LlE[m[T|w]n[c|/|K[BJR|..{S] i5/H]?]

28%%E2?E g%ggl@ §8§ Et,BETE PTR DS:[EAX+EDX] ~lsters (FPU) <

2012FA13| 47 INC ED] gggggégg 2?2%&&12?@@4@@0@@

J012FA14| 83FF OF CMP EDI, OF 7CO9QESAD ntdll.7C90ES4D

2012FA17| 897D F8 MOV DWORD PTR SS:[EBP-81,EDI POS3FAZD 4fafbfd2. ODSIFAZD

JoIoFALC vg?Egzgeeomeee Z\JE[E) EE?R{egeleAzs o2

g f s VR12F6Co

2012FA22| 897D F8 MOV DWORD PTR SS:[EBP-81,EDI O0a0000

2012FAZS| 880C10 MOV BYTE PTR DS:[EAX+EDX1,CL PRSBRRDRD

%S%%EQ%S 2343 10 I‘Idgg Eg§,DHORD PTR DS:[EBX+10@1] O012FATS

2012FA2C| 3BD1 CMP EDX,ECX ES 0023 32bit B(FFFFFFFF)

JQ12FAZE | ~72 D8 JB SHORT @Q12FAQ8 CS ElL%lB 32b;t @(FFFFFFFF)

J012FA3D  8B36 MOV EST NDLINDN DTR NQ:rFQ]T1 SS 9023 32bit @(FFFFFFFF)

2012FA3Z| 8D4D F8 LEA EC Backup 181 DS @023 32bit B(FFFFFFFF)

d012FA3S| S1 PUSH E  copy ’ FS Q03B 32bit 7FFDF@QR(FFF)

7 3 Z . A ACAL

J0i5rhae aBae’ac MoV Es BN " laca 65 0RoD NULL

2012FA3B| 8975 08 MOV DI e Space 81 _ 9| LastErr ERROR_PROC_NOT_FOUND (@00@007F)

Comment ; QOORR206 (NO,NB,NE,A,NS,PE,GE,G)

sddress Thex d Toggk rz  [FE-COP0A000 opoc0con
ress ex ump i i

S0CIo000 AN CA 00 00 03 00 00 0L tevuonme G | Cmi, | Sy [2-CetProchddres:

20C k8|4 BB B @ 0o O

20CB0010|BS 00 00 00 00 Q0 00 OF o I Dump : Ru”t°sie°“°” i i

20CBR018|40 00 20 00 VO PO 00 O .00 %

20CBO020| 00 00 00 00 00 00 @0 O ceyenfor y|  Memory,on access §2. 208550380

2OCBR028 |20 00 DR P20 R0 B DB O ,| Memory, on write i1Z. 005C6480

20CBPR30| 00 Q0 00 00 0D Q0 OO OF F'”dlrefefer'ces o ' . 3%88%2?%8

IDCBOP38 | 090 O PP PO 98 D1 DB OE Analysis Hardware, on execution . /¥

3@55@54@ OE 1F BA OF 20 B4 @9 CL roowTreorayToTIraroradl . D069AF40

20CBPR48 |21 B8 @1 4C CD 21 54 6§ Bookmark ’ Eggg ggggggig 4f af bf d2. 20488340

ANCRONSA 63 72 200 700 72 GF 67 77 E

{ardware breakpoint 1 at 0012FA7S -

14 Start " ) csca7iModer.. | W mawarePE "t matwarePE QlyDbg -

{ Paus
4fafbf..
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iy

e e

— e "

x| »[u] wiv 310 9 =) ulemlr|walc|s kBl Rl]s] EE2]

PD1Z2FA8D| 8B/S 08 MOV ESI,DWORD PIR S5:LEBP+8] ~ ISR <

VB12FA83| 8D4S F8 LEA EAX,DWORD PTR SS:[EBP-81 PPCB@1@8 ASCII "PE"

QO12FA86| 50 PUSH EAX 0R40RRR1 4f af bf d2. 004DVEA1

@@12': O_! LA ATH nLICL AM ] @@@@@45A

oo12F AN ot backuw D PTR DS:LESI+3C] DOS3IEAZD 4f af bfd2. BS3FA20

VO12FA Copy *|  Load backup from file PO12F 660

QA12FA  Binary [l Save data to fle R SS:[EBP-41,EBX PR12F6CHD

PDo12FA Breakpoint > k B ST ool PTR DS: [EBX+501] @@@@@@@1

QO12F A R PUSH ECX VOSBRI

P@12FA  Searchfor PUSH ESI

/% A Goto » C : : x+6]1,0 ES 0023 32bit Q(FFFFFFFF)

DO12F A poi MOV DWORD PTR SS:[EBP-C1,0@ CS O21B 372bit O(FFFFFFFF)

PA12F A v Hex » JBE SHORT ©B12FB0QQ SS P22 32bit A(FFFFFFFF)

%14%) £ A , Q . — . " 7 o0

Qo12FA Shot ’ MOV EAX,DWORD PTR DS:[ESI] Eg 8333 ﬁﬁfﬁt FrbFERBEER)

@O12FA Long ¢ TEST EAX,EAX

QO12F A  Float ’ JBE SHORT 0Q1ZFAE6 ¥| LastErr ERROR_PROC_NOT_FOUND (Q00RRQ7F
DlsassTmble X PRR283 (NO,B,NE,BE,S,PO,L,LE)
Seece bad __-NAN FEEE COARAARRA ARAAARAAR

Addres Appearance vl ‘ASCII | ~ Al =1=l% Q]@@@@@@A

DOCE DD oo rermron—ro—oo—os 00 00 00 MZE. Y Va12F664| /C8VAE4QD| kernel32.GetProcAddress

ODCEODDS 94 00 D0 @2 FF FF 00 00 ». .. BR1ZF668 | 0VOBRRYD ,

0OCEPP10 B8 00 @9 00 00 P2 @9 00 3....... 0o12r66C| 0041D9FQ 4fafbfdZ.2041D9F0

COCBUO1E 40 0D 0D Q0 00 00 00 @0 @....... Q012F679| QOAFZ350) 4fafbfdZ.004F 2350

QOCBPOO20 00 0D 0D Q0 00 00 0R Q2 ........ 0o1ZF6/74| ©BOS5C380| 4f af bf dZ. 8@55C380

VOCBOOZE 00 00 00 02 00 P9 @0 0D ........ 0o12r678| 20506480 4f af bf dZ2. 005C6480

ONCRPDZ0 00 0P D PO PO PP O @0 ........ 0a12r67C| 00632520 4f af bf dZ2. 00630520

OUCEOVES 00 00 P9 20 08 @1 20 @0 ....Ho.. 0012F680| 00704C 70 4f af bf d2.00704C70

OPCRBOR4D | @E 1F BA QE @@ B4 @9 CD Avl4.4.= BO17ZF684| QV6IATFAD| 4f af bf dZ. BBE6IAFAD

POCBUR48 21 B8 @1 4C CD 21 54 68 tacl=!Th (—:'1@12F688 0488340 | 4f af bf d2. 00488340

DOCRANSR | 69 73 200 70 72 6F 67 72 is proar ¥|BB12F68C| 74696445

Hardware breakpoint 1 at 0012FA75 - EIP points to next instruction
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Using OllyDbg to Remove Obfuscation

1.Set Breakpoint on VirtualAlloc:

1. Run the program and pause at VirtualAlloc.

2. Monitor the return value (memory address) and allocation size.

2.ldentify Large Allocations:
1. Focuson large memory allocations (e.g., > 900,000 bytes) typical for PE files.

3.Set Hardware Breakpoint:
1. Set a hardware breakpoint at the allocated memory address.

2. Detect when data is written to this memory.
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