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What is malware?

▪ What is malware? Here are some common types:

– Trojans

– Viruses

– Worms

– Remote Access Trojans (RATs)

– Rootkits

▪ Malware is software designed to perform unauthorized actions on a 

device. Examples of malicious behavior include:

– Displaying ads

– Stealing data

– Consuming resources
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Course Roadmap

▪ Basic Analysis

– Debugging

– Reverse Engineering

– Malware Behavior

▪ Modern malware threats

– Advanced Persistent Threats (APTs) 

– Mobile Malware 

– Web Browser Malware 

– IoT Malware 

– Blockchain and Smart Contract Malware…



Page ▪ 4

Our approach

▪The course content is divided into two sections: 

▪Section 1: Fundamentals of Malware Analysis

• Lectures on the subject

• Hands-on laboratory activities

▪Section 2: Detailed Exploration of Research Topics

• Group presentations and discussions on research topics
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Topics covered

▪ The legal aspects of malware analysis 

• DLL Injection

• Static Analysis

• IA32 Registers and Byte Ordering

• X86 ASM

• Stack and Stack Frame

• Dynamic Analysis

• Hooks

• Message Hooks and API Hooks

• Code Injection

• PE Structure

• Stealth Process (Rootkit)

• Kernel Rootkit 

• Worms: CVE-2008-4250 (MS08-067), Conficker Worm

• Volatility and Stuxnet

• Anti-Debugging Techniques

• Malware Analysis: Zeus



Page ▪ 6

Debugging Software

Ollydbg: OllyDbg was an x86 debugger that emphasizes binary 

code analysis, which is useful when source code is not available. It 

traces registers, recognizes procedures, API calls, switches, tables, 

constants and strings, as well as locates routines from object files 

and libraries. Wikipedia
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Debugging Software

IDA free: This free version of IDA offers a privilege opportunity to 

see IDA in action. This light but powerful tool can quickly analyze 

the binary code samples and users can save and look closer at the 

analysis results.
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Debugging Software

WinDbg: WinDbg is a multipurpose debugger for the Microsoft 
Windows computer operating system, distributed by Microsoft. 
Debugging is the process of finding and resolving errors in a system; 
in computing it also includes exploring the internal operation of 
software as a help to development. Wikipedia

https://en.wikipedia.org/wiki/WinDbg
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Volatility

Volatility: Volatility is an open-source memory forensics framework 
for incident response and malware analysis. It is written in Python 
and supports Microsoft Windows, Mac OS X, and Linux. Volatility 
was created by Aaron Walters, drawing on academic research he 
did in memory forensics. Wikipedia

https://en.wikipedia.org/wiki/Volatility_(software)
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Why do people write malware?

▪ Morris Worm

– Accidentally released 

– Purpose: To measure the size of the internet 

– Outcome: Created a fork bomb
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Why do people write malware?

▪ Once upon a time… (30 Years Ago)

– Just for fun

– Spread to other machines & display a message
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Why do people write malware?

▪ Today

– $$$

▪ Organizations purchase 
malware to 

– steal passwords, 

– credit card details, 

– bank information, 

– and intellectual property, 

as well as to demand ransoms 
and obtain trade secrets. 

They may use this information 
or sell it.



Page ▪ 13

The Story Behind the CVE-2024-3094 Vulnerability

▪ In 2024, a significant vulnerability, CVE-2024-3094, was discovered in the XZ 

Utils, a widely used open-source data compression tool. This case became a 

cautionary tale about the risks of supply chain attacks in the open-source 

ecosystem.
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The Story Behind the CVE-2024-3094 Vulnerability

▪ How the Backdoor Was Introduced

• A developer, using the alias Jia Tan, had joined the XZ Utils project as a 

contributor back in 2021.

• Over time, Jia Tan made seemingly legitimate contributions to the project. 

These changes were subtle and did not raise any immediate red flags.

• Eventually, malicious code was introduced, disguised as performance 

optimizations or minor bug fixes. This code introduced a backdoor, 

allowing remote code execution on systems that used the library.

https://jfrog.com/blog/xz-backdoor-attack-cve-2024-3094-all-you-

need-to-know/
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Why do people write malware?

▪ Future… Today

– Gathering more information about a person.

–
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AI-Driven Cyber Threats: Emerging Trends and Risks in 2024

The Rise of AI in Cyberattacks

– AI adoption in cyberattacks is rapidly increasing.

– New trends include AI-generated malware, phishing, and deepfake technology.

– Organizations face unprecedented challenges in defending against AI-driven 

threats.

1. It’s a fast-growing threat.

2. It’s highly targeted.

3. It’s difficult to detect.
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AI-Powered Malware

Use of large language models (LLMs) to create malicious scripts.

Example: AI-generated VBScript & JavaScript detected by HP 

researchers.

Capabilities:

• Infect systems.

• Modify settings.

• Evade antivirus detection.



Page ▪ 18

Why do people write malware?

▪ Future…

– Control your Life
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Our project –AR Security

Real-world

attack

Virtual-world

attack
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Why analyze malware?

▪ Detect and respond to intrusions 

– Threat analysis 

• Host & Network signatures 

• What’s the damage? 

–  Who/What is infected? 

– Threat prevention 

– Threat removal
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Top computer security conference

--- The Big 4
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Top computer security conference

ACM Conference on Computer and Communications Security (CCS)
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Top computer security conference

IEEE Symposium on Security and Privacy (S&P)

Since 1980, the IEEE Symposium on Security and Privacy (S&P)has been the 

premier forum for the presentation of developments in computer security and 

electronic privacy, and for bringing together researchers and practitioners in the 

field.
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Top computer security conference

ISOC Network and Distributed System Security Symposium (NDSS)

The Network and Distributed System Security Symposium (NDSS) fosters 

information exchange among researchers and practitioners of network 

and distributed system security. The target audience includes those 

interested in practical aspects of network and distributed system security, 

with a focus on actual system design and implementation. A major goal is 

to encourage and enable the Internet community to apply, deploy, and 

advance the state of available security technologies.
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Top computer security conference

Usenix Security Symposium (USENIX)

The USENIX Security Symposium brings together researchers, 
practitioners, system administrators, system programmers, and others 
interested in the latest advances in the security and privacy of computer 
systems and networks.
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▪ Top Security Conference for Hacking

– Black hat USA

– DEFCON
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Q & A
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