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Portable Executable (PE) file

= A Portable Executable (PE) file is the standard binary file format for an
Executable (.exe) or DLL under Windows NT, Windows 95, and Win32.

» Derived from COFF (Common Object File Format) in UNIX platform, and it
IS not really “portable”.

Now here is the kicker. Even though this specification is
, spelled out by Microsoft, compilers/linkers chose to ignore
Section Table some parts of it.

DOS MZ Header

To make things even worse, the Microsoft loader doesn't
enforce a good portion of this specification and instead
makes assumptions if things start getting weird.

So even though the spec outlined here says a particular
field is supposed to hold a certain value, the
compiler/linker or even a malicious actor could put
whatever they want in there and the program will
likely still run...
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Portable Executable (PE) file

= PE formatted files include:

— .exe, .scr (executable)

-

— .dll, .ocx, .cpl, drv (library)

— .8ys, .vxd (driver files)
— .obj (objective file)
= All PE formatted files can be executed, except obj file.
— .exe, .scr can be directly executed inside Shell (explorer.exe)
— others can be executed by other program/service

= PE refers to 32 bit executable file, or PE32. 64 bit executable file is
named as PE+ or PE32+. (Note that it is not PE64).
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PE Example — Notepad.exe

00000000 |11 5A 90 00 63 00 00 00 04 00 60 00 FF FF 00 00 |ZE......... ..
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 0 00 00 00 F....... @uvvnnn.
00000020 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 +..uveeeneeenn...
00000030 00 00 00 00 00 00 00 00 00 00 00 00 E8 00 00 00 ............ ®...
00000040 OE 1F BA OE 00 B4 09 CD|21 B8 01 4C CD 21 54 68 ..[..{.=!3.L=!Th

00000050 69 73 20 70 72 6F 67 7261 6D 20 63 61 6E 6E 6F 1is.program.canno
00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t.be.run.in.DOS.
00000070 6D 6F 64 65 2E OD OD OA 24 00 00 00 00 00 00 00 mode....$.......
00000080 A5 6D 16 9B E1 O0C 78 C8 E1 OC 78 C8 E1 0C 78 €8 fm.¢R.xLr.xLr.xL
00000090 1B 2F 38 C8 EO OC 78 C8 E1 0C 78 C8 EO oC 78 €8 ./8lky.xlr.xly.xL
0000OOA0 1B 2F 61 C8 F2 0C 78 C8 E1 0C 79 C8 23 oC 78 €8 ./als.xlp.yly xL
00000OBO 76 2F 3D C8 EO OC 78 C8 3B 2F 64 C8 F2 0C 78 €8 v/=ko.xk;/dl>.xL
000000CO 1B 2F 45 C8 EO 0C 78 C8 52 69 63 68 E1 0C 78 €8 ./Elky.xLRichr.xL
000000DO 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 +..uvveeeneeewn...

OO00OOOEO 00 00 00 00 0O OO0 OO OO0 50 45 00 00 4C 01 03 00 ........ PE . :Las
O00000FO OD 84 7D 3B 00 00 0O 00 00 0O 0O 00 EO 0O OF 01 .a};........ Olsene
00000100 OB 01 07 00 00 6E 00 OO0 OO0 A6 00 00 00 OO 60 0O ..... NG a0 5 5 5 s
00000110 EO 6A 00 00 0O 10 00 00 OO 80 0O 00 00 00 00 01 oj.ce.c... Ca 3 5 awans
00000120 00 10 00 OO0 00 02 00 OO0 05 00 01 OO0 05 00 01 00 ... ennn
00000130 04 00 00 OO0 0O OO OO0 OO0 600 30 01 00 00 04 00 00 ......... 0 ¢ s 5 s
00000140 55 D8 01 00 02 00 66 80 00 00 04 00 660 10 01 00 U+ ..... Cuve v 3 5 o
00000150 00 00 10 00 00 10 00 OO0 00 OO0 00 00 10 00 00 00 ....iiieiieennn
00000160 00 00 00 OO0 0O OO0 00 00 20 6D 00 OO C8 0O 6O OO ......... m..L..

00000170 00 AO 00 00 48 89 00 00 0O OO GO OO 0O 0O 00 00 .a..Hé..........
00000180 00 00 00 OO0 00 OO 00 OO0 00 OO0 00 OO0 00 00 00 00 ....viieiiiennn
00000190 40 13 00 00 1C 00 OO 00 OO0 00 OO 00 OO0 00 00 00 @..iveiviveeennnn
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Load PE file (Notepad.exe) into Memory
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Notepad.exe

<File> <Memory>

Offset Offset
00000000 DOS header DOS header 01000000
00000040 DOS stub DOS stub 01000040
000000EQ NT header NT header 010000EO0
000001D8 Section header (.text) Section header (.text) 010001D8
00000200 Section header (.data) Section header (.data) 01000200

00000228 Section header (.rsrc) Section header (.rsrc) 01000228

Section (.text)

00000400

s00  Section (text) 01001000

7748

00007C00
8o  Section (.data)

00008400
01009000
8400 gection (.rsrc)
Section (.data) 1Bas
o _
0100B000
Section (.rsrc) s34
01014000
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Segment
Registers

Segment
Descriptors

CS

Access l Limit

Base Address

SS

Access I Limit

AN

Linear Address Space
(or Physical Memory)

Stack

Base Address

DS

Access ] Limit

Base Address

ES

Access | Limit

Base Address

FS

Access Limit

Base Address

GS

Access | Limit

N

Code

Data

Data

Base Address

Access Limit

Base Address

Access Limit

Base Address

Access I Limit

Base Address

Access [ Limit

Base Address

Data

Data




VA & RVA

» VA (Virtual Address): The address is called a “VA” because Windows
creates a distinct VA space for each process, independent of physical
memory. For almost all purposes, a VA should be considered just an
address. A VA is not as predictable as an RVA because the loader might
not load the image at its preferred location.

» RVA (Relative Virtual Address): The address of an item after it is loaded
into memory, with the base address of the image file subtracted from it.
The RVA of an item almost always differs from its position within the file
on disk (file pointer).

RVA +ImageBase = VA

In 32bit Windows OS, each process has 4GB virtual memory
which means the range of VA is: 00000000 - FFFFFFFF
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DOS Header

struct DOS_Header

/ﬁ P The first 2 letters are always the
short 1s ytes, ong 1s ytes " " . ey
char signature[2] = { 'M', 'Z' }; letters "MZ", the initials of Mark

SEIEE IO Zbikowski, who created the first linker
short nblocks; .
short nreloc; for DOS. To some people, the first few
short hdrsize; bytes in a file that determine the type
short minalloc; . " . "
short maxalloc; of file are called the "magic number,

void *ss; // 2 byte value
void *sp; // 2 byte value
short checksum;

void *ip; // 2 byte value
void *cs; // 2 byte value
short relocpos;

short noverlay;

short reservedl[4];

short oem id;

short oem info;

short reserved2[10];

long e lfanew; // Offset to the 'PE\0\0' signature relative to the beginning of the file
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DOS Header

long e lfanew;

long = 32 bit > ? Byte

Offset(h) 00 01 0Z 03 04 05 06 07 08 02 04 OB OC OD OE OF Decoded text

oooooooo hD SL90 00 O3 00 00 00 04 OO OO0 OO FF OFF OO OO0 ﬁz __________ Wi, .
Qo0000010 B8 OO0 00 OO0 OO0 00 00 OO0 40 00 00 00 00 00 00 00 .. e.w.. M.......
QooooozZ0 00 00 00 00 00 o0 OO0 00 00 OO0 00 OO0 00 00 00 00 & s e e e s e snsnnnns
OOo000030 00 00 00 00 00 00 00 00 00 00 00 O0JED OO0 00 OO0 6 e e e e e e e e nas B

EO 00 00 00
value for e _Ifanew - ?
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DOS Header

offset(h) 00 01 0z 03 04 05 06 07 08 092 0L OB OC OD QOE OF Decoded text

8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 L. ee... B.......
0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 4w e e e e s e asnnsnns
0 00 00 00 00 00 00 oOo0 oo 00 o0 o0 ED0 OO0 00 OO0 v e e e e e e e esas ...

aooooooo hD 5L190 00 03 00 00 00 o4 OO0 oo oo FFOFF OO OO0 ﬁz .......... Ti. .
______ B

QoO0ooz0 ]

LV S

oO0O0030 0

e Ifanew - 000000EO
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https://virtualconsoles.com/online-emulators/dos/
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C:\>notepad.exe

This program camot be run in DOS mode.

RIS S A
15 prograim canno

£t he run in DO3
mode . ... 5. ...
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https://virtualconsoles.com/online-emulators/dos/
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