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Review – Hook

§A hook is a point in the system message-handling 
mechanism where an application can install a subroutine to 
monitor the message traffic in the system and process certain 
types of messages before they reach the target window 
procedure.
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User Mode and Kernel

Code in User Mode
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Write a file in Notepad
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API Hook
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API Hook Tech Map

Method Target Location Tech API

Dynamic

Process/Memory

00000000
- 7FFFFFFF

1) IAT
2) Code
3) EAT

Interactive Debug
DebugActiveProcess
GetThreadContext
SetThreadContext

Standalone
Injection

Independent
Code CreateRemoteThread

Dll File

Resistry (AppInit_DLLs)
BHO (IE only)

SetWindowsHookEx
CreateRemoteThread
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Hookdbg.exe

§API hook for Notepad WriteFile() function
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WriteFile() Definition from MSDN
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How Debugger Works
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https://docs.microsoft.com/en-
us/windows/win32/api/winnt/ns-winnt-
exception_record
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Debugging Techniques and Workflow

§ Hooking APIs has been used in debugging techniques:
– The basic idea is, in the "debugger-debuggee" state, to modify the starting part of the 

debuggee's API to 0xCC, transferring control to the debugger to perform specified 
operations, and finally returning the debuggee to a running state.
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§ The specific debugging process is as follows:
1. Attach to the process you want to hook, making it the debuggee.

2. Hook: Change the first byte of the API's starting address to 0xCC.

3. When the corresponding API is called, control is transferred to the debugger.

4. Perform the necessary operations (operating parameters, return values, etc.).

5. Unhook: Restore 0xCC to its original value (to ensure the API runs normally).

6. Run the corresponding API (in a normal state without 0xCC).

7. Hook: Modify it to 0xCC again (for continued hooking).

8. Return control to the debuggee.
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Code Injection

Code injection is the term used to describe attacks that 
inject code into an application. That injected code is then 
interpreted by the application.
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Code Injection (thread injection)

CodeInjection.exe
Process

(1) Inject data & code
(2) Execute

target.exe
Process

ThreadParam

ThreadProc()
{…}

code à injected by ThreadProc()
data à injected as ThreadParam
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