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What is malware?

» What is malware? Here are some common types:

— Trojans
— Viruses
— Worms
— Remote Access Trojans (RATS)
— Rootkits

» Malware is software designed to perform unauthorized actions on a
device. Examples of malicious behavior include:

— Displaying ads
— Stealing data

— Consuming resources
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Course Roadmap

= Basic Analysis

— Debugging
— Reverse Engineering
— Malware Behavior
* Modern malware threats
— Advanced Persistent Threats (APTSs)
— Mobile Malware
— Web Browser Malware
— loT Malware

— Blockchain and Smart Contract Malware...
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Our approach

=The course content is divided into two sections:

=Section 1: Fundamentals of Malware Analysis

e Lectures on the subject

* Hands-on laboratory activities

=Section 2: Detailed Exploration of Research Topics

* Group presentations and discussions on research topics
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Topics covered

» The legal aspects of malware analysis
* DLL Injection

« Static Analysis

* |A32 Registers and Byte Ordering

« X86 ASM

+ Stack and Stack Frame

* Dynamic Analysis

* Hooks

* Message Hooks and APIl Hooks

« Code Injection

« PE Structure

+ Stealth Process (Rootkit)

+ Kernel Rootkit

» Worms: CVE-2008-4250 (MS08-067), Conficker Worm
 Volatility and Stuxnet

* Anti-Debugging Techniques

« Malware Analysis: Zeus
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Debugging Software

ESP,DWORD PTR $S:[ESP]
ESP,DWORD PTR SS:(ESP]
EDX, DI

WORD PTR SS:(ESP+8)

DX,

)
1,DWORD PTR SS:([ESP+C)
;.puoﬂur.’ PTR SS: (ESP+8]
RO R DSt

[Bscit |

Debugged program was unable to process exception Top

Ollydbg: OllyDbg was an x86 debugger that emphasizes binary
code analysis, which is useful when source code is not available. It
traces registers, recognizes procedures, API calls, switches, tables,
constants and strings, as well as locates routines from object files
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Debugging Software

@
sE e immn s 3 o@D St F-LeEX > OO =]t @ B §
I I . ¢
Library function [l Regular function [ll Instruction | Data [l Unexplored | External symbol [l Lumina function
7] Functions 05 x| @ Daviewra B | B  Hexview: @ structures B ewms @ mpors Exports
Function name P
7] sub_140001000 ; Section 5. (virtual address 00058000)
7] sub_140001030 5 Virtual size : 00000898 (  2968.)
7] _guard_check icall_nop ; Section size in file : 00000C00 (  3072.)
= b, 140001090 ; Offset to raw data for section: 00057E00
= ; Flags 62000020: Text Discardable Executable Readable
L£] sub_1400010A0 5 Alignment default
(7] sub_1400010C0
7] sub_1400010E0
7] sub_140001100 ad/Exe
7] sub.140001140 INIT segment para public 'CODE' use64
- assume cs:INIT
sub_140001280
sub_1400012E0 assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing|
£ | sub_1400012F0
7] sub_140001460 P About
4 Suz’l:ggg;ig public start
7] sul
il subiMODOZZCD start proc near DA - The Interactive Disassembler
7] sub_140002370 arg_0= quord ptr 8 = Version 7.6.210507 Windows x64 (64-bit address size)
sub_140002590
7] sub_1400025D0 movh [rsp+arg 0], rbx L () 2021 Hex-Rays SA
7] sub_1400025€0 pus rdi Freeware version with the following limitations:
L] sub sub  rsp, 20h Only for non-commercia use
sub_1400025F0 mov rbx, rdx 2. Without technical support
7] sub_1400026F0 mov rdi, rcx 3. Only supports x86/x64 code
- 1 4. Only PE/ELF/Mach-0 files are supported
] sub_140002730 ca. 5. IDAPython is not available
7] sub_ 140002780 mov rdx, rbx For commercial use please acquire the full version
71 sub_140002A60 oY e www.hex-rays.com
sub_ call sub_14002CBAG
f | sub_140002A70 mov rbx, [rsp+28h+arg 0]
7] sub_140002AE0 add rsp, 20h oK Addons...
[7] sub_140002DD0 v pop rdi
< > retn
start endp
4 Graph overview o8 x
=] output o8 x
Marking typical code sequences ~
Flushing buffers, please wait...ok
File 'C:\Program Files\EVGA\NU Audio Driver\W10_x64\EVGA_NU_AUDIO.sys' has been successfully loaded into the database.
Hex-Rays Decompiler plugin has been loaded (v7.6.0.210507)
License: 00-0000-0000-00 (0 user)
The decompilation hotkey is F5.
Please check the Edit/Plugins menu for more informaton.
Using FLIRT signature: Windows Driver Kit 7/10 64bit
The initial autoanalysis has been finished. v
C
aU: idle Down  Disk: 233cB

IDA free: This free version of IDA offers a privilege opportunity to
see IDA in action. This light but powerful tool can quickly analyze
the binary code samples and users can save and look closer at the
analysis results.
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Debugging Software

5]
File Home Breakpoints Time Travel Model Scripting Notes Command Memory Source a
L =l - Ox Ll o (] ® h o Accent color v
Command Watch Locals Registers Memory Stack Disassembly Threads Breakpoints Logs Notes zlines  Layouts Reset
v Windows
PlugAndPlayDeviceTree js Q@ x X ¥ |Memory v 2 X
1 // PlugAndPlayDeviceT “I| Add @
- s Address: | @3scopeip
2 // An ES6 generator functioa- oK pep
; ! Conurioht ( M3 erac n- Symbol search path is: srv*;E:\Datal\Vibrani FRmrooosscassccan —scoon-as asco-aa-ao-oo-18 53 D8 21 0@ 84/ .
Copyright (C) Microsoft Al =Y p ’ ~ = ©
Pyren Executable search path is: F Notes O X b at 09 48 8B 8¢
; e . . Windows 1@ Kernel Version 19041 MP (4 procs) FF The new [A 01 00 00 00 Et
function *filterDevices(devi¢ ppodyuct: WinNt, suite: TerminalServer Single EE debugger! ,z ég ;f gi fz 2;
6 { 19041.1.amd64fre.vb_release.191206-1406 i e eg P 5@ o
7 If the device instanc¢ Machine Name: FF )8 B4 24 A® 90 O¢
if (deviceNode.Instancep: Kernel base = exfffff8e4 51eeee0@ PslLoadedMo FF Breakpoint Locals Watch Debugger Notes }8 81 (4 (8 9@ @¢
r Debug session time: Wed Jan 15 14:44:088.995 FFrrrsvs 5Z1A50A0 SU St 5k 41 5U 41 5U 41 SE 41 5F (3 CC CC
L : - c
P System Uptime: © days ©:24:49.831 P Registers - @ x 9o
yield deviceNode; Break instruction exception - code 80000003 A po ec
} R AR K KR K K K R K K KK K K R K K K K R K FR Name Value 10 _o¢
” = User -
) , . : o, . . FA rax 0000000000000z p3 B
13 // Recursively invoke the¢ You are seeing this message because you FF thx OxfFd397F0e130 )F 1F
14 for (var childNode of dev * CTRL+C (if you run console kernel de|~||FF rex X 000000000000 18 8E
0x000000000000C te cc
AR ‘ e DO ¢
5 yield* filterDevices| FF st o tivieivireeivi ~)e o
- 1 09: kd> rrererua oo eo—ax wear uw oa T FI T T Y et _oF
- J ‘ g
Disassembly v 2 X ||Stack v 2 X
Address: | @scopeip Follow current instruction Frame Index Name =
st samrs wesusuns o ———— - 0x0 nt!DbgBreakPointWithStatus
9
FFfff804”521a56d5 cc int 3 [0x1] kdnicTXTransmitQueuedSends + 0x125
fffff804°521a56d6 cc int 3 o
FFFFF304°521a56d7 cc int 3 kdnic!TXSendCompleteDpc + 0x149
fffff804°521a56d8 0f1f340000000000 nop dword ptr [rax+rax] 0x3] nt!KiProcessExpiredTimerList + 0x146
nt!DbgBreakPointWithStatus: N . . =
FFEFFRP4° ©2125660 cc int 3 v x4 nt!KiExpireTimerTable + Ox1a7

WinDbg: WinDbg is a multipurpose debugger for the Microsoft
Windows computer operating system, distributed by Microsoft.
Debugging is the process of finding and resolving errors in a system;
in computing it also includes exploring the internal operation of
software as a help to development. wikipedia
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https://en.wikipedia.org/wiki/WinDbg

Volatility

ﬂ‘- CSI Linux (clean Install of CSI Linux) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
csi@csi-analyst: $ volatility -f cridex.vmem --profile=WinXPSP2x86 connscan
Volatility Foundation Volatility Framework 2.6
Local Address Remote Address

0x02087620 172.16.112.128:1038 41.168.5.140:8080
0x023a8008 172.16.112.128:1037 125.19.103.198:8080
csi@csi-analyst: $ volatility -f cridex.vmem --profile=WinXPSP2x86 sockets
Volatility Foundation Volatility Framework 2.6
Port Proto Protocol Create Time

UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
UTC+0000
Reserved .0.0. -07- :42/53
UDP .16. - -07- 14 :BBIUTl+0000
UDP .16. S -07- :4X:01 UTZ+0000
UDP .0.05 -07- 1431 F1C+0000
upP 2848, -07- :42:53 UTC+0000
UDP .0.0. -07- :42:31 UTC+0000

NHVOP : PPHLTDG| .. A

>

=) & G @ &) right vl

Volatility: Volatility is an open-source memory forensics framework
for incident response and malware analysis. It is written in Python
and supports Microsoft Windows, Mac OS X, and Linux. Volatility
was created by Aaron Walters, drawing on academic research he
did in memory forensics. wikipedia



https://en.wikipedia.org/wiki/Volatility_(software)

Why do people write malware?

= Morris Worm
— Accidentally released
— Purpose: To measure the size of the internet

— Outcome: Created a fork bomb

The Morris Internet Worm
source code
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Why do people write malware?

* Once upon a time... (30 Years Ago)

— Just for fun
— Spread to other machines & display a message

C:\>dir/u

Uolume in drive C is NS-DOS_6
Uolume Serial Number is 3B64-85C5
Directory of C:\
[(DOS] COMMAND . CON WINAZO .386 CONF IG.SYS AUTOEXEC . BAT
[UMADD ) SPANSKA .CON
7 file(s) 66,334 bytes
60,672,000 bytes free

C:\>spanska.con

C:\DOS>cd. .

C:\>tine
Current time is 12:33:34.11p
([Enter new time: 12:30:00.00p
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Why do people write malware?

= Today

= Organizations purchase
malware to

— steal passwords,

— credit card details,

— bank information,

— and intellectual property,

as well as to demand ransoms
and obtain trade secrets.

They may use this information
or sell it.
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Your identity is a steal on the Dark Web. !:e'xperionm

Here are what the most common pieces of information sell for:

Online payr_’ne_n} Credit or debit card
services login info (credit cards are more popular)

(e.g. Paypal)

$5-$110

With CVV number ~ With bank info Fullz info*

$5 $15 $30

Drivers license

General non-financial
institution logins

Diplomas  Passports (US) $1

@ o= Su:esrt\:z::pet;on Medical records

$100-5400 [ $1000-52000 f§ $71-510 [§$1-51000™



Why do people write malware? A A MyShell

OpenVoice

Versatile Instant Voice Cloning

=Future... Today

— Gathering more information about a person.

A A MyShell
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Why do people write malware?

=Future... Today

— Spread False Information

Cougar Football | Cougars | Pac-12 | Sports

WSU coach Mike Leach tweets fake Barack Obama
video, stirs up a Twitter storm

Originally published June 18, 2018 at 10:41 am | Updated June 18, 2018 at 11:08 am

https://www.youtube.com/watch?v=cQ54GDm1elL0

Deepfakes are just the beginning for
cybersecurity's Faceswap nightmare

Fergus Halliday (PC World)
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Why do people write malware?

VividTalk: One-Shot Audio-Driven Talking
Head Generation Based on 3D Hybrid Prior




Why do people write malware?

Animate Anyone: Consistent and
Controllable Image-to-Video Synthesis for
Character Animation
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Why do people write malware?

= Future...

— Control your Life
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Our project —AR Security

¢

il

h

Real-world
Scene

= G o =

ICaptured by

Page = 18

Real-world
attack

Video Frames

Generate

=

Processed by

Virtual-world
Virtual Object
Database
o
E
EI=
AR Application
SMART Support Location Based
(ARCore / ARKit) Services Query
I State Object
. mage
SD&R_E Zgﬁir;:hon Recognition &
9 Tracking Update
Support App LOQiC
Augmentations
and Visualization
Render
. = Graphics
Data Processing o ]
Service (Local/remote) nj_ﬁ

Output

[Eg

Virtual Overlays




Why analyze malware?

» Detect and respond to intrusions

— Threat analysis
» Host & Network signatures
 What's the damage?
— Who/What is infected?
— Threat prevention

— Threat removal
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Top computer security conference
--- The Big 4
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Top computer security conference

ACM Conference on Computer and Communications Security (CCS)

About CCS

The ACM Conference on Computer and Communications Security (CCS)
is the flagship annual conference of the Special Interest Group on
Security, Audit and Control (SIGSAC) of the Association for Computing
Machinery (ACM). The conference brings together information security
researchers, practitioners, developers, and users from all over the world
to explore cutting-edge ideas and results. It provides an environment to
conduct intellectual discussions. From its inception, CCS has established
itself as a high-standard research conference in its area.
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Top computer security conference

IEEE Symposium on Security and Privacy (S&P)

Since 1980, the IEEE Symposium on Security and Privacy (S&P)has been the
premier forum for the presentation of developments in computer security and
electronic privacy, and for bringing together researchers and practitioners in the

field.
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Top computer security conference

ISOC Network and Distributed System Security Symposium (NDSS)

The Network and Distributed System Security Symposium (NDSS) fosters
information exchange among researchers and practitioners of network
and distributed system security. The target audience includes those
interested in practical aspects of network and distributed system security,
with a focus on actual system design and implementation. A major goal is
to encourage and enable the Internet community to apply, deploy, and
advance the state of available security technologies.
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Top computer security conference

Usenix Security Symposium (USENIX)

The USENIX Security Symposium brings together researchers,
practitioners, system administrators, system programmers, and others
interested in the latest advances in the security and privacy of computer
systems and networks.
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* Top Security Conference for Hacking
— Black hat USA

— DEFCON
blgc’=k hat

USA 2017
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DefCon, Black Hat bring extra
cybersecurity concerns to Las
Vegas
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A Black Hat tech associate works in the network operating center (NOC) during the Black Hat information security
conference at Mandalay Bay, Wednesday, July 26, 2017, In Las Vegas. Richard Brian Las Vegas Review-Journal
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