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Advanced Anti-Debugging Techniques

» Advanced Anti-Debugging Techniques:
— Thread Local Storage (TLS) Callback Function

— Garbage Code

— Break Code Alignment

— Encryption/Decryption

— Stolen Bytes (Remove OEP)
— API Redirection

— Self Debugging
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33 PESpin v1.32
File Help

&3 PE Spin Settings

Anti-debugger protection

[ ] Add Debugger detection
(®) Exit without any message
(O Display message and exit

Debugger detected please close it down
and restart

Other
[]Password protection
Create backup file

[:’ Close program after: minute

Protection

API Redirection
Antidump protection
Remove OEP

Code redirection

[ ] pebug Blocker

Advanced

Compress resources

Strip Overlays

Strip .reloc section if possible
[]optimize MS-DOS header size

Section names
(®) User name:
( Random known protector,packer

() Don't rename




TLS Callback Function Example1: HelloTls.exe

Double Click

TLS Callback

Use OIllyDBG to load it




Process and Thread

* Process is the execution of a program that allows you to perform the
appropriate actions specified in a program. It can be defined as an
execution unit where a program runs. The OS helps you to create,
schedule, and terminates the processes which is used by CPU. The other
processes created by the main process are called child process.

» Thread is an execution unit that is part of a process. A process can have
multiple threads, all executing at the same time. It is a unit of execution in
concurrent programming. A thread is lightweight and can be managed
independently by a scheduler. It helps you to improve the application
performance using parallelism.

https://www.youtube.com/watch?v=Dhf-DYO1K78
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https://www.youtube.com/watch?v=Dhf-DYO1K78

Process and Thread

code

data

files

registers

stack

thread — ;

single-threaded process
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code data files
registers ||| registers ||| registers
stack stack stack
‘_

multithreaded process

— thread



Thread and fork()

t main(void) {
init();
pid t pid;

(1) {
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Thread Local Storage

» Thread Local Storage (TLS) is the mechanism by which each thread in
a given multithreaded process allocates storage for thread-specific
data.

» Static and global data are shared across all the threads. If you modified
a global/static variable it is visible to all the threads.

» Unlike global/shared variable if you create a variable in TLS, every
thread has its own copy of the variable, i.e. changes to the variable is
local to the thread.
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Thread Local Storage
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00000158 00000000 RWA EXPORT Table

0000D15C 00000000 Size

00000160 0000961C  RVA IMPORT Table

00000164 0000003C  Size

00000168 0000D0O0D  RVA RESOURCE Table

0000016C 000001B4  Size

00000170 00000000 RWA EXCEPTION Table

00000174 00000000 Size

00000178 00000000 Offset CERTIFICATE Table
0000017C 00000000 Size

00000180 00000000 RWA BASE RELOCATION Table
00000154 00000000 Size

00000188 00008130 RVA DEBUG Directory

0000018C 0000001C  Size

00000190 00000000  RVA Architecture Specific Data
00000194 00000000 Size

00000198 00000000 RWA GLOBAL POINTER Register
0000N19C 00000000___Size -
000001AD 00009310  RVA TLS Table

0000D1A4 00000018 Size |
000001A3 000092C8 RVA LOAD CONFIGURATION Table
0000D1AC 00000040 Size

00000180 00000000 RWA BOUND IMPORT Table
00000164 00000000 Size

00000168 00003000 RVA IMPORT Address Table
0000D1BC 000D00OFOD  Size

000001CO 00000000  RVA DELAY IMPORT Descriptors
0000D1C4 00000000 Size

000001C8 00000000 RWA CLI Header

00ooD1CC 00000000 Size

P el L




Thread Local Storage

000 | ¥ #

- HelloTls.exe
IMAGE_DOS_HEADER
MS-DOS Stub Program
= IMAGE_NT_HEADERS
Signature
IMAGE_FILE_HEADER
IMAGE_OPTIONAL HEADER
IMAGE_SECTION_HEADER .text
IMAGE_SECTION _HEADER .rdata
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc
SECTION text
- SECTION .rdata
IMPORT Address Table
IMAGE_DEBUG_DIRECTORY
IMAGE_LOAD_CONFIG_DIRECTORY
IMAGE_TLS_DIRECTORY
IMAGE_DEBUG_TYPE_CODEVIEW
IMPORT Directory Table
IMPORT Name Table
IMPORT Hints/Names & DLL Names
SECTION .data
SECTION .tls
+ SECTION .rsrc
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pFile
00000250
00000254
00000258
0000025C
00000260
00000264
00000268
0000026C
00000270
00000272
0000027 4

Data
2E 74 BC 73
00 00 00 0O
00000002
0000Co00
00000200
00009000
00000000
00000000
0000
0000
CO000040

Description
Name

Yirtual Size

RWA,

Size of Raw Data
Pointer to Raw Data
Pointer to Relocations
Pointer to Line Numbers
Number of Relocations
Number of Line Numbers
Characteristics
00000040

40000000

80000000

Yalue
tls

IMAGE_SCN_CNT_INITIALIZED_DATA
IMAGE_SCN_MEM_READ
IMAGE_SCN_MEM_WRITE




IMAGE_TLS_DIRECTORY

3393
3394
3395
3396
3397
3398
3399
3400
3401
3402
3403
3404
3405
3406
3407
3408
3409
3410
3411
3412
3413
3414
3415
3416
3417

typedef struct _IMAGE_TLS_DIRECTORY64 {

ULONGLONG
ULONGLONG
ULONGLONG
ULONGLONG
DWORD
DWORD

StartAddressOfRawData;
EndAddressOfRawData;
AddressOfIndex;
AddressOfCallBacks;
SizeOfZeroFill;
Characteristics;

} IMAGE_TLS_DIRECTORY64, *PIMAGE_TLS_DIRECTORY64;

typedef struct _IMAGE_TLS_DIRECTORY32 {
DWORD StartAddressOfRawData;
DWORD EndAddressOfRawData;
DWORD  AddressOfIndex;
DWORD  AddressOfCallBacks;
DWORD SizeOfZeroFill;
DWORD Characteristics;
} IMAGE_TLS_DIRECTORY32, *PIMAGE_TLS_DIRECTORY32;

#ifdef _WING4

typedef IMAGE_TLS_DIRECTORY64 IMAGE_TLS_DIRECTORY;
typedef PIMAGE_TLS_DIRECTORY64 PIMAGE_TLS_DIRECTORY;
#else

typedef IMAGE_TLS_DIRECTORY32 IMAGE_TLS_DIRECTORY;
typedef PIMAGE_TLS_DIRECTORY32 PIMAGE_TLS_DIRECTORY;

#endif

https://github.com/Alexpux/mingw
-w64/blob/master/mingw-w64-
tools/widl/include/winnt.h




IMAGE_TLS_DIRECTORY

File View Go Help
* 000
= HelloTls.exe
IMAGE_DOS_HEADER
MS-DOS Stub Program
= IMAGE_NT_HEADERS

Signature
IMAGE_FILE_HEADER

™ &

L4

IMAGE_OPTIONAL_HEADER

IMAGE_SECTION_HEADER .
IMAGE_SECTION_HEADER .
IMAGE_SECTION _HEADER .
IMAGE_SECTION_HEADER .
IMAGE_SECTION_HEADER .
SECTION .text
- SECTION .rdata
IMPORT Address Table

text
rdata
data
tls
rsrc

IMAGE_DEBUG_DIRECTORY
IMAGE_LOAD_CONFIG_DIRECTORY

IMAGE_TLS DIRECTORY

IMAGE_DEBUG_TYPE_CODEVIEW

IMPORT Directory Table
IMPORT Name Table
IMPORT Hints/Names & D
SECTION .data
SECTION .tls
+ SECTION .rsrc

LL Names

pFile
00007910
00007914
00007918
0000791C
00007920
00007924

Data
0040C000
0040C001
0040AC40
00408114
00000000
00000000

Description Value
Start Address of Raw Data

End Address of Raw Data

Address of Index

Address of Callbacks {——

Size of Zero Fill
Characteristics



What’s TLS Callback Function?

= TLS (Thread Local Storage) callbacks are provided by the Windows
operating system to support additional initialization and termination for
per-thread data structures.

= TLS callback functions allow malware authors to execute malicious
code before the debugger has a chance to pause at the traditional
Entry Point (EP).

3389 typedef VOID (CALLBACK *PIMAGE_TLS_CALLBACK) (
3390 LPVOID D1lHandle,DWORD Reason,LPVOID Reserved
3391 );

BOOL WINAPI D1WMain(
HINSTANCE hinstDLL, // handle to DLL module
DWORD fdwReason, // reason for calling function
LPVOID lpReserved ) // reserved
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BOOL WINAPI D1Wain(

HINSTANCE hinstDLL, // handle to DLL module
DWORD fdwReason, // reason for calling function
LPVOID lpReserved ) // reserved

// Perform actions based on the reason for calling.
switch( fdwReason )
{
case DLL_PROCESS_ATTACH:
// Initialize once for each new process.
// Return FALSE to fail DLL load.
break;

case DLL_THREAD_ATTACH:
// Do thread-specific initialization.
break;

case DLL_THREAD_DETACH:
// Do thread-specific cleanup.
break;

case DLL_PROCESS_DETACH:
// Perform any necessary cleanup.
break;

}

return TRUE; // Successful DLL_PROCESS_ATTACH.
Page = 13 }




1

TLS Callback Function Example2: TisTest.exe

#include <windows.h>
#pragma comment(linker, "/INCLUDE:__tls_used")

void print_console(charx szMsg)

{
HANDLE hStdout = GetStdHandle(STD_OUTPUT_HANDLE);

WriteConsoleA(hStdout, szMsg, strlen(szMsg), NULL, NULL);

void NTAPI TLS_CALLBACK1(PVOID DllHandle, DWORD Reason, PVOID Reserved)
{
char szMsg[80] = {0,};
wsprintfA(szMsg, "TLS_CALLBACK1() : DllHandle = %X, Reason = %d\n", DllHandle, Reason);
print_console(szMsg);

void NTAPI TLS_CALLBACK2(PVOID DllHandle, DWORD Reason, PVOID Reserved)
{
char szMsg[80] = {0,};
wsprintfA(szMsg, "TLS_CALLBACK2() : DllHandle = %X, Reason = %d\n", DllHandle, Reason);
print_console(szMsg);

#pragma data_seg(".CRT$XLX")
PIMAGE_TLS_CALLBACK pTLS_CALLBACKs[] = { TLS_CALLBACK1, TLS_CALLBACK2, 0 };
#pragma data_seg()
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TLS Callback Function Example2: TisTest.exe

DWORD WINAPI ThreadProc(LPVOID 1lParam)

{
print_console("ThreadProc() start\n");
print_console("ThreadProc() end\n");
return 9;

}

int main(void)

{
HANDLE hThread = NULL;
print_console("main() start\n");
hThread = CreateThread(NULL, @, ThreadProc, NULL, ©, NULL);
WaitForSingleObject(hThread, 60%1000);
CloseHandle(hThread);
print_console("main() end\n");
return 9;

}
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TLS Callback Function Example2: TisTest.exe

C:\Documents and Settings\secOday\My Documents\Downloads\Tls>TlsTest.exe

TLS_CALLBACK1() : DllHandle
TLS_CALLBACK2() : DllHandle
main() start

400000, Reason = 1
400000, Reason 1

TLS_CALLBACK1() : DllHandle = 400000, Reason = 2
TLS_CALLBACK2() : DllHandle = 400000, Reason = 2
ThreadProc() start

ThreadProc() end

TLS_CALLBACK1() : DllHandle = 400000, Reason = 3
TLS _CALLBACK2() : DllHandle = 400000, Reason = 3
main() end

TLS_CALLBACK1() : DllHandle = 400000, Reason = 0
TLS _CALLBACK2() : DllHandle = 400000, Reason = 0




How to debuy TLS callback functions

E Debugging options

Commands \ Disasm | CPU \ Registers | Stack Analysis 1 | Analysis 2 | Analysis 3 ‘
Security Debug Events \ Exceptions | Trace SFX | Strings Addresses |

Make first pause at:
(@ System breakpoint
Entry point of main module

~ WinMain (if location is known)

Break on new module (DLL)
Break on module (DLL) unloading
Break on new thread

Break on thread end

Break on debug string

== oK Undo Cancel ‘
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Garbage Code

» Add lots of garbage (meaningless) code to increase the difficult of code
debugging.

» Hide the real code inside these garbage code.
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88488203 |
uuuuuyou;
Q8408206
Q04 UB2DS |
80408209 |
BO4OB2DB
884088200 |
884 BB2ES|
A040B2E3
BO40B2ES |
8040B2E6
004 0BB2E7
8848B2ES
868458B2E9
§B84OB2ER
0B84 0B2EC |
BO4OB2EF |
BO4OB2EF
0B4BB2F 0|
0848B2F 1|
0B84 BB2F 4
0048B2FS
0048B2F7 |
004 8B2F9
8848B2FA
094 0B2FB |
804BB2FD |
8048B2FF |
884883 61
80468302
88408383 |
884088305 |

52
8702
87F6
5A
87E4
87D2
OFAFFE
OFC1F1
89E4
53
5B
56
55
89CH
5D
87F6
SE
50
55
C1D6 45
90
87D8B
D1D6
52
5A
87C9
87D2
87FF
Fas
58
89E4
F7D6

'PUSH EDX
XCHG EDX,EDX
XCHG ESI,ESI
POP EDX

XCHG ESP,ESP
XCHG EDX,EDX
IMUL EDI,ESI
XADD ECX,ESI
MOU ESP,ESP
PUSH EBX

POP EBX

PUSH ESI
PUSH EBP

MOU EAX,EAX
POP EBP

XCHG ESI,ESI
POP ESI

PUSH EAX
PUSH EBP
'RCL ESI,45
NOP

XCHG EBX,EBX
'RCL ESI,1
'PUSH EDX
'POP EDX
\xcuc ECX,ECX

XCHG EDX,EDX
XCHG EDI,EDI

PREFIX REPNE:

POP EAX
'MOU ESP,ESP
'NOT ESI

XCHG — Exchange Register/Memory with Register




80404120 |
684845130
Bﬂh(ﬂ;136\
80&8&139’
08404138 |
80404130 |
G8450413E
0840845144
0B84 BL146
B8L50L149
BOLOL14F

8484155
Ba404158
665064150
06850415F

884084165
BOLBLR168
GOLOBI16A
8840416C
8B484172
80404175
88404178
80404170 |
BO4O417E
80404184
G8404186
80408418A
B84 84L518F
88404195
BR4584197
8050419D |

804504100 -

OFCBC2

81EB 94200000
OFAFCS

85DA

87C8

53

81C3 E7020000
D1D1

OFB7FD

69FE 1C6F7661
81C3 19040000
OFBECG

25 3COF9601
88F0O

81C3 9EBEDOODO
OFASCAH

8BCD

D1D1

81EB 88040000
OFASF7

F7C3 EFF6E120
FECA

53

81EB 75050861
OFC9

OFBAFF &4C

B9 DC2F3621
81C3 S5FF40701
F6D8

C7C1 FCCF56CH
8FCOC2

FFE3

XADD DL,AL

SuUB EBX,289%
IMUL ECX,EAX
TEST EDX,EBX
XCHG EAX,ECX
PUSH EBX

ADD EBX,2E7
RCL ECX,t

MOUZX EDI,BP
IMUL EDI, ESI 61766F1C
ADD EBX,41

MOUSX ERX DH
AND EAX,1966F3C
MOU AL ,DH

SHLD ECX, Eax cL
MOV ECX,EBP

RCL ECX,1

SUB EBX,488
SHLD EDI,ESI,CL
TEST EBX,2BE1F6EF
DEC DL

PUSH EBX

SUB EBX, 1888575
' BSWAP ECX

BTC EDI,A4C

MOU ECX,21362FDC
ADD EBX,187FuSF
'NEG AL

'MOU ECX,C156CFFC
' XADD DL, AL

JHP EBX




Break Code Alignment

| 004151 0F BT I T T EBX = #15117
pe415111| | €9 LEAVE

06415112 | | C2 0800 RETN 8

aou15115 | A3 687261FF ] MOU DWORD PTR DS:[FFB17268],EAX |
8641511A| 5D POP EBP

8415118 | 33C9 XOR ECX,ECX

66415110 | 41 INC ECX

08%1511E |, E2 17 LOOPD SHORT 86415137

86415126 |, EB 07 JHP SHORT 00415129

668415122 | EA EBG1EBEB ODFF | JMP FAR FFOD:EBEBO1EB Far jump
80415129 | ES 01000000 CALL 0041512F

06841512FE | EA SAS3EAGB FFE2 | JMP FAR E2FF:OBEA835A Far jump
80415135 |, EB 04 ' JHP SHORT 00415138

06415137 | 90 EBO4GOEB FBFF CALL FAR FFFB:EBOOO4EB Far call
8041513E | E8 02000000 |CALL 0868415145 |
86415143 | AO BOSAS1EA |MOU AL ,BYTE PTR DS:[EA815A00] |
BO41S148 | 45 ' INC EBP

864151492 | 51 | PUSH ECX

@0415140 | 6100 |ADD DWORD PTR DS:[EAX],EAX

8041514C | 83EA FE | SUB EDX,-2

A3: MOV

A368 -- 7201
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80415119 | | FF5D 33
8841511¢C

{ C9 LEAVE

Be41511D | 41 INC ECX

G6041511E |,

awnm | JB SHORT @@415114;. = = & =
'CALL FAR FWORD PTR SS:[EBP+33] Far call

E2 17 LOOPD SHORT 86415137



Encryption/Decryption

0040BOOO MOV ECX, 100

0040BOO5 MOV ESI,0040B010
0040BOOA XOR BYTE PTR DS:[ESI],7F
0040BOOD INC ESI

0040BOOE LOOPD SHORT 0040BOOA
0040B010 POP DS

0040B011 XCHG EAX,EDI

0040B012 JG SHORT 0040B093
0040B014 JG SHORT 0040B095
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53 PESpin v1.32
Stolen Bytes (Remove OEP)
&3 PE Spin Settings

884810&1 s 55 = pus|.| EBP = Anti-debugger protection Protection
00401042 || . 8BEC MOV EBP,ESP ; DAdd I.DEbugger detection API Redirection
00401044 . 6" FF PUSH _1 k f Exit without any message Antidump protection
ARLA1046 || . 68 BB6BLOAO PUSH stolen_b.004060B0 @ RiEpEY FESEER EE| G FEIEE @1
ARLA1RLAB|] . 68 88264000 PUSH stolen_b.004062688 Debugger detected please close it down Code redirection
AR401050 || . 64:A1 000000AC MOV EAX,DHORD PTR FS:I01 and restart []pebug Blacker
00401056 || . S0 PUSH EAX
00401057 . 64:8925 00000¢ HOV DHORD PTR FS:I[01,ESP P
00401051 . 83EC 10 SUB ESP,10 Gompress resources
00401061 || . 53 PUSH EBX Other
00401062 || . 56 PUSH ESI [Jpassword protection EHEE
00401063 || . 57 PUSH EDI | Strip .reloc section if possible
A0401064 || . 8965 E8 MOV DWORD PTR SS:[EBP-181,ESP Ml creats backup il [[] optimize MS-DOS header size
00401067 || . FF15 04604000 CALL DHORD PTR DS:I[<&KERNEL32.GetVersior [ close pragram after: minute
008401060 || . 33D2 XOR EDX,EDX Section names
00401061 . 8AD4 MOV DL,AH
00401071 | . 8915 18994000 MOV DHORD PTR DS:[4099181,EDX = bser name:
00401077 ) 8808 "0“ Ecx s Enx (_) Random known protector,packer
AR401079 | . 81E1 FFO00000 AND ECX,OFF O pon't rename
00401071 . 890D 14994000 MOV DHORD PTR DS:[4099141,ECX |
i e e s,
90401080 [ . 898D 10994080 MOV DWORD PTR DS:[4899181 Eck |90401040 AB DB AB
00401090 || . C1E8 10 SHR EAX,10 00401041 45 DB 45
00401093 || . A3 BC994000 MOV DHORD PTR DS:[40990C1,.EAX Q0401042 9E DB 9I
ARL01098 || . 6A 00 PUSH @ 00401043 D& DB D&

00401044 oF DB @I

00401045 14 DB 74

00401046 &C DB 4C

00401047 26 DB 56

00401048 84 DB 84

00401049 24 DB 24

00401040 oF DB SI

0040104B 83 DB 83

0040104C E1l DB E1

0040104D E9 DB E9

0040104l 48 DB 48

00401041 Ao DB AO

004010650 9F DB 9I

00401051 96 DB 06

00401052 04 DB 04

004010653 3D DB 3D

00401054 25 DB 25

00401055 AS DB AS

00401056 B9 DB B9

Page = 23 00401057 26 DB 26
00401058 1D DB 1D
00401059 F8 DB F8




APl Redirection

» The code protector first copy all (or part) of main API code to a different
memory region. And change the code that calls these APIs.
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Debug Blocker (Self Debugging)

#5 Process Explorer - Sysinternals: www. sysinternals. com [SECODAY-AFE0089\secOday] (Administrator)

File Options View Process Find Users Help

Process C... Friva...

VVOIK...

mSystem |dle Process
=CISystem OK 236K
lnterrupts 0K 0K n/aHardware Int...

« dsmss.exe 172K 428 K 572 Windows NT... Microsoft C

- dexplorer.exe 24.70... ji S S 1268 Windows Ex... Microsoft C
wyvmtoolsd.exe 4,468 K 8,420 K 692 VMware Tool... VMware, In
Mtvnserver.exe 936 K 3,456 K 1720 TightVNC Se... GlavSoft L
#ctfmon.exe 1,040 K 3,712 K 1780 CTF Loader  Microsoft C

@ firefox.exe 180,2... 187,6... 664 Firefox Mozilla Cor

#Dbgview.exe 1,112 K 924 K 3268 DebugView Sysinternals
= &) 592 K 1,640 K
&) 2200K7,432K

- & OLLYDBG.EXE 8372K 848K 2712 0llyDbg, 32-...
THelloTls.exe 600K 120K P
“ PEview.exe 3,076 K 628K 2160 PE/COFF Fil... Wayne J. R
“emd.exe 2,140 K 2,900 K 3912
Zprocexp.exe 4...18,08... 26,87... 2360 Sysinternals ... Sysinternal

Debugger: PID 3072
Debuggee: PID 2092

Page = 25




General Anti-Debugging VS Debug Blocker

General Anti-Debugging

SE Handler
W ’ SE Handler
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Debug Blocker



» Derived from Debug Blocker
» Replace all Jcc (jump) to INT3 (0xCC)

» The Debugger maintains a table to store all addresses for each Jcc.
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IR E 20 ey <
fadal1 221
R4 ] 233
8481228
R4l 23R
ga431 220
pagal 242
aa481243
A4l 246
451248
Fa4a1 248
gad4a1 240
Bad4al Sk
8461254
a4 252
B4 1 285
Ba4A1 258
And4a 1 250

Q8421 25E

8810
80Ca

0

142854000

Al FB594000

esCa
sDCa
eBab
56

eb?1
3BFB

a4

5 Fas94060

68 18604000

Mou BYTE PTP DS: (4825141, BL

MOU Enk DWORD PTR DS: [4889FG]
TEST EAX, EAX

MOY ECX,DWORD PTR DS: [489389EC]
PUSH ESI

LER ESI,DWORD PTR DS: [ECX-41]
CHMP ESI,ERX

Lngﬁgx}Eff

TEST ERX, EAX

CALL ERH

SUB ESI,

LﬁP'ECI nmnan PTR DS: [4029F@]

POP ESI
PUSH 884866818
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