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Review: Stealth Process

Stealth Process

U
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Processes API

CreateToolhelp32Snapshot()
EnumProcess()

= ntdII.ZwQuerySystemInformation()I

pe

1% Windows Task Manager

| ol ) |

File Options View Help

£

J Ay Show processes from all users

Processes: 135 CPU Usage: 0%

Applications | Processes | Services | Performance | Networking | Users

»

End Process

Physical Memory: 71%

-

Image hjame User Name CPU Memory (Priv... Description
avgnt.exe *32 Lincoln 00 2,108 K Avira system trz 3
chrome.exe *32 Lincoln 00 51,504K Google Chrome |~
chrome.exe *32 Lincoln 00 66,136 K Google Chrome
chrome.exe *32 Lincoln 00 11,192K Google Chrome
chrome.exe *32 Lincoln 00 129,420 K  Google Chrome
chrome.exe *32 Lincoln 00 90,780 K Google Chrome
chrome.exe *32 Lincoln 00 5,860K Google Chrome
chrome.exe *32 Lincoln 00 90,708 K Google Chrome
chrome.exe *32 Lincoln 00 31,696 K Google Chrome
chrome.exe *32 Lincoln 00 68,612K Google Chrome
chrome.exe *32 Lincoln 00 129,768 K  Google Chrome
chrome.exe *32 Lincoln 00 9,100K Google Chrome
chrome.exe *32 Lincoln 00 27,316 K Google Chrome
chrome.exe *32 Lincoln 00 10,160 K Google Chrome

ntdll.ZwQuerySystemInformation()

NTSTATUS WINAPI ZwQuerySystemInformation(
_In_ SYSTEM_INFORMATION_CLASS
SystemInformationClass,

_Inout_ PVOID SystemInformation,
_In_ ULONG SystemlInformationLength,
_Out_opt_ PULONG ReturnLength

);
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Retrieves the specified system
information.




Create Stealth Process

CreateToolhelp32Snapshot()
EnumProcess()

= ntdII.ZwQuerySystemInformation()I

ntdll.ZwQuerySystemInformation()

\ 4

A

Process1 Process?2

Process1 ——| Process3

Process3

A 4
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Process4
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The “Ring”

/ Ring 2 \ Least privileged

."'/ N\ fend
Ring 1

f Ring 0 | system call >

| WinAPI (Windows)

| Kernel I

‘ a

I. ..

! ! Most privileged

Device drivers

\ . 2 4
\ Device drivers /

~._ Applications _~

— p—
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CPU Interrupt

User Mode Execution Interruption occurred Next instruction

User Mode // f/x

/ / /) /

Kernel Mode Y// //
— AV

Interrupt Vector Table

Interrupt Handler

h 4
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Write a file in Notepad

Application
fwrite() notepad.exe
Run . :
Time write() Libcmt.lib
Library msvcr90.dl
API (Windows) NtWriteFile() | Kernel32.dll
Interrupt Ox2e| NTDLL.dII
Kernel

loWriteFile()

Kernel NtosKrnl.exe

Page = 9




Rootkit (Kernel Mode)

Application

fwrite()

notepad.exe

Run
Time
Library

write()

Libcmt.lib
msvcr90.dll

API (Windows)

NtWriteFile()

Interrupt Ox2e

Kernel32.dll

NTDLL.dII
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loWriteFile()
Kernel

NtosKrnl.exe




Rootkit (Kernel Mode)

» Kernel Mode Rootkits are installed as either drivers (SYS) or Kernel
Modules (DLL)

» Most rootkits target 32-bit Windows OS’s

» 64-bit Windows architectures require drivers to be signed by Microsoft
before they can be installed

= To subvert this, attackers will:
— Install a valid, signed driver with a known exploit
— Use stolen signing certificates
— Exploit the kernel itself
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Rootkit (Kernel Mode)

<notepad.exe>

Code in User Mode Code
Jser Comdig32.dil Msvert.dll !
Space omaig32. SVCrt.
Ring 3 Advapi32.dll User32.dll Gdiz2.dll
(00000000 - Hoacee
7FFFFFFF) ot
Kernel32.dll
Ntdll.dll
\/
‘ ‘ System Call / INT 2E
Ring 0
(80000000 - HAL.dI
FFFFFFFF)
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Call FindNextFile

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dl User
Space
INT 2E NtQueryDirectoryFile: -
—> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdll.dll (00000000 -
7FFFFFFF)
|
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i (80000000 -
Interrupt Descriptor Table (IDT) System Service Dispatch Table FFFFFFFF)
(SSDT)
- i System Service Dispatcher

(KiSystemService)

Backup Driver

AV Filter Driver NtQueryDirectoryFile Summm—

NTFS Driver

<«
Volume Manager Disk Driver
EECTTE

1/0 Manager

OS Kernel

Hardware
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BIOS, PCI ROM




Call FindNextFile
FindNextFile: 1. Userland HOOklng
Call NtQueryDirectoryFile Kernel32.dll User
Space
INT 2E NtQueryDirectoryFile: -
—> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdil.dil (00000000 -
7FFFFFFF)
|
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i (80000000 -
Interrupt Descriptor Table (IDT) System Service Dispatch Table FFFFFFFF)
(SSDT)
- i System Service Dispatcher

(KiSystemService)

Backup Driver

AV Filter Driver NtQueryDirectoryFile Summm—

NTFS Driver

<«
Volume Manager Disk Driver
EECTTE

1/0 Manager

OS Kernel

Hardware
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*The most classic of all kernel rootkit techniques

»Simple to implement, simple to detect

= Still widely used

— Often in conjunction with other techniques
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Call FindNextFile

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dll User
Space
INT 2E NtQueryDirectoryFile: -
—> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdll.dll (00000000 -
7FFFFFFF)
| |
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i (80000000 -
Interrupt Descriptor Table (IDT) System Service Dispatch Table FFFFFFFF)
(SSDT)
‘ System Service Dispatcher
(KiSystemService)

2.IDT
Hooking

Backup Driver

AV Filter Driver NtQueryDirectoryFile Summ—

NTFS Driver

<
Volume Manager Disk Driver
EECTTE

I/0 Manager

OS Kernel

Hardware
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Interrupt Descriptor Table Hooking (IDT Hooking)

= Base address of the IDT is stored in the IDTR

* [n order to hook a specific Interrupt, a rootkit just changes the pointer in
the IDT to their own malicious function

= SIDT and LIDT instructions

— Used to read/write to/from the IDTR register

kd> lidt -a
Dumping IDT:

00 82693200 nt!KiTrap00

01 82693390 nt!KiTrapO1
02 Task Selector = 0x0058

= 03: 82693800 nt!KiTrap03

— Each processor has it’s own IDTR and IDT

0S: 82693ae8 nt!KiTraplS

06: 82693cS5c nt!KiTrapl6

07: 82694258 nt!KiTrap0?

« This means that a rootkit will have to hook each IDT s st

826947dc nt!KiTrapOi
0b 8269491c nt!KiTrap0OB
Oc 82694b7¢c nt!|KiTrap0C
0d 82694ebc nt!|KiTrap0OD
Oe 8269551c nt!KiTrapOE
0f: 826958d0 nt!KiTrapOF

Ll = (5= 10:  826959f4 nt!KiTrapl0
11:  82695b34 nt!KiTrapll
12 Task Selector = 0x00A0
loc_4811B5: I3 52698540 ntlkiTran0F
sidt fword ptr [ebp+var_ 428] }2 gggggggg nt151§rapgg
- 2 nt ! KiTrap
mov eax, dword ptr [ebp+uvar_u428+2] 17 826958d0 nt !|KiTrap0F
mov [ebp-ruar .!;2(]], eax 18 826958d0 nt!KiTrapOF
— U A 19 826958d0 nt!KiTrapOF
pUSh offset Name 5 HGL345 1a 82695840 gt’KiTi:EUF
push 0 ; Minitialomer o S
. 4 a
push 5 ; lpMutexAttributes 1d 826958d0 nt!KiTrapOF
ape . le 826958d0 nt!KiTrapOF
call ds:CreatelutexA 1f 82632af8 hal!HalpApicSpuriousService
mov [ebp+uvar_468], eax 20 00000000
= . 21 00000000
mov ecx, [ebp+var_420] 53. 00000000
shy ecx, 18h 23: 00000000
24: 00000000
cmp ecx, OFFh 25. 00000000
i 26: 00000000
J& 1oc_u61320 — 27: 00000000

28: 00000000

29 00000000

2a 8269287a nt!KiGetTickCount
Page = 17 2b:  B2692a00 nt!KiCallbackReturn

2c 82692b3c nt!KiRaiseAssertion

2d: 826936d8 nt!KiDebugService

2e: ALYyl Wnt | KiSystenService

2f - B2A958AN nt I ¥1TrannF



IDT Hooking Problems

» This technique is old
— As of 2009, INT 0x2E was made obsolete
» SYSENTER is now used to perform syscalls

— Interrupt hooking is easy to detect
» No way to filter results of an interrupt

— The rootkit’s hook function is just pass-through code that is executed before the
interrupt handler
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Call FindNextFile

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dl SUser
pace
INT 2E NtQueryDirectoryFile: -
—> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdil.dll (00000000 -
7FFFFFFF)
Kernel
IA32_SYSENTER_EIP -
3. MSR (80000000
Interrupt Descriptor Table (IDT) " Serv(;:;;);)spatch Table FFFFFFFF)

Hooking

System Service Dispatcher

(KiSystemService)

Backup Driver

AV Filter Driver NtQueryDirectoryFile Summm—

NTFS Driver

<
Volume Manager Disk Driver
EECTTE

I/0 Manager

OS Kernel

BIOS, PCI ROM

Hardware




Machine Specific Register Hooking (MSR Hooking)

= This is how we hook SYSENTER

— SYSENTER switches to kernel-mode using three MSR’s
 |A32_SYSENTER CS — 0x174, 16-bit selector of ring 0 code segment

 |A32_SYSENTER _EIP — 0x176, 32-bit offset into ring 0 code segment
 |A32 SYSENTER ESP — 0x175, 32-bit stack pointer for ring 0 stack
» Just like the IDTR, there are instructions for accessing the MSR'’s

— RDMSR and WRMSR - read/write MSR
— MSR’s are processor specific just like IDT’s

nt }':J.Fc:.l';:ll?_nlx"
8053¢715 6a30 push 30h
8053c717 Ofa pop fs

de . cx

174h is the CS RegiSter. t“_ r Z:“xcz.ﬂ:,,..i ptr ds:(OFFDFF040h)
175h is the ESP Register. push  23h Lanls sl
176h is the EIP Register. | 0., poshtd:
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MSR Hooking Problems

* More modern than IDT hooking

= Still easy to detect, and only provides passthrough functions
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Call FindNextFile

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dl Suser
pace
INT 2E NtQueryDirectoryFile: 4 . S S D T -
—> MOV EAX, XX . Ring 3
INT 2E/SYSENTER Ntdil.dil Hookin g (00000000 -
7FFFFFFF)
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i 80000000 -
Interrupt Descriptor Table (IDT) System Serv(;:;;);)spatch Table (FFFFFFFF)

System Service Dispatcher
(KiSystemService)

Backup Driver

AV Filter Driver NtQueryDirectoryFile Summm—

NTFS Driver

<
Volume Manager Disk Driver
EECTTE

I/0 Manager

OS Kernel

Hardware
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System Descriptor Table Hooking (SDT, SSDT)

In 32-bit OS, the SSDT address is exported by ntoskrnl.exe under the
name of KeServiceDescriptorTable. There are slots for four different
entries, but Windows only used two of them so far:
KeServiceDescriptorTable and KeServiceDescriptorTableShadow

When a user-mode application uses sysenter, the application
provides the function number or ID in the eax register. This value in
eax is divided in the following way

EAX:

bits 0-11:
The System Service Number (SSN): index of this function in the SSDT
bits 12-13: This is the Service Descriptor Table (SDT), which represents

the SSDT number (0x00 or 0x01)
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System Descriptor Table Hooking (SDT, SSDT)

The SSDT contains four elements:
KiServiceTable <-- array of function address
CounterBaseTable

nSystemCalls

KiArgumentTable
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System Descriptor Table Hooking (SDT, SSDT)

» SSDT resides in read-only memory

— Rootkits have to disable and then re-enable the Write Protection (WP) bit in
the CRO register

» Rootkit authors could also map a Memory Descriptor List (MDL) over the
SSDT

loc_4113C0O: loc_4113EO:

push ebx push ebx

mov ebx, cro mov ebx, cro
and ebx, OFFFEFFFFh and ebx, 10000h
mov cro, ebx mov cro, ebx
pop ebx pop ebx

Disable Write Protection (WP) Enable Write Protection (WP)
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Registers available in the x86-64 instruction set

ZMMO _[YMMO_[XMM0 ]| ZMM1 [ YMML_[XMML ]| | ST(0) [MMO || ST(1)[MM1 |
ZMM2  [YMM2_XMM2 ]| ZMM3  [YMM3 M3 ]| | ST(2)[MM2 || ST(3)[MM3 |
ZMM4  [YMM4_[xMM4 ][zZMM5  [YMM5_[XMM5 ]| | ST(4)[MM4 || ST(5)[MM5 |
ZMM6  [YMM6_[XMM6 ]| ZMM7  [YMM7_[XMM7 ]| [ST(6)[MM6 || ST(7)[MM7 |

[EIAXEAX|RAX| [T o] reo] R8|[EskiavsuoR12] | CRO || CR4 |
[CEBXEBX]RBX| [ ww] ro0] Ro|[EkewoR13| [ CR1 || CR5 |
[EEIECXRCX|[EorooR 10| [EFoevfrasor14] | CR2 || CR6 |
[CEDXEoXRDX|[EruoR 1] [FFevsor1s| | CR3 || CR7 ]

(zMM8  [YMM8_[xMM8 ][ZMM9  [YMM9 _[XMM9 | [Ez3ePEBPRBP| [ DIEDIRDI| [P EIP|RIP| [ CR3 || CRS |

zMM10 [YMM10 xmmio]| zMM11  [YMM11[xmmid]| | cw |FP_ip|FP_DP|FP_cs| [T sIEs| RsI| [ErIsPESPRSP MSW || CR9
| LSy |

ZMM12 [YMM12 XMM12J[ ZMM13 [YMM13 XMM13]| [ SW |

’ ZMM14 | YMM14 |XMM14||H ZMM15 | YMM15 |XMM15||‘ ‘ W ‘ B 8-bit register [ 32-bit register [ 80-bit register [J] 256-bit register

l ZMM16H ZMM17” ZMMlsH ZMMlg” ZMMon zMM21H ZMM22“ ZMM23| ‘FP_DS‘ B 16-bit register [} 64-bit register [ 128-bit register ] 512-bit register

’ZMM24H ZMM25H ZMM26H ZMM27H ZMM28HZMM29H ZMM3OH ZMM31‘ ’FP_OPCHFP_DPHFP_IP‘ ’ CS H SS H DS ‘ ‘ GDTR H IDTR ‘ ’ DRO H DR6 ‘ ’CRlB‘
| Es | Fs | s || TR | LDTR || DR1 | DR7 | [CR14|

[rrcJerns RFLAGS] | DR2 || DR8 | | cR15 |MXCSH

| DR4 | DR10 | DR12 | DR14|
| DR5 || DR11| DR13| DR15 |
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System Descriptor Table Hooking (SDT, SSDT)

= With WP off, the attacker swaps a new address into the target address
— Declare the original syscall prototype (e.g., ZwSetValueKey())
— Declare a corresponding function ptr (e.g., ZwSetValueKeyPtr)
— Define a function ptr (e.g., oldZwSetValueKey)
— Implement a hook routine (e.g., newZwSetValueKey())
— InterlockedExchange() to swap in a ptr to new function
« The new function can execute the old syscall, and filter the results
— Hook ZwQueryDirectoryFile() to hide directories

— Hook ZwQuerySystemInformation() to hide processes
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System Descriptor Table Hooking (SDT, SSDT)

o1 roceno

Base

Before Hook: /

Function 0

Base
After Hook: -4\. Function i
Kernel
Lnnn



SSDT Hooking Problems

» Relatively straightforward to implement

» Provides the ability to filter system calls!

= On it’'s own, still trivial to detect
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Call FindNextFile

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dl SUser
pace
INT 2E NtQueryDirectoryFile: -
—> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdil.dll (00000000 -
7FFFFFFF)
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i 80000000 -
Interrupt Descriptor Table (IDT) System Serv(;:;rl)?ll)spatch Table (FFFFFFFF)

6. Filter
Driver
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Backup Driver

AV Filter Driver

NTFS Driver

<
Volume Manager Disk Driver

e -

System Service Dispatcher
(KiSystemService)

I/0 Manager

BIOS, PCI ROM

5. Code
Patching

NtQueryDirectoryFile Summm—

OS Kernel

Hardware




Windows Driver 101

Application

i

Windows Operating System

'

Driver +—+( Device )

This make drivers pretty complex and cumbersome to implement.
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Windows Driver 101

Application

Windows Operating System

SEEES S mEm e e =

*
|

Driver e} Device
|

| /
'. Application
| -
% ¢
a\:.,\ Windows Operating System
. —

\E'\J\\ ! Driver 1

: \{ (filter driver)

¥
Driver 2

(filter driver)

Y

Driver 3
(function driver)

o e —

N
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Windows Driver 101

Upper-level
filter driver

Function
Driver

Lower-level
filter driver

Device Drivers

Bus Drivers AR N

Bus Filter
Driver

Bus Driver

Driver Stack
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Device Object and Driver Stack
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Device Stack 1

Filter Device
Obiect

Functional
Device Object

Obiect

[ Filter Devuce

Physical
Device Object

Device 1

Kernel Subsystems

Driver Stack

Filter Driver

Function Driver

Filter Driver

Bus Driver

Y
\

)

Device Stack 1

Filter Device
Obiect

Functional
Device Object

E3
[ tpoted]
=N

Physical
Device Object

Device 2




Filter Driver Rootkit
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Device Stack 1

Filter Device
Obiect

Functional

Device Object J

Obiect J

[
[

Physical
Device Object

Device 1

Kernel Subsystems

Driver Stack

Filter Driver

Function Driver

Filter Driver

Bus Driver

Y
\

- Device Stack 1

Filter Device
Obiect

Functional
Device Object

Obiect

Filter Device J

Physical
. Device Object

Device 2




Filter Driver Rootkit

I/O Manager
¢—APC
Lt (IopCompleteRequest) -l
I/0 Manager DeviceObject | Driver 1
(IoCallDriver) ; On StackTop Routine
IRP
DeviceObject | _ ( Driver1 DeviceObject
On StackTop Dispatcher In the Middle
IRP Rootkit
DeviceObject | _ Driver 2 DeviceObject
In the Middle Dispatcher in StackBottom
IRP |
DeviceObject | Driver 3 I/0 Manager
in StackBottom Dispatcher (IoCompleteRequest)

K.

IRP Complete
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STUXnet
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STUXnet

A
COMPUTER
VIRUS

- <O IUXNET

K3
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STUXnet

Software , 2 The virus Is controlled from servers In Denmark P
Sabotage and Malaysla with the help of two Internet W m"“"n"n“ig'um
Sices SHaTAE 4 addresses, both reglstered to false names. The virus 8 enrichment
9 SLI 4 Infects some 100,000 computers around the world.
disrupted e
Iran'suranium ‘
enrichment program : .,
1 The maliclous comput j j ‘
worm probably enterec
wﬁ&? rs"::,t:;: cut | 3 Stuxnet spreads 4 The computer worm
from the outside we | | through the system untll  varles the rotational 2
at the uranium enrle It finds computers 1s.ﬁeed of the centrifuges. g
facllity In Natanz viaa runnlnf the Slemens Is can destroy the 5
removable USB memo control software Step7,  centrifuges and Impalr p
stick. which Is responsible for  uranium enrichment.
regulating the rotatlonal
speed of the centrifuges.

: -
5! The Stuxnet attacks start In June ol

2009. From this point on, the number
of Inoperative centrifuges Increases
sharply.

i i

Feb.1, May31 12 Nowv. 2 Jan. 29, 24
Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research 2009 yaL N 2010 o




Analysis STUXnet Memory Dump Image

https://github.com/volatilityfoundation/volatility
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https://github.com/volatilityfoundation/volatility

Analysis STUXnet Memory Dump Image

[quakeOday@archlinux ~]$ python2 /usr/bin/vol.py -f stuxnet.vmem devicetree

DRV 0x022e54f8 \Driver\MRxNet

---| DEV 0x82125f10 FILE DEVICE DISK FILE SYSTEM
DEV 0x81dc49c0O FILE DEVICE DISK FILE SYSTEM
DEV 0x81fd59c0 FILE DEVICE CD ROM FILE SYSTEM
DEV 0x81c8b500 FILE DEVICE CD ROM FILE SYSTEM
DEV 0x821354b8 FILE DEVICE NETWORK FILE SYSTEM

DEV 0x81f0fc58 FILE DEVICE NETWORK FILE SYSTEM
DEV 0x81c0a910 FILE DEVICE NETWORK FILE SYSTEM
DEV 0x8226ef10 FILE DEVICE CD ROM FILE SYSTEM
DEV 0x81f0ab90 FILE DEVICE DISK FILE SYSTEM
DEV 0x81fb9680 FILE DEVICE DISK FILE SYSTEM
DEV 0x82104700 FILE DEVICE DISK FILE SYSTEM




Analysis STUXnet Memory Dump Image

[quakeOday@archlinux ~]$ python2 /usr/bin/vol.py -f stuxnet.vmem devicetree

DRV 0x0205e5a8 \FileSystem\vmhgfs
---| DEV 0x820f0030 hgfsInternal UNKNOWN
---| DEV 0x821al1030 HGFS FILE DEVICE NETWORK FILE SYSTEM
| ATT 0x81f5d020 FileSystem\FLtMgr FILE DEVICE NETWORK FILE SYSTEM

DRV 0x02476da0® \FileSystem\Cdfs
---| DEV 0x81e636c8 Cdfs FILE DEVICE CD ROM FILE SYSTEM

ATT 0x8226ef10 \Drlver\MRxNet FILE DEVICE CD ROM FILE SYSTEM

DRV 0x023ae880 \FileSystem\MRxSmb
---| DEV 0x81da95d0 LanmanDatagramReceiver FILE DEVICE NETWORK BROWSER
---| DEV 0x81ee5030 LanmanRedlrector FILE DEVICE NETWORK FILE SYSTEM

ATT 0x81f0fc58 - \Driver\MRxNet FILE DEVICE NETWORK FILE SYSTEM

Now Stuxnet can filter or hide specifically named files and directories on
those file systems!
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Kernel Callback

= A callback function is one which is passed as an argument to another
function and is invoked after the completion of the parent function.

— In other words callback is a piece of executable code that is passed as an
argument to other code, which is expected to call back (execute) the argument
at some convenient time.

» Kernel Callback

— Supported on 64 bit systems
— Safe for multicore machines
— Lists of events:

* Process creation

* Thread creation

« System shutdown

* File system registration

« PnP(Plug and Play)

e eftc...
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Analysis STUXnet Memory Dump Image

|[quake®day@archlinux ~]$ python2 /usr/bin/vol.py -f stuxnet.vmem --profile=WinXPSP3x86 callbacks |
Volatility Foundation Volatility Framework 2.6.1

Type Callback Module Details

IoRegisterShutdownNotification 0xf88ddc74 Cdfs.SYS \FileSystem\Cdfs bd()\ﬂ/ E;tl])(r]fat (:Eir]
IoRegisterShutdownNotification 0xf8bb05be Fs Rec.SYS \FileSystem\Fs Rec .
IoRegisterShutdownNotification 0xf8303c6a VIDEOPRT.SYS \Driver\VgaSave receljve
IoRegisterShutdownNotification 0xb2d108fa vmhgfs.sys \FileSystem\vmhgfs

IoRegisterShutdownNotification 0xf8bb0O5be Fs Rec.SYS \FileSystem\Fs Rec itfi I
IoRegisterShutdownNotification 0xf8303c6a VIDEOPRT.SYS \Driver\mnmdd r]()tIfIC:EAtIC)r1 \A/f]f;f]
IoRegisterShutdownNotification 0xf8303c6a VIDEOPRT.SYS \Driver\vmx svga .
IoRegisterShutdownNotification 0xf8303c6a VIDEOPRT.SYS \Driver\RDPCDD new fllEB 55)/55t63r11
IoRegisterShutdownNotification 0xf86aa73a MountMgr.sys \Driver\MountMgr

ToRegisterShutdownNotification 0xf8bb05be Fs Rec.SYS \FileSystem\Fs Rec become
IoRegisterShutdownNotification 0xf8bb05be Fs Rec.SYS \FileSystem\Fs Rec . .
ToRegisterShutdownNotification 0xf8bbo5be Fs Rec.SYS \FileSystem\Fs Rec available — So it
IoRegisterShutdownNotification 0xf853c2be ftdisk.sys \Driver\Ftdisk

IoRegisterShutdownNotification 0x805cdef4 ntoskrnl.exe \FileSystem\Rk I I
IoRegisterShutdownNotification 0xf83d98f1 Mup.sys \FileSysteng (:Eir] IrT]rT]EB(jIEitEBl)/
IoRegisterShutdownNotification 0x805f5d66 ntoskrnl.exe \Driver\l4 .
IoRegisterFsRegistrationChange 0xf84be876 sr.sys - ESF)FEBEi(j or r1|(j€3
GenericKernelCallback Oxf87ad194 vmci.sys - .
[[oRegisterFsRegistrationChange 0xb21d89ec mrxnet.sys - | f||€3€5
GenericKernelCallback 0xb240cedc PROCMON20.SYS -

GenericKernelCallback 0x805f81a6 ntoskrnl.exe -

lGenericKernelCallback 0xb240cc9a PROCMON20.SYS - ]
GenericKernelCallback 0xf895ad06 mrxcls.sys - |

GenericKernelCallback 0xb240cb94 PROCMON20.SYS - /a\r](j IE; Eit)|€3 t()
GenericKernelCallback 0xb240cb94 PROCMON20.SYS - - T
IoRegisterFsRegistrationChange 0xf84d54b8 fltMgr.sys Ir]JEB(:t (3()(163 Ir]t()
PsSetLoadImageNotifyRoutine 0xb240ced4c PROCMON20.SYS

PsSetloadImageNotifyRoutine 0x805f81a6_ntoskrnl.exe F)F()()EBESES \Alf163r1
PsSetlLoadImageNotifyRoutine 0xf895ad06_mrxcls.sys

PsSetCreateThreadNotifyRoutine 0xb246cc9a PROCMON20.SYS they try to load
PsSetCreateProcessNotifyRoutine 0xf87ad194 vmci.sys

PsSetCreateProcessNotifyRoutine 0xb240cb94 PROCMON20.SYS Other DLLS
KeBugCheckCallbackListHead 0xf83e65ef NDIS.sys Ndis miniport .
KeBugCheckCallbackListHead 0x806d77cc hal.dll ACPI 1.0 - APIC platform UP
KeRegisterBugCheckReasonCallback 0xf8b7aab8 mssmbios.sys SMBiosDa

KeRegisterBugCheckReasonCallback 0xf8b7aa70 mssmbios.sys SMBiosRe

KeRegisterBugCheckReasonCallback 0xf8b7aa28 mssmbios.sys SMBiosDa

KeRegisterBugCheckReasonCallback 0xf82e01be USBPORT.SYS USBPORT

KeRegisterBugCheckReasonCallback 0xf82e01le USBPORT.SYS USBPORT

KeRegisterBugCheckReasonCallback 0xf82f7522 VIDEOPRT.SYS Videoprt



Call FindNextFile

FindNextFile:
Call NtQueryDirectoryFile Kernel32.dll SUser
pace
INT 2E NtQueryDirectoryFile: -
—> MOV EAX, XX Ring 3
INT 2E/SYSENTER Ntdll.dll (00000000 -
7FFFFFFF)
Kernel
IA32_SYSENTER_EIP -
Ring 0
i i (80000000 -
Interrupt Descriptor Table (IDT) System Serv(lggDD_ll_)spatch Table FFFFFFFF)

System Service Dispatcher

<«
Volume Manager Disk Driver
EECTTE

9. Hardware

(KiSystemService)

Backup Driver

AV Filter Driver NtQueryDir

NTFS Driver

I/0 Manager

8. Virtualization

Hardware
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BIOS, PCI ROM
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