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Stealth process (Rootkit)
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Processes in Windows
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Stealth Process

Northrop Grumman B-2 Spirit
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Stealth Process

Stealth Process
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API Hook Tech Map

Method Target Location Tech API

Dynamic

Process/Memory

00000000
- 7FFFFFFF

1) IAT
2) Code
3) EAT

Interactive Debug
DebugActiveProcess
GetThreadContext
SetThreadContext

Standalone
Injection

Independent
Code CreateRemoteThread

Dll File

Resistry (AppInit_DLLs)
BHO (IE only)

SetWindowsHookEx
CreateRemoteThread
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Processes in Windows

§ Detect Processes in User Mode (WinAPI):
– CreateToolhelp32Snapshot()
– EnumProcess()

HANDLE CreateToolhelp32Snapshot(
DWORD dwFlags,
DWORD th32ProcessID

);
Takes a snapshot of the specified 
processes, as well as the heaps, 
modules, and threads used by these 
processes.

BOOL EnumProcesses(
DWORD   *lpidProcess,
DWORD   cb,
LPDWORD lpcbNeeded

);

Retrieves the process identifier for 
each process object in the system.
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Processes API

ntdll.ZwQuerySystemInformation()

NTSTATUS WINAPI ZwQuerySystemInformation(
_In_      SYSTEM_INFORMATION_CLASS 

SystemInformationClass,
_Inout_   PVOID                    SystemInformation,
_In_      ULONG                    SystemInformationLength,
_Out_opt_ PULONG                   ReturnLength

);

Retrieves the specified system 
information.

CreateToolhelp32Snapshot()
EnumProcess()

ntdll.ZwQuerySystemInformation()
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“procexp.exe”

Code section for procexp.exe

00422CF7 CALL DWORD PTR DS:[48C69C]

IAT section for procexp.exe

0048C69C 2ED9937C

“ntdll.dll”

;ntdll.ZwQuerySystemInformation() 

7C93D92E MOV EAX, 0AD

…
…

7C93D93A RETN 10
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“procexp.exe”

Code section for procexp.exe

00422CF7 CALL DWORD PTR DS:[48C69C]

IAT section for procexp.exe

0048C69C 2ED9937C

“ntdll.dll”

;ntdll.ZwQuerySystemInformation() 

7C93D92E JMP 10001120

…
…

7C93D93A RETN 10

“stealth.dll”

10001120. SUB ESP, 10C
…

100116A Call unhook()
…

1001198. CALL EAX; EAX = 7C93D92E
..

CALL Hook()
RETN 10
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Create Stealth Process

ntdll.ZwQuerySystemInformation()

CreateToolhelp32Snapshot()
EnumProcess()

ntdll.ZwQuerySystemInformation()

Process1 Process2 Process3 Process4

Process1 Process3 Process4
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Processes in Windows

ntdll.ZwQuerySystemInformation()
taskmgr.exe ProcExp.exe

ntdll.ZwQuerySystemInformation()
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Example 1: Stealth Process

§ Download and try StealthProcess1.zip

HideProc.exe –hide notepad.exe C:\Work\stealth.dll
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stealth.cpp à DllMain()
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stealth.cpp à DllMain()
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stealth.cpp à DllMain()
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Create Stealth Process

§ Issues: How many process(es) should we hook?

ntdll.ZwQuerySystemInformation()

ntdll.ZwQuerySystemInformation()
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Create Stealth Process

§ Issues: Newly created process(es)

ntdll.ZwQuerySystemInformation()
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Create Stealth Process

§ Solution: Hook all of them!à Global Hook
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Example 2: Global Hook

§ Download and try StealthProcess2.zip

HideProc2.exe –hide stealth2.dll

copy stealth2.dll to %SystemRoot%\system32 folder
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