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* A hook is a point in the system message-handling
mechanism where an application can install a subroutine to
monitor the message traffic in the system and process certain
types of messages before they reach the target window
procedure.

OS Message Queue

HNEEEEEEEEN

Message glelo] ol —= Hook Chain

Application Message Queue

\
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User Mode and Kernel

<notepad.exe>

Code in User Mode Code
Jser Comdig32.dil Msvert.dll !
Space omaig32. SVCrt.
Ring 3 Advapi32.dll User32.dll Gdiz2.dll
(00000000 - Hoacee
7FFFFFFF) ot
Kernel32.dll
Ntdll.dll
\/
‘ ‘ System Call / INT 2E
Ring 0
(80000000 - HAL.dI
FFFFFFFF)
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Write a file in Notepad

Application
fwrite() notepad.exe
Run . :
Time write() Libcmt.lib
Library msvcr90.dl
API (Windows) NtWriteFile() | Kernel32.dll
Interrupt Ox2e| NTDLL.dII
Kernel

loWriteFile()

Kernel NtosKrnl.exe
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APl Hook

Application

fwrite()

notepad.exe

Run
Time
Library

write()

Libcmt.lib
msvcr90.dll

NtWriteFile()

API (Windows)

Interrupt Ox2e

Kernel32.dll

NTDLL.dII

Kernel
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loWriteFile()
Kernel

NtosKrnl.exe




APl Hook Tech Map

DebugActiveProcess
Interactive Debug GetThreadContext
P ™ SetThreadContext
rocess/iviemory
1) AT '"d?fg:e"t CreateRemoteThread
Dynamic 00000000 2) Code
3) EAT Standalone Resistry (Applnit_DLLs)
- TFFFFFFF . ) BHO (IE onl
Injection DIl File ( y)
SetWindowsHookEx
CreateRemoteThread
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Hookdbg.exe

* AP| hook for Notepad WriteFile() function

PN DD LR A AL T S I DL I Sy YTy LA LITTTE T AL IUES Y) RLL L LI Tl 2 ‘
[ —rril
is 1
his +» Command Prompt - hookdbg.exe 1336
ithet IRE=TERR0Y /03 /2021 :07 PM 51,200 HideProc2.exe
45 AM hookdbg
44 AM 44,032 hookdbg.exe b By
Rl 0 7 /05 /201 7 :26 AM 45,056 InjectDll.exe 1
e ;48 AM 75,264 myhack.dll 20
B v :23 PM 75,264 myhack2.d1l 78
A :13 PH 43,520 stealth.dll 19
«Q r:1 Hpt :52 PH 347,016 strings.exe 7
- = :52 PH 448,888 strings64.exe 2.9
:52 PH 529,280 stringsBia.exe 39
Details 11 File(s) 1,718,210 bytes 2.0
3 Dir(s) 5,679,013,888 bytes free 20
6.0
C:\Work>hookdbg.exe 1336 7
6.6
#H## original string H#H# 1.6
hahahaha 7
33
this is from si chen 1.4
1.2
= H## converted string H## =
) HAHAHAHA
HAHAHAHA THIS IS FROM SI CHEN

THIS IS5 FROM 5T CHEN
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How Debugger Works

Exception
Event

Debuggee

Event
Handling

Event
Handling

Event
Requeii////'

Debugger

Exception
Event

A

Debuggee

\

Event
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ExceptionCode

The reason the exception occurred. This is the code generated by a hardware exception, or the code specified in the

RaiseException function for a software-generated exception. The following tables describes the exception codes that

are likely to occur due to common programming errors.

Value Meaning

EXCEPTION_ACCESS _VIOLATION The thread tried to read from or write to a virtual address for which it does
not have the appropriate access.

EXCEPTION_ARRAY_BOUNDS_EXCEEDED The thread tried to access an array element that is out of bounds and the
underlying hardware supports bounds checking.

https://docs.microsoft.com/en-
us/windows/win32/api/winnt/ns-winnt-
exception_record
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Code Injection

CODE
INJECTION

|

~
-
Yo
-

'C

Code injection is the term used to describe attacks that
inject code into an application. That injected code is then
interpreted by the application.
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Code Injection (thread injection)

target.exe
Process

Codelnjection.exe

Process r
: ThreadParam
(1) Inject data & code S

(2) Execute

code - injected by ThreadProc()
data - injected as ThreadParam
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DLL Injection V.S. Code Injection

i //ThreadProc()

2z

3 DWORD WINAPI ThreadProc(LPVOID 1Param)

4 A

5 MessageBoxA(NULL, "www.reversecore.com", "ReverseCore", MB_O0K);
6

7 return 0;

8 }

Pop up a Windows message box

How to use DLL Injection to injection the code?
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2 myhack.cpp > No Selection

#include "windows.h"
#include "tchar.h"

#pragma comment(lib, "urlmon.lib")

#define DEF_URL (L"http://www.naver.com/index.html")
#define DEF_FILE_NAME (L"index.html")

HMODULE g_hMod = NULL;

DWORD WINAPI ThreadProc(LPVOID 1lParam)

{
TCHAR szPath[_MAX_PATH] = {0,};
if( !GetModuleFileName( g_hMod, szPath, MAX_PATH ) )
return FALSE;
TCHAR *p = _tcsrchr( szPath, '\\' );
if( tp )
return FALSE;
_tcscpy_s(p+1, _MAX_PATH, DEF_FILE_NAME);
URLDownloadToFile(NULL, DEF_URL, szPath, ©, NULL);
return 0;
}

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.dll> Injection!!! —— CSC 497/583 —- Dr. Chen");
hThread = CreateThread(NULL, @, ThreadProc, NULL, ©, NULL);
CloseHandle(hThread);
break;

}

Page = 13
return TRUE;




DLL Injection V.S. Code Injection

How to use DLL Injection to injection the code?

1 #include "windows.h"

DWORD WINAPI ThreadProc(LPVOID 1lParam)
{

MessageBoxA(NULL, "www.reversecore.com", "ReverseCore", MB_OK);

return 0;

}

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{
switch( fdwReason )
{
case DLL_PROCESS_ATTACH :
CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
break;

}

return TRUE;

Compile it as MsgBox.dll and inject it to the target process

same as DLL injection lab!



DLL Injection (MsgBox.dll)

13331333 . 60 9@ 'PUSH @ _ MB_OK | HB_APPLHMODAL
. 68 1C788010 PUSH HMsgBox.1060781C {J = "Reverselore”

lfwf = "www.reversecore.com
I Uwnet = NULL

HessageBoxH

. 68 28780018 |PUSH MsgBox.10007828
. 60 008 PUSH @
. FF15 E4600016 CALL DWORD

Address |Hex dump ASCIT

10007181C |92 65 16 65 12 13 65 43 Reversel
6F 12 65 88 17 11 11 2E ore._wwn.
12 89 16 65 12 13 65 63 reversec
: 6F 2 65 2E 63 6F 6D 08 ore.conm.

Wl Chy Oy FF nNnCc NF G0 A0 NDNene= 40 a0
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DLL Injection (MsgBox.dll)

10001008 . 6A 900 PUSH @ Stvle = HB_OK|HMB_APPLHODAL /
160861682 | . 68 1C786818 PUSH MsgBox.10808781C Title = "ReverseCore”™

16861687, . 68 28780818 PUSH MsgBox.10007828 Text = “www.reversecore.com”

10@a1eec| . 60 98 PUSH @ hOwner = NULL

1080106E| . FF15 E4600016 CALL DHORD PTR DS:[<&USER32_MessageBoxA>1 MessageBoxA

100801014 . 33Ce HOR EAX,EAX

10801016, . C2 90400 RETN &

160861019 cC INT3

1893181“ cc INT3 Notepad.exe Process

1000101B CcC INT3 text

execute DIIMain()

1000101C cC INT3 data
1000101D cC INT3 DL njecton — in myhack.dl
1000101F cC INT3 myhackdi —
1000101F cc INT3 kerneis2.dI
10001020 % 55 PUSH EBP wersz dl
10001021 || . 8BEC MOV EBP,ESP =
10001023 || . 8B45 OC MOV EAX,DWORD PTR S$S:[EBP+C] advaplE2.l
10001026 || . 48 DEC EAX niclig2.ol
100010827 .. 75 10 JNZ SHORT MsgBox.10001039
10001029|| . 50 PUSH EAX pThreadId

10801020 . 50 PUSH EAX CreationFlags

1000182B || . 50 PUSH EAX pThreadParm

1000102C || . 68 80100018 |PUSH HMsgBox.10001000 ThreadFunction = MsgBox.10001000
10001031 | . 50 PUSH EAX StackSize

100010832 | . 50 PUSH EAX pSecurity

10001033 || . FF15 00600018 CALL DHORD PTR DS:[<&KERNEL32.CreateThread>] “CreateThread

10001039 || > BS 01000000 |MOY EAX,1
10001083E || . 5D POP EBP
1000103F L. c2 oCoe RETN oC

ILGJUI1WU1 | . LEXL LAPUI L SIURD LI LULd>S S
i sl 4l R T
40 pRECTY REP-  JEADB29E | | text Export {(HapVirtualKeyH

TE&SO2F9 | _ text Export GetMenuCheckMarkDimensions
TEAOOIEA _text Export MessageBoxA
JELD0838 | . text Export MessageBoxExH
TELSB8OC | . text Export MessageBoxExA

Page = 16 TE&D34917 | | text Export Createfcceleratorlablef
TELD53631 | . text Export GetKevboardlLavoutNamef
TEES5370D | . text Export GetTaskmanHindow




Code Injection

You need to inject the code

10601066
10001608C
1000166E

. 6A 88

. 68 1C7860018
. 68 28780018

And the data:
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'PUSH @

PUSH HsgBox.10007/81C
PUSH MsgBox.10007828

Title
Text

= MB_OK|MB_APPLHMODAL
= "Reverselore”

= “www.reversecore.com

. 60 @0 PUSH @ hOwner = NULL

. FF15 E4600010 CALL DHORD PTR DS:[<&USER32.HessageBoxA:“-HessageBoxA

Address |Hex dump ASCII

1 1IC[(92 65 16 65 12 13 65 43 Reversel

1 6F 12 65 88 71 171 11 2E ore.www.

1 12 89 16 65 12 13 65 63 reversec

1 6F 2 65 2E 63 6F 6D 88 ore.conm.

C™ LN Fr Cay ncC NF OGN AN Nnitniicc> 0 a .

TLOJUIUL | . LEXL LAPUT L SIHHURD LAN LULOdMSS
TELD023C | . text Export DemKeyScan
TELDB29E | . text Export MapVirtualKeyH
TELDO2BB | . text Export OemToCharBuffh
TELDO2F9 | . text Export GetMenuCheckMarkDimensions
TEASOTEA . text Export MessageBoxA
TEL50838 | . text Export MessageBoxExH
TEL5085C | . text Export MessageBoxEx=A
TEAS3497 | . text Export CreatefcceleratorTablef
TEA53631 | . text Export GetKeyboardlLayoutNamef
TEES5378D | . text EFxport GetTaskmandindow




Why Code Injection

» 1. Use less memory - you don’t need to compile it as DLL

» 2. Hard to detect - DLL injection can easily be spotted, code injection is
very sneaky.

= [n short:

— DLL injection is for huge code base and complex logic.

— Code injection is for small code base with simple logic. /
CODE

L

INJECTION
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Code Injection Example (Codelnjection.exe)

03/02/2022
03/02/2022
02/10/2021
04/03/2021
04/03/2021
02/24/2022
02/24/2022
07/05/2017
03/02/2022
01/24/2019
02/02/2021
04/03/2021
02/10/2021
02/10/2021
02/10/2021

C:\Work>InjectDll.exe 2148 C:\Work\MsgBox.dll

:18 PH
:18 PH
:52 PH
:13 PH
:07 PM
:45 AM
44 AM
:26 AM
:17 PH
148 AM
:23 PH
:13 PH
:52 PH
:52 PH
:52 PH
12 File(s)
3 Dir(s)

? s

51
51

4y,
45,
32,
75,
75,
43,

347
448
529

490
, 200
, 200

032
056
768
264
264
520
.016
:1:1:
., 280

ration
ration
ration
ration

Eula. txt
HideProc.exe
HideProc2.exe
hookdbg
hookdbg.exe
InjectDll.exe
MsgBox.dll1
myhack .dl1
myhackz.dll1
stealth.dll
strings.exe
strings64.exe
strings64a.exe

1,750,978 bytes
5,653,028,864 bytes free

X

ReverseCore

InjectD11({"C:\Work\MsgBox.dll") success!?!!

C:\Work>CodeInjection.exe 2148

C:\lork>CodeInjection.exe 2148
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Codelnjection.cpp — main()

int main(int argc, char xargv[])

{
DWORD dwPID = 0;

if( argec = 2 )

{
printf("\n USAGE : %s <pid>\n", argv[el]);
return 1;

// change privilege
if( !SetPrivilege(SE_DEBUG_NAME, TRUE) )
return 1;

// code injection
dwPID = (DWORD)atol(argv[1]);
InjectCode(dwPID);

return 0;
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Codelnjection.cpp — ThreadProc()

typedef struct _THREAD_PARAM
{

FARPROC pFunc[2]; // LoadLibraryA(), GetProcAddress()

char szBuf[4]1[128]; // "user32.dll", "MessageBoxA", "www.reversecore.com", "ReverseCore"
} THREAD_PARAM, *PTHREAD_PARAM;

typedef HMODULE (WINAPI *PFLOADLIBRARYA)
¢

LPCSTR 1lpLibFileName
)i

typedef FARPROC (WINAPI *PFGETPROCADDRESS)
(

HMODULE hModule,

LPCSTR 1lpProcName
)i

typedef int (WINAPI *PFMESSAGEBOXA)
(

HWND hwnd,

LPCSTR 1lpText,

LPCSTR 1pCaption,

UINT uType
);

DWORD WINAPI ThreadProc(LPVOID 1Param)

{
PTHREAD_PARAM pParam = (PTHREAD_PARAM)1Param;
HMODULE hMod = NULL;
FARPROC pFunc = NULL;
// LoadLibrary()
hMod = ((PFLOADLIBRARYA)pParam->pFunc[@])(pParam->szBuf[0]); // "user32.d1ll"
if( !'hMod )
return 1;

// GetProcAddress()
pFunc = (FARPROC) ( (PFGETPROCADDRESS)pParam->pFunc[1]) (hMod, pParam->szBuf[1]); // "MessageBoxA"
if( !pFunc )

return 1;

// MessageBoxA()
( (PFMESSAGEBOXA)pFunc) (NULL, pParam->szBuf[2], pParam->szBuf[3], MB_OK);
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return 0;




Codelnjection.cpp — ThreadProc()

DWORD WINAPI ThreadProc(LPVOID 1Param)

{
PTHREAD_PARAM pParam = (PTHREAD_PARAM)1Param;
HMODULE hMod = NULL;
FARPROC pFunc = NULL;
// LoadLibrary()
hMod = ((PFLOADLIBRARYA)pParam->pFunc[@]) (pParam->szBuf[@]); // "user32.dll"
if( !'hMod )
return 1;
// GetProcAddress()
pFunc = (FARPROC) ((PFGETPROCADDRESS)pParam—->pFunc[1]) (hMod, pParam->szBuf[1]); // "MessageBoxA"
if( !pFunc )
return 1;
// MessageBoxA()
( (PFMESSAGEBOXA)pFunc) (NULL, pParam->szBuf[2], pParam->szBuf[3], MB_OK);
return 9;
}
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http://www.reversecore.com/

Cannot use the following address for Code Injection

10001

000
8016827

14]
JBE

. 6R 00
. FF15 E4600010

hOwner = NULL
CHLLDHURDPtj/rj;;<&USER32.HessageBoxﬂi MessageBoxfl

. 6A 'PUSH @ rStvle — MB_OKIMB_APPLMODAL

. 68 1C780010 PUSH HMsgBox.1688781C Title = "Reverselore”

. 68 28180010 PUSH HsgBox.10887828 Text = “www_reversecore.
PUSH @

|

target.exe
Process

Codelnjection.exe

Process r
: ThreadParam
(1) Inject data & code L

(2) Execute
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Cannot use the following address for Code Injection

. 99 PUSH EBP

00401001 || . 8BEC MOV EBP.ESP

0040108083 || . 56 PUSH ESI

00401004 8B75> 08 MOY ESI.DHORD PIR SS:IEBP+81

08s01007 8BOE MOV ECX,DHORD PTR DS:[ESI]

Ansp10809 || . 8D46 B8 LEA EAX,DHWORD PTR DS:IESI+81

gfis0106C || . S0 PUSH EAX

08401060 FFD1 CALL ECX

0040100F 85C8e TEST EAX,EAX

Av4&01011 || .. 75 68A JNZ SHORT Codelnje.0040101D

ABsB10P13 || > B8 91000000 MOY EAX.1

08401818 || . SE POP ESI

08401819 . 3D POP EBP

ABLA101A|| . C2 Bi00 RETN &

Ansp1vl1b || > 8D96 88000000 LEA EDX,DHORD PTR DS:[ESI-881

08401823 (| . 52 PUSH EDX

00401024 || . 50 PUSH EAX

ARLA1025|| . 8B46 B4 MOV EAX,DHORD PTR DS:[ESI+41

00401828 || . FFDO CALL EAX

00401820 || . 85CO TEST EAX,EAX

0840102C|| ." 74 ES JE SHORT Codelnje.00401013

AB40102E|| . 6N 68 PUSH @

ARLA10830 || . BDSE 880109080 LEA ECK,DWORD PTR DS:[ESI+1881]

90401836 . 51 PUSH ECX

Ansp1v37|| . 81C6 88010000 ADD ESI,188

0840183D|| . 56 PUSH ESI

ABLP1IB3E|l . 6A 90 PUSH ©

AB401048 || . FFDO CALL EAX

08401042 || . 33CO XOR EAX.,ENX

00401044 || . SE POP ESI

00401045 (| . SD POP EBP

ARiR16LaIL  £2 ALOR RETN £
10001600 . 6N 00 PUSH © rStvle = MB_OK}MB_APPLHMODAL
100010062 | . 68 1C7860010 PUSH HsgBox.1000781C Title = "ReverseCore”
10801687 . 68 28788010 PUSH MsgBox.10007828 Text = “www.reversecore.com”

16601600C

Pad 1900100F

. 6A 008

PUSH @

hOwner = NULL

ty

T



Codelnjection.cpp — InjectCode()

55 BOOL InjectCode(DWORD dwPID)

{
HMODULE hMod = NULL;
THREAD_PARAM param = {0,};
HANDLE hProcess = NULL;
HANDLE hThread = NULL;
LPVOID pRemoteBuf[2] = {0,};
DWORD dwSize = 0;

hMod = GetModuleHandleA("kernel32.d11");

// set THREAD_PARAM

param.pFunc[@] = GetProcAddress(hMod, "LoadLibraryA");
param.pFunc[1] = GetProcAddress(hMod, "GetProcAddress");
strcpy_s(param.szBuf[@], "user32.d1ll");
strcpy_s(param.szBuf[1], "MessageBoxA");
strcpy_s(param.szBuf[2], "www.reversecore.com");
strcpy_s(param.szBuf[3], "ReverseCore");

// Open Process
if ( !(hProcess = OpenProcess(PROCESS_ALL_ACCESS, // dwDesiredAccess

FALSE, // bInheritHandle
dwPID)) ) // dwProcessId
{
printf("OpenProcess() fail : err_code = %d\n", GetLastError());
return FALSE;
}

// Allocation for THREAD_PARAM
dwSize = sizeof(THREAD_PARAM);

if( !(pRemoteBuf[@] = VirtualAllocEx(hProcess, // hProcess
NULL, // lpAddress
dwSize, // dwSize
MEM_COMMIT, // flAllocationType
PAGE_READWRITE)) ) // flProtect
{
printf("VirtualAllocEx() fail : err_code = %d\n", GetLastError());
return FALSE;
}
if( !WriteProcessMemory(hProcess, // hProcess
pRemoteBuf[0], // 1lpBaseAddress
(LPVOID)&param, // lpBuffer
dwSize, // nSize
NULL) ) // [out] 1lpNumberOfBytesWritten
{

printf("wWriteProcessMemory() fail : err_code = %d\n", GetLastError());
return FALSE;




Codelnjection.cpp — InjectCode()

// Allocation for ThreadProc()
dwSize = (DWORD)InjectCode - (DWORD)ThreadProc;

if( !(pRemoteBuf[1] = VirtualAllocEx(hProcess, // hProcess
NULL, // lpAddress
dwSize, // dwSize
MEM_COMMIT, // flAllocationType
PAGE_EXECUTE_READWRITE)) ) // flProtect
{
printf("VirtualAllocEx() fail : err_code = %d\n", GetLastError());
return FALSE;
}
if( !WriteProcessMemory(hProcess, // hProcess
pRemoteBuf[1], // lpBaseAddress
(LPVOID)ThreadProc, // 1lpBuffer
dwSize, // nSize
NULL) ) // [out] 1lpNumberOfBytesWritten
{
printf("WriteProcessMemory() fail : err_code = %d\n", GetLastError());
return FALSE;
}
if( !(hThread = CreateRemoteThread(hProcess, // hProcess
NULL, // lpThreadAttributes
9, // dwStackSize
(LPTHREAD_START_ROUTINE)pRemoteBuf[1], // dwStackSize
pRemoteBuf[0@], // lpParameter
9, // dwCreationFlags
NULL)) ) // lpThreadId
{
printf("CreateRemoteThread() fail : err_code = %d\n", GetLastError());
return FALSE;
}

WaitForSingleObject(hThread, INFINITE);

CloseHandle(hThread);
CloseHandle(hProcess);

return TRUE;




Codelnjection.cpp — InjectCode()

» OpenProcess()

» //data: THREAD_ PARAM
= VirtualAllocEx()

= WriteProcessMemory()
= /[Code: ThreadProc()
= VirtualAllocEXx()

= WriteProcessMemory()

» CreateRemoteThread()
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How to Debug Code Injection (OllyDBG)

OllyDbg - NOTEPAD.EXE - [CPU - thread 000D00808]

File ‘iew Debug Plugins Options Window Help
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(B x] wu] wis L W] +f L{E[M[T|WH[c[/[K[B[R[..[S] iZ[E]?]
[60980000

59 PUSH EBP
00980001 | SBEC MOV EBP,ESP
00980083 | 56 PUSH ESI
AP98n0ns | 8BTS 088 MOV ESI,DWORD PTR SS:I[EBP-8]
90930007 | 8BOE MOV ECX,DHORD PTR DS:I[ESI]
99930009 | 8Di6 B8 LEA EAX,DHORD PTR DS:[ESI+81
@898ea6eC| 50 PUSH ERAX
88986060 | FFD1 CALL ECX
#098000F | 85CA TEST EAX,EAX
008980011 |.75 6A JNZ SHORT 00980801D
909380013 | B8 ©1000000 MOV EAX,1
00980018 | SE POP ESI
008980019| 5D POP EBP
A9986001n| C2 V400 RETH &
009380010 | 8D96 88000060 |LEA EDX,DHORD PTR DS:IESI+881
00980023 | 52 PUSH EDX
00980024 | 50 PUSH ERAX
A09380025| 8B&6 B4 MOV EAX,DHORD PTR DS:[ESI+&]
00980028 | FFD@ CALL EAX
0098002A| 85CA TEST EAX,EAX
00898002C |~ 14 ES JE SHORT 00988013
An98002E| 6A B8 PUSH @
00930030 | 8DSE 88010000 |LEA ECX,DHWORD PTR DS:I[ESI+1881
008980036| 51 PUSH ECX
00980037 | 81C6 080108600 | ADD ESI,.108
00898003D| 56 PUSH ESI
0098003E| 6N 08 PUSH @
00980040 | FFD@ CALL EAX
008980042 | 33CO HOR EAX,EAX
00980044 | SE POP ESI
00980045| 5D POP EBP
AAOSARLE | 9 ALOAA RETH £
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