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Review – Hook

§A hook is a point in the system message-handling 
mechanism where an application can install a subroutine to 
monitor the message traffic in the system and process certain 
types of messages before they reach the target window 
procedure.

OS Message Queue

Application Message Queue

Message
Hook1
Hook2
Hook3

…

Hook Chain
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User Mode and Kernel

Code in User Mode

Comdlg32.dll Msvcrt.dll ….

Advapi32.dll User32.dll Gdi32.dll ….

Kernel32.dll

Ntdll.dll

Code

Loaded
DLL

User 
Space

- 
Ring 3 

(00000000 - 
7FFFFFFF)

Ntoskrnl.exe

HAL.dll

Kernel
- 

Ring 0 
(80000000 - 
FFFFFFFF)

System Call / INT 2E

<notepad.exe>
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Write a file in Notepad

fwrite()

write()

NtWriteFile()

Interrupt 0x2e

IoWriteFile()
Kernel

Application

Run 
Time 
Library

API (Windows)

Kernel

notepad.exe

Libcmt.lib
msvcr90.dll

Kernel32.dll

NTDLL.dll

NtosKrnl.exe
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API Hook

fwrite()

write()

NtWriteFile()

Interrupt 0x2e

IoWriteFile()
Kernel

Application

Run 
Time 
Library

API (Windows)

Kernel

notepad.exe

Libcmt.lib
msvcr90.dll

Kernel32.dll

NTDLL.dll

NtosKrnl.exe
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API Hook Tech Map

Method Target Location Tech API

Dynamic

Process/Memory

00000000
- 7FFFFFFF

1) IAT
2) Code
3) EAT

Interactive Debug
DebugActiveProcess
GetThreadContext
SetThreadContext

Standalone
Injection

Independent
Code CreateRemoteThread

Dll File

Resistry (AppInit_DLLs)
BHO (IE only)

SetWindowsHookEx
CreateRemoteThread
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Hookdbg.exe

§API hook for Notepad WriteFile() function
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How Debugger Works

OS Debuggee

Exception
Event

Event 
Handling

OS

Debuggee

Exception
Event

Event 
Handling

Debugger

Event 
Handling

Event
Request
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https://docs.microsoft.com/en-
us/windows/win32/api/winnt/ns-winnt-
exception_record
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Code Injection

Code injection is the term used to describe attacks that 
inject code into an application. That injected code is then 
interpreted by the application.
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Code Injection (thread injection)

CodeInjection.exe
Process

(1) Inject data & code
(2) Execute

target.exe
Process

ThreadParam

ThreadProc()
{…}

code à injected by ThreadProc()
data à injected as ThreadParam
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DLL Injection V.S. Code Injection

Pop up a Windows message box

How to use DLL Injection to injection the code?
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myhack.cpp
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DLL Injection V.S. Code Injection

How to use DLL Injection to injection the code?

Compile it as MsgBox.dll and inject it to the target process
same as DLL injection lab!
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DLL Injection (MsgBox.dll)



Page § 16

DLL Injection (MsgBox.dll)

Notepad.exe Process

kernel32.dll
user32.dll
gdi32.dll

shell32.dll
advapi32.dll
ntdll32.dll

myhack.dll myhack.dll

.text
.data
.rsrc

DLL Injection
execute DllMain() 

in myhack.dll
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Code Injection

You need to inject the code

And the data:
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Why Code Injection

§ 1. Use less memory à you don’t need to compile it as DLL 
§ 2. Hard to detect à DLL injection can easily be spotted, code injection is 

very sneaky. 

§ In short: 
– DLL injection is for huge code base and complex logic.
– Code injection is for small code base with simple logic. 
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Code Injection Example (CodeInjection.exe)
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CodeInjection.cpp – main()
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CodeInjection.cpp – ThreadProc()
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CodeInjection.cpp – ThreadProc()

hMod = LoadLibraryA(“user32.dll”);

pFunc = GetProcAddress(hMod, “MessageBoxA”);

pFunc(NULL, “www.reversecore.com”, “ReverseCore”, MB_OK);

http://www.reversecore.com/
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Cannot use the following address for Code Injection

CodeInjection.exe
Process

(1) Inject data & code
(2) Execute

target.exe
Process

ThreadParam

ThreadProc()
{…}
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Cannot use the following address for Code Injection
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CodeInjection.cpp – InjectCode()
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CodeInjection.cpp – InjectCode()
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CodeInjection.cpp – InjectCode()

§ OpenProcess()

§ //data: THREAD_PARAM
§ VirtualAllocEx()
§ WriteProcessMemory()

§ //Code: ThreadProc()
§ VirtualAllocEx()
§ WriteProcessMemory()

§ CreateRemoteThread()
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How to Debug Code Injection (OllyDBG)
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