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Dynamic Analysis

§ Dynamic analysis is the process of executing malware in a monitored
environment to observe its behaviors.

§ In today’s lecture:
– Dynamic Analysis

• Dynamic analysis myhack.dll with OllyDbg
– Hook
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Source Code of myhack.dll
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Revisit Lab0
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Dynamic analysis myhack.dll with Ollydbg
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Go to ”Events” à select “Break on new  module (DLL)”
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Attach to a process



Page § 8

Attach to a process (Notepad.exe)
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Inject Dll
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Use Wireshark to monitor network traffic 

§ Use Wireshark to monitor network traffic 
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Wireshark
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Message Hook

OS Message Queue

Application Message Queue

Message
Hook1
Hook2
Hook3

…

Hook Chain
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Message Hook

OS Message Queue

Application Message Queue

Message
Hook1
Hook2
Hook3

…

Hook Chain

1. User Press A Key

2. WM_KEYDOWN Message is added to OS Message Queue

3. OS Checked and find out who owns this 
WM_KEYDOWN event

Take it out from the OS Message Queue and 
Put it into Application Message Queue

4. Application keep monitoring the Application Message Queue.
Once it finds the WM_KEYDOWN Event, it’ll process it . 
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Message Hook Example

§ Try HookMain.exe
§ Download Hook.zip from our course website, unzip it (password: infected)
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