CSC 471 Modern Malware Analysis

Dynamic Analysis, Message Hook
Si Chen (schen@wcupa.edu)
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Dynamic Analysis

* Dynamic analysis is the process of executing malware in a monitored
environment to observe its behaviors.

* In today’s lecture:
— Dynamic Analysis
« Dynamic analysis myhack.dll with OllyDbg
— Hook
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Source Code of myhack.dll

mta &) myhack.cpp ) No Selection

#include "windows.h"
#include "tchar.h"

#pragma comment(lib, "urlmon.lib")

#define DEF_URL (L"http://www.naver.com/index.html")
#define DEF_FILE_NAME (L"index.html")

HMODULE g_hMod = NULL;

DWORD WINAPI ThreadProc(LPVOID 1Param)

{
TCHAR szPath[_MAX_PATH] = {90,};
if( !GetModuleFileName( g_hMod, szPath, MAX_PATH ) )
return FALSE;
TCHAR *p = _tcsrchr( szPath, '\\' );
if( Ip )
return FALSE;
_tcscpy_s(p+1, _MAX_PATH, DEF_FILE_NAME);
URLDownloadToFile(NULL, DEF_URL, szPath, ©, NULL);
return 0;
}

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.dll> Injection!!! —-— CSC 497/583 —- Dr. Chen");
hThread = CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
CloseHandle(hThread);
break;

}
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Revisit Lab0

LabO

Objective

“ DebugView on WQUAKEODA-5E327D (local) Q@

File Edt Capture Options Computer Help

Edd 4 &~ A BBT 9F A

#  Time Debug Print
1 0.00000000 [1720] <myhack.dll> Injection!!! -- CSC 497/583 -- Si Chen
2 1625.7480... [3652] <wyhack.dll> Injection!!! -- CSC 497/583 -- Si Chen

Change the debug information in DebugView window from
<myhack.dll> Injection!!! —— CSC 497/583 —— Si Chen

to Hello World!!! —— <Your Name>
(Replace <Your Name> with your name :)

take a screenshot and upload the image to D2L.
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Dynamic analysis myhack.dll with Ollydbg

[ NON xpxp (Snapshot 3) [Running]

OllyDbg - [CPU] EEX
File Wiew Debug Plugins [efslf 8 ‘Window Help - O x
Blx| »u| B3] Appearance win|c|s|k|B|R|..|s] iE[H]?]
Just-in-time debugaing
Add to Explorer

Address | Hex dump ASCII s M

OllyDbg +1.10 | |Ready
igstat [ g9c. [Mmz2v - 2¢ -[eic. [BFe.. [eb..
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Go to "Events” - select “Break on new module (DLL)”

O O Xpxp (Snapshot 3) [Running]

% - o))
x| >0 533 $1 3] =) LlE|m]T]wn]cl s &s[r]s] ZE?] |

EDEhUBgiI‘IBDpﬁDI‘IS A |Registers (FFPLI
D:nmmand_s | Dizazm ] CFU | Registers | Stack l Analysiz 1 ] Analyziz 2 | Analyziz 3 |
Secuity | Debug  Events | Exceptions } Trace | SFX | Strings | Addresses |

Make first pause at:
" Spstem breakpaint
" Entry point of main module

* ‘Wintain [if location is known)

>|7 Break on new module [DLL)
[ Break on module [DLL) unloading
[ Break on new thread

| Break on thread end
| Break on debug string v

o (] | Undo | Canu:el|

OllyDbg +1.10 | G
., start Cgc. [fmzv - 2¢ <fevc. [Bge. [ep. [Pu. [Ssc. B | WYY e

W@ W S 3 Left®
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Attach to a process

® @ xpxp (Snapshot 3) [Running]
Ullyﬂlk; - [CPU]
-8 View Debug Plugins Options ‘Window Help - 8 x
N s ElBRI=ds] E=)?)
Attach X » |Registers (FPLU)
Exit Alt+3
1 Ciworkimyhack.dll CLrl+F2

2 Ci\Documents and Settingsiquake0day\DesktoplStack. exe

3 Ci\Documents and Settingsiquake0dayDesktopiHelloWWorld, exe

4 Ci\Documents and Settingsiquake0dayDesktophabexcm-voiees, exe
5 Ci\Documents and SettingstquakeO0dayDesktopiLittlieEndian. exe

b
Address |Hex dump ASCII . .
o b
OllyDbg +1.10 | |Ready
Page = 7 Fgc. [mzv - 2c -[ec. [Be. o, [Pu. [cc. B |WY 2 42
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Attach to a process (Notepad.exe)
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Xpxp (Snapshot 3) [Running]

L3

- [=]x]

[
A | RBegisters (FPL)

Name W indow FPath

lsass Cr~WIMDOWS ~swstem32~ lsass. exe
!| swchost Cr~WIMDOWS s sten32~suchost . ene
i swchost Cr~WIMDOWS systen32~suchost.ene

suchost Cr~WIMDOWS Sy sten32~suchost.exe

suchost Cr~WIMDOWS system3z~suchost.ene
| OLLYDEG |0OLllwDbg - myhack.dll - [Fi|Ci~Documents and Settingsquakebday My

suchost Ce~WINDOWS sy stem32wsuchost. ete

Explorer| Start Menu Cz~WINDOWS~Explorer. EXE
| 2poolsw Cr~WIMDOWS sy sten32~spoolsw. ete

ctfmon CicerolIlndFrame Cr~WIMDOWS sy sten32 ot fron. exe

crad Command Prompt Cr=WIMDOWS sy sten32~cnd. exe

chraome C:~Program Files~Google~Chrome~Applica
‘| chrame CSC 497-583 Advanced Topic{ Ci~Program Files-Google~Chrome~Applica

chrome C:~Program Files Google~Chrome~FApplica
| wmipruse Cz~WINDOWS sy stem32wwherm wripruse. exe
| notepad | Untitled — Motepad C:~WINDOWS s stem32~notepad. exe
| Dbguiew |bal loon Cz Do ts and SettingshquakeBdayHMy

Wiresharl Wireshark.eqe C:~Pro Files~Wireshark~Wireshark.e
| dumpzap | CiwProgram FilessWlireshark] C:~Pro FileswWireshark dumpcap.ene ™

Attach M
W
Address |Hex dump ASCIT AN A A
N\
N
W W
OllyDbg +1.10 | |Ready

s Start

'w

Moc.

riii'z Vo 2

Levcn [hre. el

Ev.

A

B  W> Y L43PM
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+ Command Prompt

ol.-23,2819
A3 /05 /2019
#1-23-.20819

C:~UWork>In

xpxp (Snapshot 3) [Running]

#@9:49 PM ?5.264 myhack.d1ll
B1:36 PM ?5.264 myhack_hacked.dll ‘ ‘ ‘
18:18 PH 149,152 strings.exe N a
5 Filed(s> 518,947 hytes B IREIs
2 Dirds) 8,.147.972,.896 hytes free C.

JectDll.exe 1732 c:“workwmyhack_hacked.dll

"By cmdexe ERRFS S 264 F, [87E Windows Command Frocessor Microsoft Corporation
¥ procexp.exe 12,872 K h.248 K 268 Sysinternals Process Explorer  Sysinternals - wwnw, sysinter. .
ﬁ Dbgview.exe 1156 K 1180 K 2492 Debugiiew Spsinternals
= ‘ Wireshark. exe b 33528 K 2628 Wireshark, The Wireshark developer ...
M dumpcap.exe 2120K 3100 Dumpcap The ‘Wireshark developer ...
o notepad.exe 1,140 K 4112 1732 Motepad Microzoft Corporation
* OLLYDEG.EXE 7932K 8,284 K 1620 DliyDbg, 32-bit analyzing deb...
w
Mame Description Company Mame Path ~
AcGenraldl Windows Compatibility DLL Microsoft Corporation C:AwWINDDWSWAppPatchhdcGenral dll
advapid2.dil Advanced Windows 32 Baze AP Microsoft Corporation CAWINDODWShspstem32hadyapi32. dil
comct 32 dl |Jser Experience Controls Library Microzaft Corparation CAWINDODWS \WinS«5\RBE_Microsoft wWindows. Common-...
comdlg32.dll Carmman Dialogs DLL Microsoft Corporation C:AWINDDW S hapstern32hcomdlg32. dil
ctype.nlz C:AWINDOW S spstem32hctype.nls
gdiz2.dl GDI Client DLL Microsoft Corporation CAWINDODWShspstern32hgdiz2. dll
imm32.dll Windows #P 1M 32 APl Client DLL  Microzoft Corporation CAWINDOWS \spstem32himm32. dil
kermel32.dll Windows NT BASE APl Client DLL  Microzoft Corparation C:AWINDODWShapstern32ikernel32.dll
locale.nls C:AwWINDODWShspstem32ilocale.nls
Ipk.dll Language Pack, Microzaft Corparation C:AWINDDWS \eystem32pk. dil %
mzacm3z.dl Microzoft ACM Audio Filker Microsoft Corporation C:AWINDDWS hapstern32imszacm32. dil
MSCTF.dI MSCTF Server DLL Microsoft Corporation CAWINDOWShapstern32WASCTE Il
MSCTFIME.IME Microzoft Text Frame Work Servic...  Microzoft Corporation CAWINDDWShapstem32WSCTFIME IME
mavert.dll Windows MT CRT DLL Microzaft Corparation CAWINDOWS \spstem32vmavert. dil
hotepad.exe Motepad Microzoft Corporation CAWINDOWS \syzstem32\notepad. exe b

CPU Usage: 2,.00% | Commit Charge: 88.00%  Processes: 34 Physical Usage: 63.02%
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[Executable modules]

xpxp (Snapshot 3) [Running]

@Flle Wieww Debug Plugins Options ‘Window Help - O X
wl g g O | mmn

(Blux| win| wiv] ¥4 W] +f L|E|M|T|W|H|Cc|/|K|B|R|..|8]| EZ[2]?]
Baze Size Entry Hame File wersion Fath Y
BlEEEEEE | BEE1460606| 01067390 notepad | 5.1.2600,. 5877 [ C:~WINDOWS~systen3z2 notepad. exe
1BEEEEEE | BEE1c8686| 16661412 muhack_h oo worksmyhack_hacked.dl 1

Bl 2068 | SADT1626| UsTheme | 6.88.296068.5512 | Cr~WINDOWS ~sustem32~UsTheme.dL 1
SCEF@E8H| BBA26800| SCBFYSEEL | ShimEng |5.1.2688.5555 (f C:~WINDOWS~system32~5h imEng.dll
GZ2ICEEEE| BRAEYEEE| G2IC2EAD| LPK 5.1.2688.5512 (i C:~WINDOWS~systen32~LPK.DLL
EF2288E8| BE1CABEE| GF2AGHEE | AcGenral 5. 1.2688.5512 () C:~WINDOWS-~AppPatch~AcGencal.OLL
To00E8EE| BRE2EE0E| F38E54A5 | WINSPOOL| 5. 1. 2688.5512 ({ C:~WINDOWS sy stem32~WINSPOOL. ORL
7472880 BEA4CEEE| F47213A0| MSCTF E.1.2688.6161 (: Cx~WINDOWS~systen32~MSCTF.dLL
74098888 BEAEEEEE| F40AE429| USP1A 1.68428. 2608, 642 Cr~WINDOWS~systen32~USP1G.dL L
TEECA8EE| BRE2ZELDE| FSESDADIC| mesctf ime| 5. 1. 2688.5768 () C:~WINDOWS sy stem32 msctf ine. ime
TE398880| BEA108EE| F&3912C08| IMM32 5.1.2688.5512 (: C:~WINDOWS~systen32~IMM32.0OLL
TEIBAEEE BEA49866| FEIB1619| comd Lg32| 6. 06, 2988, 5512 | C:~WINDOWS sy stem32~wcomd lg32.d1 L
TEICAEEE| BEEE480E| FEIC15E4 | USERENY | 5.1.2688.5512 (4§ C:~WINDOWS~system32~USERENU. AL L
TEB48880| BRAZ0EEE| FEB42BE1 | WINMM 5.1.2688.5168 (f C:~WINDOWS~systen32~WINMM.dLL
Tr12a880 BEE3EEEE| FF121566| OLEAUT32| 5. 1. 2688, 6341 Cz~WINDOWS sy stem32~0LEAUT32. 1L L
Fra0Baea| aal1a3aea) 7304256 COMCTLE2| 6.8 (spsp_sp3_g{ C:~WINDOWS-WinSs5~q86_HMicrosoft.Windows,. Common—Controls_6595bédld4d4cof 1df_6.68.2
Tr4EBEEE| BA13EBEE| FF4FDETS| ole32 5.1.2688. 6435 (f C:~WINDOWS~systen32~ole32.dLL
TrEBEBEEE| BBA1SEEE| FFBEL1292| MSACM22 |5.1.2688.5512 (4 C:~WINMDOWS system3z2~MSACHIZ.dL L
TrCaa88a Beaaseen| FFCA1135| VERSION |5.1.2688.5512 (f C:~WINDOWS~system32~VERSION. AL L
TrC18888 BeasganaE| FFC1F2A1 [ msvort 7.0.2688.5781 (i C:~WINDOWS~system32wmsvort.dll
TroDaa8n Baalenan| 77007168 | ADVARIZZ| 5. 1. 2688, 6382 () C:~WINDOWS~system32~AOVARPIZZ. 1L
TrETE88E8| BRA93860| FFEFYS25F | RPCRT4 | 5.1.2688.6477 (f C:~WINDOWS~system32~RPCRT4.dlL L
TrF 188868 Bea49860| FFF16587| G0I32 5.1.26868. 5468 (: C:~WINDOWS~systen32~G0I32.dL1L
TrFEEEEE| BEATEREE| FFFEE22E| SHLWAPI |&6.868,2988.5912 | C:~WINDOWS system32~SHLWARPI.ALL
TrFEBBEE| 0BA1168668| FFFE2146| Secur32 |5.1.2688.5534 (f C:~WINDOWS~system32~Secur32.dll
TCE208880 | BBAFEE0E| FCEEBE4E | kerne 32| 5. 1. 2688, 6532 () C:~WINDOWS~system32~kernel32.d1L
TCo88880 BREEB2EEE| FCI12AFC| ntdl L 5.1.2688. 6855 () Cx~WINDOWS~systen32~ntdll.dLL
FCoCA888| BBS1898668| FCIEFS16| SHELLSZ |6.080, 2988, 6242 | C:~WINDOWSsystem32~SHELL32.dL L
TE41886860| BBA9166060| FE41B217| USER32 | 5.1.2688.5512 (f C:~WINDOWS-system32~USER3Z.dLL

W

Break on new module(z)
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OllyDbg - notepad.exe

- thread 00000750, module myhack]

File  View Debug Plugins Options ‘indow Help

b o b b e ek b e ek e e e ek e e ek ek e e et

81EC aCazeaaa
Al B4=286118

33CE

2945 FC

62 BEEZE0EE
2085 F4FOFFFF
&A Ba

=1t ]
EZ SRGEFB0EE
S3C4 @C

3
- F4FDFFFF
EE_ERBCHHNE
§3C4 05

8ECA

: S€t breakpo

FUSH EEP
MOW EBP,ESP

SUB ESP, 280

MOU ERX,DWORD PTR DS: [18812864]
®OR ERX,EBP

MOU DWORD PTR S5:[EBP- 41, ERKX
FUSH 2@2

LERA ERX,0OWORD PTR S5: [EBP-2EC]
FUSH @

FUSH ERX

CALL myhack.l1@@@1F28

ADD ESP,BC

LER EﬂX DWORD PTR S5: [EBP-2BC]
FUSH 1@

PUSH EHX
FPUSH DWORD PTR DS:[18@1327C]
CALL DWORD PTR DS:[<&KERHELZ3Z2.GetModu le
TEST ERX,ERX
JE SHORT myhack. 1081632
LFHIEHX.DNDRD FTR SS:[EEP-26C]
1 e

n
CHZC myhack. 18681CE3
ADD ESF, 2
TEST ERX,ERX
JE SHORT muhack. 18661822
PUSH myhack.18816ACS
ADD ERX, 2
PUSH 1@4

=10 [=d W = w'L%]

Fer

3

184 (268,

i 188888@8 [ryhack)
Etfﬁudul F i LeMamell

0 D D O D D O O D O O

Il

ntdll

m
—
mn

T

3 0 (0 e 0 s

o

r ERROR)

RETURM t 4
RETURM t

d of £
hand|
rnel3:

myhack.1

OllyDbag - notep... rcu'i' Command Prompt

r‘; Process Explaore. ..

FE‘ Untitled - Motepad

| | Pauzed

B WY 231

GOk =3O O Left 38




yDbg - notepad.exe -

File View Debug Plugins ©Options ‘Window Help

xpxp (Snapshot 3) [Running]

thread 00000750, module myhack]

L|E[M|T|w[H|c]/]|x|B[R

sae

FLUZH EEP

Mo EBP ESP

SUE ESP

HOU ERX DwORD FTR DS:[1881268084]
#0R EAX, El

45 FC Hou DNDRD PTR SS8: [EBP-41,ERX
ISEZE0EE | PUS

2025 F4FDFFFF|LER EAX,DWORD PTR £S: [EBP-ZBC]

[lc) FLS

FUSH ERX

EgCSHBFBBBB CRBL myhack. 18681F38

8085 F4FDFFFF|LER EAX,OWORD PTR SS: [EEP-28C1

gg 84618600 | PUSH 164

PUSH ERX
FF35 rC32@11@| PUSH DWORD PTR DS:[10@8132

85C| TEST ERR,ERX
74 43 JE SHORT muhack,. 18801622
2025 F4FDFFFF|LER EAX,DWORD PTR £S: [EBP-ZGC]
6A EC PUSH EC
FUSH ERX
CRLL myhgck.lBBBICBS
TEST ERH, EAX
JE SHORT muhack. 18801622
PUSH myhack.108160ACS
53CE B2 AOD ERA, 2
65 B4018608 | PUSH 1684
USH ERX
ES F72200@8 |CALL myhack.lB003464
22c4 ac AOD ESP,@C
8085 F4FDFFFF|LER EAX,DWORD PTR SS: [EEP-28C1
A Ba gggn a

a
. 58 FUSH ERx
. FUSH myhack.18816AEE
FUSH

58
ES_e8aCaans
. S3C4 @82

. 8ECH

74 ZE

[}
oo
=
@

v
o
wm
[wp
=0
-
o

NDU ECX,DNDRD PTR SS:[EBP-4]
F ERX, E

. 33CD XOR ECX, El
. EE 40880086 CRLL myhack 186816E1
SBES MOU ESP,EBP
. 5D FOP EEP
L. C2 8480 RETH 4
L NI

701
FF15S BaCaaaia| CALL OWORD PTR DS: [<&KERMEL3Z.GetModu Lel

. &R BE
. FF1E BCC186168| CALL DWORD PTR DS:[<{&urlmon.JRLDown Load

T
[ Modu Le 18608668 (myhack)
GetHModu LeF i LeNamell

16816ACS
= Booaa1a4
. 18BE3464

UNICODE "http: " www.naver.coms indes.html™

ur lmon . URLDown LoadToF i Lel

a1
&1

Address |[Hex dump
3 B8 O6
i) a a

Brea

; Start

'y

kpoml at myhack. 10001000

OllyDbag - notep. .. r e Command Prompt

=

+ Process Explore...

r:; Untitled - Motepad

o myhack.cpp > No Selection

#include "windows.h"
#include "tchar.h"
#pragma comment(lib, "urlmon.lib")

#define DEF_URL
#define DEF_FILE_NAME

(L"http://www.naver.com/index.html")
(L"index.html")

HMODULE g_hMod = NULL;

DWORD WINAPI ThreadProc(LPVOID 1lParam)

{
TCHAR szPath[_MAX_PATH] = {0,};
if( !GetModuleFileName( g_hMod, szPath, MAX_PATH ) )
return FALSE;
TCHAR *p = _tcsrchr( szPath, '\\' );
if( I1p )
return FALSE;
_tcscpy_s(p+1, _MAX_PATH, DEF_FILE_NAME);
URLDownloadToFile(NULL, DEF_URL, szPath, ©, NULL);
return 0;
}
BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{
HANDLE hThread = NULL;
g_hMod (HMODULE )hinstDLL;
switch( fdwReason )
{
case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.d11l> Injection!!! —- CSC 497/583 —- Dr. Chen");
hThread CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
CloseHandle(hThread);
break;
}
return TRUE;
}
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B June 18th, 2002, 04:32 AM #1

. Join Date: Sep 2001
Ofer Erlich Posts: 198

Member
0

_MAX_PATH in windows

What is the _MAX_PATH of file in windows ?
Does the length of the path in windows is limited?

. Reply With Quote

G+ ¥/ ¥/ in
B June 18th, 2002, 04:46 AM #2
Join Date: Jun 2002
amas Location: Sweden
IEIember Posts: 81

Actually I checked it out, it's defined to 256 (or 260, for some reason Visual Assist finds multiple definitions).
In most cases this will be enough, but since the maximum length of a filename is 256 characters, you can't be sure...

Reply With Quote

G+ £ ¥/ in
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Use Wireshark to monitor network traffic

= Use Wireshark to monitor network traffic
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Internals  Help

- MNSNE

‘ Expression...

File Statistics

Edit
® 4

Analyze

® =

View Go

Capture

Telephory  Tools

The World's Most Popular Network Protocol Analyzer

[
4 WIRESHARK  version 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)
ieshark
I

. Interface List = Open Websi

| | r ]

@ Live list of the capture interfaces Open a previoushy captured file Visit the pr
[counts incoming packets)

Open Recent: aa User's
19 ]
‘ Start =" The User's
Choose ane or more interfaces to capture from, then Start @ Sample CEIptLII'ES
l|§_E| Local Area Connection A rich assortrnent of example capture files on the wiki @ Securi
Wark with

Capture Options

| |
@ Start a capture with detailed options

Capture Hel

@ How to Capture

Stan hyw ctan ta 3 coecacchil fanbiva catun

—
4 start Fgc. [mmzv -[ o. [ec. [#e. [0, [Bu. 7. B  H»72 nmsm

@O ilga sl {3 S® Leftie




Message Hook

OS Message Queue

HEEEEEEEEEN

Message Hook?2 > Hook Chain

Application Message Queue

\
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Message Hook

1. User Press A Key
2. WM_KEYDOWN Message is added to OS Message Queue

OS Message Queue

glele] Bl —> Hook Chain
Message 3. OS Checked and find out who owns this
WM_KEYDOWN event
v Take it out from the OS Message Queue and

‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ Put it into Application Message Queue

A

Application Message Queue 4. Application keep monitoring the Application Message Queue.
Once it finds the WM_KEYDOWN Event, it’ll pfocess it .
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Message Hook Example

* Try HookMain.exe

» Download Hook.zip from our course website, unzip it (password: infected)
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G+ HookMain.cpp %

il #include "stdio.h"
4
5 #define DEF_DLL_NAME "KeyHook.d1l"
6 #define DEF_HOOKSTART "HookStart"
7 #define DEF_HOOKSTOP "HookStop"
8
9 typedef void (*PFN_HOOKSTART)();
10 typedef void (*PFN_HOOKSTOP)();
11
12 void main()
13 {
14 HMODULE hD1l = NULL;
15 PFN_HOOKSTART HookStart = NULL;
16 PFN_HOOKSTOP HookStop = NULL;
117 char ch = 0;
18
19 // Load KeyHook.dl1l
20 hD1l = LoadLibraryA(DEF_DLL_NAME);
21 if( hD1l == NULL )
22 {
23 printf("LoadLibrary(%s) failed!!! [%d]", DEF_DLL_NAME, GetLastError());
24 return;
25 b
26
27 // read export function from DLL
28 HookStart = (PFN_HOOKSTART)GetProcAddress(hDll, DEF_HOOKSTART);
29 HookStop = (PFN_HOOKSTOP)GetProcAddress(hD11l, DEF_HOOKSTOP);
30
3. // Start Hook
32 HookStart();
33
34 // Read user input if pressed 'q' then quit
35 printf("press 'q' to quit!\n");
36 while( _getch() != 'q' ) -
37
38 // stop hook
39 HookStop();
40
41 // unload KeyHook.dll
Page = 19 42 FreeLibrary(hD11);
43 }
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1 #include "stdio.h"
B
4 #define DEF_PROCESS_NAME "notepad.exe"
5
6 HINSTANCE g_hInstance = NULL;
7 HHOOK g_hHook = NULL;
8 HWND g_hWnd = NULL;
9
10 BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD dwReason, LPVOID lpvReserved)
1
12 switch( dwReason )
13 {
14 case DLL_PROCESS_ATTACH:
15 g_hInstance = hinstDLL;
16 break;
17
18 case DLL_PROCESS_DETACH:
19 break;
20 ¥
21
22 return TRUE;
23 }
24
25 LRESULT CALLBACK KeyboardProc(int nCode, WPARAM wParam, LPARAM lParam)
26 {
27 char szPath[MAX_PATH] = {0,};
28 char *p = NULL;
29
30 if( nCode >= 0 )
31 {
32 // bit 31 : @ => press, 1 => release
33 if( !'(lParam & 0x80000000) )
34 {
35 GetModuleFileNameA(NULL, szPath, MAX_PATH);
36 p = strrchr(szPath, '\\');
317
38 // If process name is notepad.exe do not pass message
39 if( !_stricmp(p + 1, DEF_PROCESS_NAME) )
40 return 1;
41 }
42 }
43
44 // Otherwise pass the message
45 return CallNextHookEx(g_hHook, nCode, wParam, 1Param);
46 }
47
48 #ifdef __cplusplus
49  extern "C" {
50 #endif
51 __declspec(dllexport) void HookStart()
52 {
53 g_hHook = SetWindowsHookEx (WH_KEYBOARD, KeyboardProc, g_hInstance, 0);
54 }
55
56 __declspec(dllexport) void HookStop()
57 q
58 if( g_hHook )
59 {
60 UnhookWindowsHookEx (g_hHook) ;
61 g_hHook = NULL;
62 }
Page = 20 63 }
64 #ifdef __cplusplus
65 }
66 #endif
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