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Portable Executable (PE) file

= A Portable Executable (PE) file is the standard binary file format for an
Executable (.exe) or DLL under Windows NT, Windows 95, and Win32.

» Derived from COFF (Common Object File Format) in UNIX platform, and it
IS not really “portable”.

Now here is the kicker. Even though this specification is
spelled out by Microsoft, compilers/linkers chose to ignore
Section Table some parts of it.

DOS MZ Header

To make things even worse, the Microsoft loader doesn't
enforce a good portion of this specification and instead
makes assumptions if things start getting weird.

So even though the spec outlined here says a particular
field is supposed to hold a certain value, the
compiler/linker or even a malicious actor could put
whatever they want in there and the program will
likely still run...
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Portable Executable (PE) file

= PE formatted files include:

— .exe, .scr (executable)

-

L

—
T

— .dll, .ocx, .cpl, drv (library)

— .8ys, .vxd (driver files)
— .obj (objective file)
= All PE formatted files can be executed, except obj file.
— .exe, .scr can be directly executed inside Shell (explorer.exe)
— others can be executed by other program/service

= PE refers to 32 bit executable file, or PE32. 64 bit executable file is
named as PE+ or PE32+. (Note that it is not PE64).
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PE Example — Notepad.exe

00000000 1 5A 90 00 03 00 00 00 04 00 60 00 FF FF 00 00 |ZE......... ..
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 F....... @uvvnn..
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +.oueeweneeenn...
00000030 00 00 00 0O 0O 00 00 00 00 00 00 00 E8 00 00 00 ............ ®...
00000040  OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 ..[..{.=!3.L=!Th

00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is.program.canno
00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t.be.run.in.DOS.
00000070 6D 6F 64 65 2E OD OD OA 24 00 00 00 00 00 00 00 mode....$.......
00000080 A5 6D 16 9B E1 0C 78 C8 E1 OC 78 C8 E1 0C 78 €8 RNm.¢R.xLR.xLr. xL
00000090 1B 2F 38 C8 EO@ 0C 78 C8 E1 0C 78 C8 EO oC 78 €8 ./8lky.xlr.xly.xL
0000OOA0 1B 2F 61 C8 F2 0C 78 C8 E1 OC 79 C8 23 0C 78 c8 ./alks.xlp.yly xL
00000OBO 76 2F 3D C8 EO@ OC 78 C8 3B 2F 64 C8 F2 0C 78 €8 v/=Lky.xL;/dls. xL
000000CO 1B 2F 45 C8 EO@ OC 78 C8 52 69 63 68 E1 0C 78 €8 ./Elky.xLRichr.xL
000000DO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +..ueeeeneeewn...

OO000OOEO 00 00 00 00 OO OO0 OO OO0 50 45 00 00 4C 01 03 00 ........ PE..L..
O00000FO OD 84 7D 3B 00 00 0O 00 00 00 0O 00 EO 00 OF 01  .a};........ (C N
00000100 OB 01 07 00 OO0 6E 00 OO OO0 A6 00 OO0 00 OO 00 0O ..... Neoo2ooa..
00000110 EO 6A 00 00 00 10 00 00 OGO 80 00 00 00 00 00 01 oJ...e.... Covvnn
00000120 00 10 00 OO0 00 02 00 OO0 05 00 01 00 05 00 01 00 ...
00000130 04 00 00 OO0 00 OO OO0 OO0 600 30 01 00 00 04 00 00 ......... O......
00000140 55 D8 01 00 02 00 GO 80 00 00 04 00 660 10 01 00 U+ ..... Covinnnnn
00000150 00 00 10 00 00 10 00 OO0 00 OO0 00 00 10 00 00 00 ....viieiiieennn
00000160 00 00 00 OO0 0O OO0 00 00 20 6D 00 OO C8 0O GO OO ......... m..L. ..

00000170 00 AO 0O 00 48 89 00 00 OO 00 OO OO OO 0O 00 00 .a..Hé..........
00000180 00 00 00 OO0 00 OO 00 OO0 00 OO0 00 OO0 00 00 60 00 ....viieiviieennn
00000190 40 13 00 00 1C 00 OO 00 OO0 00 OO 00 OO0 00 00 00 @...iveiveveeennn.
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Load PE file (Notepad.exe) into Memory
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Notepad.exe

Fil M
Offset e <Vl Offset

00000000 DOS header DOS header 01000000
DOS stub DOS stub 01000040

000000EQ NT header NT header 010000EO0
000001D8 Section header (.text) Section header (.text) 010001D8
00000200 Section header (.data) Section header (.data) 01000200

00000228 Section header (.rsrc) Section header (.rsrc) 01000228

Section (.text)

00000400

s00  Section (text) 01001000

7748

Section (.data) 1Bas

Section (.rsrc) 8314

00007C00
8o  Section (.data)

00008400

01009000
8400 gection (.rsrc)

00010800

0100B000

01014000




DOS Header

struct DOS_Header

/ﬁ P The first 2 letters are always the
short 1s ytes, ong 1s ytes " " . ey
char signature[2] = { 'M', 'Z' }; letters "MZ", the initials of Mark

SEIEE IO Zbikowski, who created the first linker
short nblocks; .
short nreloc; for DOS. To some people, the first few
short hdrsize; bytes in a file that determine the type
short minalloc; . " . "
short maxalloc; of file are called the "magic number,

void *ss; // 2 byte value
void *sp; // 2 byte value
short checksum;

void *ip; // 2 byte value
void *cs; // 2 byte value
short relocpos;

short noverlay;

short reservedl[4];

short oem id;

short oem info;

short reserved2[10];

long e lfanew; // Offset to the 'PE\0\0' signature relative to the beginning of the file
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DOS Header

long e lfanew;

long = 32 bit > ? Byte

Offset(h) 00 01 02 03 04 05 06 07 03 09 04 OB OC OD OE OF Decoded texXt

aooooooo I‘l I 5190 00 03 00 00 00 04 00 Ooo oo FF OFF OO OO0 f!'i e nne s ..
Qooooolio Bz OO0 OO0 OO0 OO0 OO0 00 o0 40 00 00 oo a0 oo oo oo [ @ .......
QOooooz0 00 00 o0 O0 o0 0o oo O0o0 oo oo oo oo CIC] 0 i e s annnnnnna
Qooooos0 o0 o0 o0 o0 o0 o0 oo oo oo o0 o0 o0 (B0 OO0 00 OO0 ™. e e e e e s e s s B

00 00 00
value for e_Ifanew = ?
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OO00H OE 00 B4 09 CD &1 BES 01 42 CD 21 .
000050 4 20 Vo Yz eF 6% Vi 6l 6D 20 63 61 GE '
0 62 65 20 V2 75 6E Z0 &9 6E Z0 44 4F
ajuinininis cF 64 65 ZE OD OD OLR 24 00 OO0 OO 00 oo
O000E0 g5 5B Al A3 E4 35 F2 A3 E4 35 F2d A E4
""""" i 2 A9 E4 35 FZ 6B EE 55 F:Z A9 E4 |

[ T -
[ I -
-
=
i
[-J
(ma )
(ma )

E4 35 F<d A8 E4 34 FZ 63 E4 |

Qogood 2 A9 E4 35 FZ 6B EE eh FZ BF E4
Qooaooca 4 A9 E4 35 Fz 52 69 63 65 A3 E4 35 F
Qo0o000Do0 OO0 00 OO0 00 00 OO oo Oo——= A

https://virtualconsoles. nline-emulators/dos/

C:\>notepad.exe

This program camot be run in DOS mode.

.e.. . I'..LI!'Th

iz\program canno

t bhe\run in DDOS5
mode .. ... 5. ...

i.[i/ &80 " a50 &80

ke : ARa5akello@as5n
k&ho=a850 a4acas5o
KEko@asokeEjos a50

Eoo@a50Rich A50
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https://virtualconsoles.com/online-emulators/dos/

NT Header

N
IMA NT HEADERS32 structure

12/04/2018 « 2 minutes to read

Represents the PE header format.

Syntax

@ qﬁCopy

typedef struct _IMAGE_NT_HEADERS {
DWORD Signature;
IMAGE_FILE_HEADER FileHeader;
IMAGE_OPTIONAL_HEADER32 OptionalHeader;

} IMAGE_NT_HEADERS32, *PIMAGE_NT_HEADERS32;

lha
Members

Signature

A 4-byte signature identifying the file as a PE image. The bytes a

T e~

FileHeader

An IMAGE FILE HEADER structure that specifies the file header.

OptionalHeader

An IMAGE OPTIONAL HEADER structure that specifies the optional file header.

https://docs.microsoft.com/en-
us/windows/desktop/api/winnt/
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NT Header

Gl

&) NOTEPAD.EXE |

offset (h) 00 01 Dz\é 04 05 06 07 03 09 04 OB OC 0OD OE OF _Depgoded text
QoOo000ED C3 EO g

QooooorFo o1 av A - T

00000100 73 00 e =D
00000110 10 00 00 00 02 00 OO |
00000120 00 00 00 00 00 00 0|
| 00000130 30 01 ¢ I S0, .. .. £
00000140 00 10 00 00 10 00 OO
00000150 00 00 00 00 00 00 0|
00000160 EO 00 RTINS L, .S
00000170 00 00 00 00 00 00 OO
00000180 13 00 00 1C 00 00 OO A -
00000190 ool 00 00 00 00 00 OO
00000140 15 00 00 40 00 00 OO A SR B
| 000001EO 10 00 00 48 03 00 OO S H. ..
0o0001co 00 00 00 00 00 00 OO
{  000001D0 78 oo 00 foeeuenns. text. ..
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Section Header

DOS MZ Header

code

on-Executable, read/writ

"2
source on-Executable, read
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Section Header

IMAGE_SECTION_HEADER structure

12/04/2018 « 4 minutes to read

Represents the image section header format.

Syntax

C++

pedef struct _IMAGE_SECTION_HEADER
BYTE Name[IMAGE_SIZEOF SHORT_NAME];
union {
DWORD P
DWORD
} Misc;

DWORD| F
DWORD
DWORD PointerTo
WORD NumberOfRelocations;

WQRD NumberOfLinenumbqgg;
DWORBLCharacteristics;

MAGE_SECTION_HEADER, *PIMAGE_SECTION_HEADER;

EBCopy




Section Header

Notepad.exe

M
Offset SR Offset

00000000 DOS header DOS header 01000000
00000040 DOS stub DOS stub 01000040

T h e tota I S ize Of th e 000000EO NT header 010000E0

. 000001D8 Sect.ion header (.text)

section when loaded into sl
memory, in bytes. . DN
The address of the first .

00007C00

byte of the section when ———
loaded jnto memory (RVA) ™

Section header (.text) 010001D8
Section header (.data) 01000200

Section header (.rsrc) 01000228

01001000

Section (text) p

01009000
Section (.data)  18as

0100B000

{

T 2 SiLt Of the SECtion 00010800
data on disk;\in bytes.

The’address of the first
te of the section on
disk.

Characteristics The characteristics of the
image.

https://docs.microsoft.com/en-
us/windows/desktop/api/winnt/ns-winnt-
Page 19 _image_section_header

Section (.rsrc) a4

01014000

»




Section Header

aooool1Dbo
oooo01ED
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Inspecting PE Header Information in Linux

import pefile
import sys

malware_file = sys.argv[1]
pe = pefile.PE(malware_file)
for section in pe.sections:
print "Name: %s VirtualSize: %s VirtualAddr: %s SizeofRawData: %s PointerToRawData: %s" %
(section.Name, hex(section.Misc VirtualSize), hex(section.VirtualAddress), section.SizeOfRawData, section.PointerToRawData)

root@localhost oython display sections.py) @99c01d5748b1bfd203fc1763e6612e8
Name: .text VirtualSize: 0x/7378 VirtualAddr: 0x1000 SizeofRawData: 29696 PointerToRawData: 1024
Name: .rdata VirtualSize: 0x261c VirtualAddr: 0x9000 SizeofRawData: 10240 PointerToRawData: 30720
Name: .data VirtualSize: 0Ox2cac VirtualAddr: Oxc000 SizeofRawData: 3584 PointerToRawData: 40960
Name: .rsrc VirtualSize: 0Ox1b4 VirtualAddr: OxfO00 SizeofRawData: 512 PointerToRawData: 44544
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g PE Header Information

“,'\. PExiesww - C:AWINDOWS\NOTEPAD. EXE
File Wiew Go  Help

Diata Description

1 NOTEPAD.EXE ” /ﬁﬁe
IMAGE_DOS_HEADER 00000108 2E 74 65 78 Mame

MS-D0S Stub Program goooo1De 74 00 00 00
=- IMAGE_MNT HEADERS 000001 ED 000077458 “irtual Size
Signature 000001 E4 00001000 RywWA
IMAGE _FILE _HEADE 000001 E3 00007300 Size of Raw Data
IMAGE _OPTIOMNAL aonooMEC 00000400 Painter to Raw Data
O00D01FO 00000000 Painter to Relocations
IMAGE_SECTION _HEAI 000001 F4 00000000 Paointer to Line Mumbers
IMAGE_SECTION_HEAI 0O001FS 0aoo Mumber of Relocations
= SECTION text oo Murnber of Line Mumbers
IMPORT Address Tat BOODOOZD  Characteristics
IMAGE _DEBUG DIR 00000020 IMAGE_SCM_CNT_CODE
IMAGE _LOAD CONF 20000000 IMAGE_SCM_MEM EXECUTE
IMAGE_DEBUG_TYF 40000000 IMAGE_SCH_MEM_READ
IMPORT Directary Ta
IMPORT Mame Tahle
IMPORT Hints/MNarme:
SECTION .data
= SECTION .rsrc
IMAGE_RESOURCE
IMAGE RESOURCE
IMAGE RESOURCE
IMAGE _RESOURCE
IMAGE_RESOURCE «
£ > £

Viewing IMAGE_SECTION_HEADER. .kext




Examining PE Section Table and Sections

= https://hub.docker.com/r/fremnux/pescanner/
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AT (Import Address Table)




IAT (Import Address Table)

= |et’s review the concept of DLL (Dynamic Link Library) again...
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Dynamic Linking

PPPPPPP



16-Bit DOS System

21. labl.c (~) - VIM (ssh)

[ #include <stdio.h> | import Library = Put binary code of stdio

#include <string.h>

library into the executable file
1 void hacked()

{
>---/* change YOURNAME to your name :) */
>---puts("Hacked by YOURNAME!!!!");

8 K

void return input(void)

---/* Please set the array size equal to-

- the last two digits of your student ID

- e.g. 0861339 --> array size should set to 39
---char array[39];--
---gets(array);
--fprintf("%ss\n", array),

{
>
> .-
> -
>
>
>
}

=
Q
-
=)

()

-~

---return input();
---return 0;




Static Linking

 Waste space

Program?2  Hard to maintain
Program2.obj

Lib.obj

Program1
Program1.obj Memory

Lib.ob \ Program?2

Program2.obj
Lib.obj

Program1

\ Program1.obj
Lib.obj

Page = 22




Dynamic Linking

Dynamic linking has the following

Q‘b) advantages:

1.Saves memory

/’ﬁ, 2.Saves disk space.
3.Upgrades to the DLL are easier.
4.Provides after-market support.
5.Supports multi language

Program?2 : : programs.

. LI b ObJ 6.Eases the creation of
Prog ram2 c Obj international versions
Program1

Program1.obj

\ Program?2 EEE’

Lib.dll Program?2.obj

Lib.obj
\ Program1 ()

Program1.obj
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Implicit Linking and IAT (Import Address Table)

otepad.exe CaffCreateFileW() NCal 0x(_)100110

OllyDbg - NOTEPAD.EXE - [LFLU - miain tnread, module Nu it oo
@ File Wiew Debug Plugins Options ‘Window Help

Bledx] »[i] ¥ JJﬂ £

= )]

L = - Heglsters (FPL
s -66-4 é}/ A\ JCNES14 ntdll

strcpull
FpdpenF i leMame = HOTEPAD. B188ASSE

1, ERX
1, HOTEFAD. &

N - - . FIRE
HHTEEED.- E UMICODE "&xt = 01 Froy nedlL
] b1 EIF 81867390 MOTEFR
1 HHTEFHD.- AE 1 SAE - - -
HOTEFAD. £ C 5 bit

‘bit
bt
‘bit
‘bit

F
A

S L ER
IE SHORT HOTEPAD 5
r1| i) E|:|I |:||||| IR0 EJE DS LT

AL
D

— i

S S = O

& HULL
u O

8 ] Err ERROR)
@ 46 (MO, H

EFL

]
=

-UMORM B
+I IHI IEM @

ilsHans

dater i L] reateF i Lell

LIy LU
0 PTR DS:
, OWORD PTR|SY

CreateFiLelll

1
- FAFOFFFF

1ACDS [kerne

\

u] = Aumn \ ASCII M

| & A4 Q09 \C 81 PCIS6 AR 28 °C CA 93 20 7C 48 QE 28 7C J.ulﬁﬂQ:Lﬁgi@“Ql =

5] T4 51 7L AA 1 7C 9C EE 88 7C 7D EE 88 7C ﬂ_ﬁu*ﬂU-ﬁEG G

5] 24 <|EC AR 28 7C 66 92 28 7PC 8F BA 208 7ClonGi oG FUCi Al el bt n

5] 24 |BC 26 83 FC 21 FE 98 YC FF 12 21 7C 28 FE 98 7C|~&aitmE!| #iii6mg] A

5] 44 <474 AL 88 FC 9C @9 93 YO 2F 4C 83 VYO CC F& 82 FC|tIFiE.S1-LA1[F+E! A

5] S4 <|E6 28 83 PC D3 IF 82 PC BS 92 28 7C 14 BA 88 7C|p SILFIHGCiTIG! a

5] B4 4|98 9C 88 FC AS B9 898 YC F2 4C 26 7C 00 86 b8 88| JEZ | FiELAl.... A

5] 74 4|88 FF AY FC C& 29 Al YC 22 B2 RZ2 ¥C A7 31 AG FC 882 Flii#]|ai2la) A

5] 24 |88 B8 88 88 SE 98 42 FE 28 99 42 FYE 90 86 41 FE . AEB" BB ¥3A" A

5] 24 <|C¥ 86 41 FE AB 47 42 FE 22 V8 42 FYE F& 9B 42 FE Héﬂ”%ﬁB""HB"-ﬁB" a

5] A4 <28 80 42 PE 9C Bl 42 FE| VB 1IF 42 7E 56 AF 42 PE| 1B"£EB"{YC =B A

5] B4 <23 98 42 PE FF 97 42 FE/C7 B2 42 FYE D2 98 41 7E|#4B” UB”|FC"rER” A

B16 Cd4 |36 9E 41 FE V& EE 42 YE 22 B2 42 ¥YE ¥F AF 41 FE|&6RA”VEB""RE" &=-[" A

B16 04 <97 7B 42 PE &9 90 41 7E 46 DE 41 7E A2 DA 42 PE|uiB” i¥A"F JA"q*B" A

B16 E4 |02 D1 42 FE C8 98 42 YE BC ES 42 FYE BE 96 42 FE|ywTB"“iB"¥ ZB"HIE" =

B1e F4 </5A CH 42 7E 34 AF 41 FE RE AE 42 YE 58 F7¥ 42 FE|{=B"4=A"%«B"P*E"

BIE ‘B4 < 40 B2 42 FE 9B 92 41 FE 49 92 42 FE 1S5 B4 42 VE LEB"¢EQ"IHB"SHB” L
Page Ciooioia slop R Ay SE PROAE 43 S of oF 43 TS0 o Do 49 oF O D SR DD

|.ﬁ. aI_l,lsmg MOTEPAD: 77 heurnistical procedures, 516 calls to known, 151 calls to guessed functions | I Pauzer




Implicit Linking and IAT (Import Address Table)

» Notepad.exe Call CreateFileW() > Call 0x01001104 - Call 0x7C810CD9
Call 0x01001104

l Look up
|AT Table

0x01001104 %
(o

When the application was first compiled, it was designed so that all API calls will
NOT use direct hardcoded addresses but rather work through a function
pointer.

CreateFileW() 0x7C810CD9

This was accomplished through the use of an import address table. This is a
table of function pointers filled in by the windows loader as the dlls are loaded.
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IAT (Import Address Table)

Why IAT?
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IAT (Import Address Table)

» Support different Windows Version (9X, 2K, XP, Vista, 7, 8, 10)

Call CreateFiIeW() --> Call 0x01001104

s
lLook up

XP |AT Table

CreatetileW() 010011

Windows 7

CreateFileW() 0x01001104
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IAT (Import Address Table)

= Support DLL Relocatior -
Ee;rlo:exe—

0000000 { A.D
ImageBase: 10000000 ’
3C000000

, 5. D
\
TRCIANGS  ImageBase: 10000000 ’

Page = 32




Look up IAT Table with PEview

%, PEwiew - C:\WINDOWS\NOTEPAD. EXE

"”000 Lahps s JMECIERE
) NOTEPAD EXE ~l[ " pFile
IMAGE_DOS_HEADER O00004ER

O00o0o04EC
DDDDD4F /

WMS-DOS Stub Program
= IMAGE_MT _HEADERS
Signature
IMAGE_FILE HEADER
IMAGE _OPTIOMAL HEADER
IMAGE_SECTION_HEADER .text
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc
= SECTION text
CIMPORT Address Table )
IMAGE DEEUG _DIRECTORY 3
IMAGE_LOAD CONFIG_DIRECTORY
IMAGE_DEBUG_TYPE_CODEWIEW
IMPORT Directory Table
IMPORT Marme Tahble
IMPORT Hints/Mames & DLL Mames
SECTION .data
= SECTION .rsrc
IMAGE_RESOURCE_DIRECTORY Ty
IMAGE _RESOURCE_DIRECTORY M:
IMAGE RESOURCE_DIRECTORY Ls
IMAGE_RESOURCE_DATA_EMTRY Qo0o0s40
IMAGE_RESOURCE_DIRECTORY S & || 00000544
£ \ > <

- 00020504
0Oa00s03
0poo0s0c
Joo00s10
(0000514
10000518
Io000s1C
J0000520
10000524
10000528
1000052C
ADO00530
oNO00534
000R0S38

A0007 DAC
00007 DB A
00007 o7 c
0000y Des
0000y DSE
00007 DA
00007 DeO
00007 DeC
00007 DCA
00007 DDeE
00007 DEC
00007 DFE
OoooyE10
Oooo07E1C
0000y EZE
00007 E3A
0000y ESD
00007 ESC
0000y ekl
0000y EZ 2
O0007EVE
00007 ESE

Description
Hint/Marme WA,
Hint/Mame RYWA
Hint/Marme RYWA
Hint/Marme RYWA
Hint/Marme RYWA
Hint/Marme WA,
Hint/Mame RYWA
Hint/Mame R4
Hint/Marme RYWA
Hint/Marme RYWA
Hint/Mame WA,
Hint/Marme RWA,
Hint/Mame RYWA
Hint/Marme RYWA
Hint/Marme RYWA
Hint/Marme RYWA
Hint/Marme WA,
Hint/Mame RYWA
Hint/Mame RYWA
Hint/Marme RYWA
Hint/Marme RYWA
Hint/Marme WA,
Hint/Marme RWA,

0031 CloseHanyle
0363 Istropy
02A5 ReadFile
0052 CreateFileWy
O3B0 Istrecmpiv?y

| >

013C GetCurrentPrbcessld

01958 GetProcAddrgss
0104 GetCommangli
0344 |stroatyy
00CC FindCloge
0003 FindFirstRleyy

0159 GetFiledttributes\

VWiewing IMPORT Address Table

Page *
14 Start

| g wRSo.. | fE6win..

- [ readme...

CEBHD-[...

-k, PEwigw ...

r

CllvDbag. ..

L
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Import Directory Table

» The Import Directory Table contains entries for every DLL which is loaded
by the executable. Each entry contains, among other, Import Lookup
Table (ILT) and Import Address Table (IAT)

i, PEview - C:\WINDOWS\NOTEPAD. EXE
File WYiew Go Help

QOO (M HH | ===

1 NOTEPAD.EXE » pFile Data Description Yalue s
IMAGE_DOS_HEADER 0000BAS0 00007 CYE  MName RWA msvcrt.dll
W3-DOS Stub Program 00006AG4 0000M2EC  Import Address Table RWA
=- IMAGE_MNT_HEADERS 00006AE65 00007BCC  Import Mame Table RWA
Signature O000BARC 00000000 Time Date Stamp
IMAGE_FILE_HEADER 0000BA70 00000000 Forwarder Chain
IMAGE_OPTIONAL_HEADER QUO0EAT 4 jDEID?DDB Marne RYA
IMAGE_SECTION_HEADER .text ooo 0001000 Irnport Address Table RWA
IMAGE_SECTION_HEADER .data 0000BAT C 00007758 Impaort Name Table RWA
IMAGE_SECTION_HEADER .rsrc 00006A30 00000000 Time Date Stamp
=- SECTION .text 00006454 00000000 Forwarder Chain
IMPORT Address Table 00006455 000030EC Name RWA KERNEL3Z2.dll
IMAGE_DEBUG_DIRECTORY 0000BASC 00001058C Import Address Table RWA

IMAGE _LOAD COMNFIG_DIRECTORY Q000EAS0 O0007EF4  Import Mame Table RWA,
E_DEBUG TYPE _CODEWIEW Q000EAS4 00000000 Time Date Stamp
0000BAS3 00000000 Forwarder Chain

0000BASC O000325E  Mame RWA GDI32.dll
IMPORT Hints/MNames & DLL Mames 0000EAAD 00001028 Import Address Table RWA,
SECTION .data O0006AA4 00007354 Impaort Name Table RWA
=- SECTION .rsrc 0000BAAS 00000000 Time Date Stamp
IMAGE_RESOURCE_DIRECTORY Ty O000BAAC 00000000 Forwarder Chain
IMAGE_RESOURCE_DIRECTORY M: O0ooEABO 0000873C  Mame RvA USER32 I

IMAGE_RESOURCE_DIRECTORY Ls Oo00BEAG4 00001185 Import Address Table RWA

IMAGE_RESOURCE_DATA_ENTRY 0000BABS 00000000

IMAGE_RESOURCE_DIRECTORY _S & ||| 0000BABC 00000000 v
< 4 < 4

Page = 34 Viewing IMPORT Directory Table
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Inspecting file imports with pefile library

import pefile
import sys

malware file = sys.argv[1]
pe = pefile.PE(malware file)
ki cistaitsEREn e DI RIE ET0 RYE E NI ROE I R ORI
for entry in pe.DIRECTORY ENTRY_ IMPORT:
print("%s" % entry.dll)

for imp in entry.imports:
if imp.name != None:
print ("\t %s \t %s" % (hex(imp.address), imp.name))
else:
print ("\tord(%s)" % (str(imp.ordinal)))
printg"\n"§




root@localhos python &aum imports.py ‘mvhack.dll
KERNEL32#G1L1
0x1000c000 GetModuleFd leNameW
0x1000c004 OutputDebugSteringw
0x1000c008 CloseHandle
0x1000c006c CreateThread
0x1000c010 WriteConsoleW

0x1000c014 CreateFileW

0x1000c018 UnhandledExceptionFiltex
0x1000c01c SetUnhandledExceptionFilter
0x1000c020 GetCurrentProcess
0x1000c024 TerminateProcess
0x1000c028 IsProcessorFeaturePresent
0x1000c02c QueryPerformanceCounter
0x1000c030 GetCurrentProcessId
0x1000c034 GetCurrentThreadId
0x1000c038 GetSystemTimeAsFileTime
0x1000c03c InitializeSListHead
0x1000c040 IsDebuggerPresent
0x1000c044 GetStartupInfoW
0x1000c048 GetModuleHandleW
0x1000c04c InterlockedFlushSList
0x1000c050 RtlUnwind

0x1000c054 GetlLastError

0x1000c058 SetlLastError

0x1000c05¢ EnterCriticalSection
0x1000c060 LeaveCriticalSection
0x1000c064 DeleteCriticalSection
0x1000c068 InitializeCriticalSectionAndSpinCount
0x1000c06¢ TlsAlloc

0x1000c070 TlsGetValue

0x1000c074 TlsSetValue

0x1000c078 TlsFree

0x1000c07c FreelLibrary

0x1000c080 GetProcAddress
0x1000c084 LoadLibraryExW
0x1000c088 RaiseException
0x1000c08c ExitProcess

0x1000c090 GetModuleHandleExW
0x1000c094 HeapAlloc

0x1000c098 HeapFree

0x1000c09c FindClose

0x1000c0a0 FindFirstFileExwW
0x1000c0a4 FindNextFileW
0x1000c0a8 IsValidCodePage
0x1000c0ac GetACP

0x1000c6bO GetOEMCP

0x1000c0b4 GetCPInfo

0x1000c0b8 GetCommandLineA
0x1000cObc GetCommandLineW
0x1000c0cO MultiByteToWideChar
0x1000c0c4 WideCharToMultiByte
0x1000c0c8 GetEnvironmentStringsW
0x1000cOcc FreeEnvironmentStringsW
0x1000c0dO GetStdHandle

0x1000c0d4 GetFileType

0x1000c0d8 LCMapStringW

0x1000c0dc GetProcessHeap
0x1000c0e0 GetStringTypeW
0x1000c0e4 HeapSize

0x1000c0e8 HeapReAlloc

0x1000c0ec SetStdHandle

0x1000c0f0 FlushFileBuffers
0%1000c0f4 WriteFile

0x16Q0cOT8 GetConsoleCP

0x1000tafc GetConsoleMode
0x1000c106 i {

0x1000c104
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urlmon.dll
0x1000c10c URLDownloadToFileW




Export Address Table (EAT)

» The EAT works in the same way as the IAT, apart from the library will be
functions to the image executable, in which the program will

expo

import into the IAT.

i PEview - C:\WINDOWS\Wmmreg32. dil

File View Go Help
P O00Q MM ¥
= vmmreg32.dil
IMAGE_DOS_HEADER
MS-DOS Stub Program
= IMAGE_NT_HEADERS
Signature
IMAGE_FILE_HEADER
IMAGE_OPTIOMAL_HEADER
IMAGE_SECTION_HEADER .text
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc
IMAGE_SECTION_HEADER .reloc
BOUMD IMPORT Directory Table
BOUND IMPORT DLL Mames
=- SECTION .text
IMPORT Address Table
IMAGE_DEBUG_DIRECTORY
IMAGE_DEBUG_TYPE_CODEVIEW
IMPORT Directory Table
IMPORT Mame Table
IMPORT Hints/Marnes & DLL Marmes

EXPORT Ordinal Table
EXFPORT Mames
SECTION .data
#- SECTIOM rsrc
& SECTION reloc

iy
LE]
B

. 00003FD4

pFile
DO0003FB8
00003FaC
00003FS0
D0003FS94
00003FS5
00003F9C
00003FAQ
00003F A4
00003FAS
00003FAC
00003FEO
00003FE4
00003F B8
00003FBC
00003FCO
00003FC4
00003FCa
00003FCC
00003FDO

Data
00003060
00003034

00001BDF
00001CER
00001E6S
O0001F1E
0000265E
00002701

000025c1

00002688
00003coe
00003044,
00003E38
00003FAD
0000435C
00004289
00002A9E
00004874
000047 DF
000027EC

Description
Function RWA
Function RWA
Function RywA
Function RvA
Function RyA
Function RwA,
Function RWA
Function R4
Function R4
Function Ry
Function Ry
Function Ry
Function R

Function RywA
Function RwA
Function RyA
Function RwA,
Function RWA
Function R%WA

YWhiMRegClosekey
YiMRegCreatekey
YhiMRegDeletekey
WMRegDeletet/alue
WiMRegEnumkey
YWMRegEnumyalue
WiIMRegFlushiKey
WhiMRegloadkey
YWMRegMapPredeflkeyToFile2
WiiMReghMapPredeflkKeyToFile
WMMRegMapPredeflkeyTokey
WiMMRegOpenkey
WiiMRegQuerylnfolkdey
WiMMRegQueryMultiplevalues
YWiiMRegQueryalue
WMRegQueryWalueEx
WhiMRegSavekey
YWiMRegSetvalue
YiMRegSetValueEx
WhihRegUnLoadke




Real-world Case Study

PPPPPPP



116d6b0e2c77da2776a88dd88c7cfc672
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16d6b0e2c77da2776a88dd88c7cfc672

root@li254-249 python enum exports.py 1l6d6b0e2c77da2776a88dd88c7cfc672

0x100011e0 CreateDatabaseQueryObject 1
0x100011e0 DatalImporterMain 2
0x100011e0 ElashboxMain 3

0x100010d0 KugouMain 4
~—— —

KuGou

From Wikipedia, the free encyclopedia

KuGou (Chinese: 385 ) is a Chinese music streaming and download service established in 2004 and owned by Tencent
Music.['[2] It is the largest music streaming service in the world, with more than 450 million monthly active users.[?l KuGou is
the largest online music service in China, with a market share of 28%.[' It has more than 800 million users.['! A merger
between China Music Corporation and Tencent's QQ Music was announced on July 15, 2016.I'I3] The services are
expected to continue being offered separately.['! Together with Kuwo, another online music service also owned by Tencent
Music and the third largest one in China,m KuGou holds a music award ceremony, the KU Music Asian Music Awards, 4!
also known as Cool Music Asia Festival Award.%]
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1.nabedefzqn 500 (July 15, 2016). "Tencent to merge QQ Music service with China Music Corp to create streaming giant" &.
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2. A2b jubb, Nathan (October 19, 2016). "The Future of Music Streaming Lies in China's Small Cities"&’. Sixth Tone. Retrieved
October 27, 2016.

3. A Millward, Steven (July 15, 2016). "In China, 'Spotify' is free"&. Tech In Asia. Retrieved August 20, 2016.

KuGou
[ 4 //-\\ N |
‘ ! = ! -
Developer(s) Tencent Music
Initial release 2004; 15 years ago

Operating system Android, iOS, Web,

Windows
Type Music streaming
Website www.kugou.com g7

4. A Kim Dong-Joo (March 31, 2016). "Kang Ta & SHINee garner awards at 'KU MUSIC ASIAN MUSIC AWARDS'"&. sg.style.yahoo.com. Retrieved August 20, 2016.
5. A"FTISLAND Wins "Asia's Popular Band" Award at Cool Music Asia Festival Award"&. Soompi. April 23, 2015. Retrieved August 20, 2016.

External links [edit]

o Official website (in Chinese)



16d6b0e2c77da2776a88dd88c7cfc672

root@li254-249 python enum exports.py 16d6b0e2c77da2776a88dd88c7cfc672
0x100011e0 CreateDatabaseQueryObject 1
0x100011e0 DataImporterMain 2
0x100011e0 FlashboxMain 3
0x100010d0 KugouMain 4

Dump of assembler code for function kugou!FlashboxMain:
0x100011e0 <+0>: xor eax, eax
0x100011le2 <+2>: ret
0x100011e3 <+3>: nop
0x100011ed4 <+4>: nop
0x100011e5 <+5>: nop
0x100011le6 <+6>: nop
0x100011e7 <+7>: nop
0x100011e8 <+8>: nop
0x100011e9 <+9>: nop
0x10001lea <+10>: nop
0x100011leb <+11>: nop
0x10001lec <+12>: nop
0x100011led <+13>: nop
0x10001lee <+14>: nop
0x10001lef <+15>: nop




16d6b0e2c77da2776a88dd88c7cfc672

Incident Response

® Risk Assessment

Remote Access Uses network protocols on unusual ports

Network Behavior Contacts 2 domains and 2 hosts. View the network section for more details.

= hitps://www.hybrid-
analysis.com/sample/037203d274cb66bad34559c0f426e9e1bf91a048155
240581f4aa554be17925c?environmentld=100
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Ofdee3fb1cdbec397ff3cdbaac39d80c




“
rgot@li254-249
(x10002628
0x10002634
0x10002640
0x1000264c
0x10002658
0x10002664
0x10002670
0x1000267c¢
0x10002688
0x10002694
0x1000271f
0x1000272b
0x10002737
0x10002743
0x10003091
0x1000309d
0x100030a9
0x100030b5
0x100030cl
0x100030cd
0x100030d9
0x100030e5
0x100030f1
0x100030fd
0x10003109
0x10003115
0x10003121
0x1000312d
0x10003139
0x10003145
0x10003151
0x1000315d
0x10003169
0x10003175
0x10003181
0x100023cf
0x100023db
0x1001d040
0x100023f3
0x100023ff
0x100025f3
0x100023b7
0x10002604
0x10002628
Dx100023c3
0x10002610
0x100023cf
)x100023db
)x100023e7
Ix100023f3
Ix100023ff
0x100025f3
0x100023b7
0x10002604
0x100023c3
0x10002610
0x1000261c
€x10002634
0%10002640

python enum exports.py 0fd6e3fblcd5ec397ff3cdbaac39d80c

AheadlLib LpkPresent 36

AheadlLib ScriptApplyDigitSubstitution 37
AheadlLib ScriptApplyLogicalWidth 38
AheadlLib ScriptBreak 39

AheadlLib ScriptCPtoX 40

AheadlLib ScriptCacheGetHeight 41

AheadlLib ScriptFreeCache 42
AhgadLib ScriptGetCMap 43
AheadlLib ScriptGetFontProperties 44
AheadLib ScriptGetGlyphABCWidth 45
AheadlLib ScriptGetLogicalWidths 46
AheadLib ScriptGetProperties 47
AheadLib ScriptIsComplex 48
AheadLib ScriptItemize 49
AheadlLib ScriptJustify 50

AheaflLib ScriptlLayout 51

AheallLib ScriptPlace 52

AheaLib ScriptRecordDigitSubstitution
AheadLib ScriptShape 54

AhezdLib ScriptStringAnalyse 55
AhegdLib_ScriptStringCPtoX 56
AheadLib ScriptStringFree 57
AheadLib ScriptStringGetLogicalWidths 58
AhegdLib ScriptStringGetOrder 59

AheadLib ScriptStringOut 60
AhezdLib ScriptStringValidate 61
AheadLib ScriptStringXtoCP 62
AheadLib ScriptString pLogAttr 63
AhgadlLib ScriptString pSize 64
AheadlLib ScriptString pcOutChars 65
AheadlLib ScriptTextOut 66
AheadlLib ScriptXtoCP 67

AheadLib UspAllocCache 68
AheadLib UspAllocTemp 69

AhéadLib UspFreeMem 70
LpkDllInitialize 311

LpkDrawTextEx 411

LpkEditControl 71

LpkExtTextOut 611
LpkGetCharacterPlacement 711
LpkGetTextExtentExPoint 811

LpkInitialize 111
LpkPSMTextOut 911

LpkPresent 1

LpkTabbedTextOut 211
LpkUseGDIWidthCache 1011

MemCode LpkDllInitialize 72

MenCode LpkDrawTextEx 73

MeniCode LpkEditControl 74

MeniCode LpkExtTextOut 75

MenCode LpkGetCharacterPlacement 76
M¢mCode LpkGetTextExtentExPoint 77

MemCode LpkInitialize 78

MemCode LpkPSMTextOut 79

MemCode LpkTabbedTextOut 80
MemCode LpkUseGDIWidthCache 81
MemCode ftsWordBreak 82
ScriptApplyDigitSubstitution 2
ScriptApplyLogicalWidth 3

53

disas ScriptBreak
Dump of assembler code for function drc!ScriptBreak:
0x1000264c <+0>: push  0x1001d804
0x10002651 <+5>: call 0x1000233d
0x10002656 <+10>: jmp eax
End of assembler dump.

disas LpkPresent
Dump of assembler code for function drc!LpkPresent:
0x10002628 <+0>: push  0x1001d7c0O
0x1000262d <+5>: call 0x1000233d
0x10002632 <+10>: jmp eax
End of assembler dump.




ca764e4e6db461781d080034aab85aff
&
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root@li254-249
0x10004f00
0x10004f10
0x10004120
0x10004130
0x10004f40
0x10004150
0x10004160
0x10004170
0x10004180
0x10004190
0x10004fa0d
0x10004fb0O
0x10004fcO
0x10004fd0o
0x10004fe0d
0x10004ff0O
0x10005000
0x10005010
0x10005020
0x10005030
0x10005040
0x10005050
0x10005060
0x10005070
0x10005080
0x10005090
0x100050a0
0x100050b0
0x100050c0
0x100050d0
0x100050e0
0x100050f0
0x10005100
0x10005110
0x10004ef0
0x10004e50
0x10004e60
0x1000e92c
0x10004e80
0x10004€90
0x10004ea0
0x10004e30
0x10004ecO
0x10004ef0O
0x10004e40
0x10004ed0
0x10004e50
0x10004e60
0x10004e70
0x10004e80
0x10004€90
0x10004ea0d
0x10004e30
0x10004ecO
0x10004e40
0x10004ed0
0x10004ee0
0x10004f00
Ox10004f10

python enum exports.py 6a764e4e6db461781d080034aab85aff

AheadlLib ScriptApplyDigitSubstitution 36
AheadlLib ScriptApplyLogicalWidth 37
AheadlLib ScriptBreak 38

AheadlLib ScriptCPtoX 39

AheadlLib ScriptCacheGetHeight 40
AheadlLib ScriptFreeCache 41
AheadlLib ScriptGetCMap 42
AheadlLib ScriptGetFontProperties 43
AheadlLib ScriptGetGlyphABCWidth 44
AheadlLib ScriptGetLogicalWidths 45
AheadlLib ScriptGetProperties 46
AheadlLib ScriptIsComplex 'y
AheadlLib ScriptItemize 48
AheadlLib ScriptJustify 49
AheadLib ScriptLayout 50

AheadlLib ScriptPlace 51

AheadLib ScriptRecordDigitSubstitution
AheadlLib ScriptShape 53

AheadLib ScriptStringAnalyse 54
AheadlLib ScriptStringCPtoX 55
AheadlLib ScriptStringFree 56
AheadlLib ScriptStringGetLogicalWidths 57
AheadlLib ScriptStringGetOrder 58
AheadlLib ScriptStringOut 59
AheadlLib ScriptStringValidate 60
AheadlLib ScriptStringXtoCP 61
AheadlLib ScriptString pLogAttr 62
AheadlLib ScriptString pSize 63
AheadlLib ScriptString pcOutChars 64
AheadlLib ScriptTextOut 65
AheadlLib ScriptXtoCP 66

AheadlLib UspAllocCache 67
AheadlLib UspAllocTemp 68

AheadlLib UspFreeMem 69

AheadlLib mmLpkPresent 70
LpkDllInitialize 311

LpkDrawTextEx 411

LpkEditControl 71

LpkExtTextOut 611
LpkGetCharacterPlacement 711
LpkGetTextExtentExPoint 811
LpkInitialize 111

LpkPSMTextOut 911

LpkPresent 1

LpkTabbedTextOut 211
LpkUseGDIWidthCache 1011

MemCode LpkDllInitialize 72

MemCode LpkDrawTextEx 73

MemCode LpkEditControl 74

MemCode LpkExtTextOut 75

MemCode LpkGetCharacterPlacement 76
MemCode LpkGetTextExtentExPoint 77
MemCode LpkInitialize 78

MemCode LpkPSMTextOut 79

MemCode LpkTabbedTextOut 80

MemCode LpkUseGDIWidthCache 81

MemCode ftsWordBreak 82
ScriptApplyDigitSubstitution 2
ScriptApplyLoaicalwWidth 3

52

root@li254-249
0x10001100
0x10001120
0x10001140
0x10001160
0x10001180
0x100011a0
0x100011cO
0x100011e0
0x10001200
0x10001220
0x10001240
0x10001260
0x10001280
0x100012a0
0x100012c0O
0x100012e0
0x10001300
0x10001320
0x10001340
0x10001360
0x10001380
0x100013a0
0x100013c0O
0x100013e0
0x10001400
0x10001420
0x10001440
0x10001460
0x10001480
0x100014a0
0x100014c0
0x100014e0
0x10001890
0x10001500
0x10001520
0x10001540

python enum exports.py cc3c6c77e118a83ca0513c25¢c208832c¢

LpkPresent 1

ScriptApplyDigitSubstitution

ScriptApplyLogicalWidth
ScriptBreak 4
ScriptCPtoX 5

ScriptCacheGetHeight 6
ScriptFreeCache 7
ScriptGetCMap 8
ScriptGetFontProperties
ScriptGetGlyphABCWidth
ScriptGetLogicalWidths
ScriptGetProperties 12
ScriptIsComplex 13
ScriptItemize 14
ScriptJustify 15
ScriptLayout 16
ScriptPlace 17
ScriptRecordDigitSubstitution
ScriptShape 19
ScriptStringAnalyse 20
ScriptStringCPtoX 21
ScriptStringFree 22
ScriptStringGetLogicalWidths
ScriptStringGetOrder 24
ScriptStringOut 25
ScriptStringValidate 26
ScriptStringXtoCP 27
ScriptString pLogAttr 28
ScriptString pSize 29

ScriptString pcOutChars

ScriptTextOut 31
ScriptXtoCP 32
ServiceMain 36
UspAllocCache 33
UspAllocTemp 34
UspFreeMem 35

P
3

10
11

18

23

30




e0bed0b33e7b6183f654f0944b60/618




e0bed0b33e7b6183f654f0944b607618

root@li254-249 python enum exports.py e0Obed0b33e7b61831f654f0944b607618
0x100165f0 LsaApCallPackage 1
0x10016610 LsaApCallPackagePassthrough
©¥x10016600 LsaApCallPackageUntrusted
0x100165e0 LsaApInitializePackage

0x10016620 LsaApLogonTerminated 5
0x10016470 LsaApLogonUserEx2 6
0x10016560 SpInitialize 7
0x100165d0 SpInstancelnit
0x10016570 SpLsaModeInitialize
0x100165cE SpUse:ModeInitialize

8
9
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db8199eeb2d75e789df72cd8852a9fbb

root@ti254-249 python enum exports.py db8199eeb2d75e789df72cd8852a9fhb

0x10006707 ?Start@@YGKPAX@Z 1
0x10006707 MakeCache

vi

~f twoex\porﬁunctioi share the same address, im

\
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1c1131112db91382b9d8b46115045097

root@li254-249 python enum exports.py 1c1131112db91382b9d8b46115045097
0x100014a0 AfxGetHttpRaquestMgr 3
0x100014b0O AfxGetHttpRequastMgr 4
0x10001490 InitInstance P
0x10001490 MessagelLoop 1
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= Create your own anti-malware system based on heuristic analysis.

= Check course website
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EAT (Export Address Table)

= Similar to IAT, EAT data is stored in IMAGE_EXPORT_ DIRECTORY

» EAT contains an RVA that points to an array of pointers to (RVAs of) the
functions in the module.
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Inspecting file export with pefile library

import pefile
import sys

malware_file = sys.argv[1]
pe = pefile.PE(malware_file)
if hasattr(pe, 'DIRECTORY_ENTRY_EXPORT"):
for exp in pe.DIRECTORY_ENTRY_EXPORT.symbols:
print "%s'" % exp.name

D 00 ~N OO U B W N =
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Exploring Dynamically Linked Functions with Dependency Walker

Notepad.exe Process

E =

“ Dependency Walker - [myhack. dll]
B File Edit View Options Profile  ‘Window Help - g x text
= = R R W o TGN BEHO K .data
- [ MYHACK.DLL | PI Ordinal ™~ Hink: Function Entry Point rsrc
+- [] KERMEL3Z.DLL BT |nya 116 (0x0074) | URLDawnloadToFilew Mat Bound :
= [ URLMOMN.DLL
+- [] MSYCRT.DLL
8| NTOLL.DLL
+- [ OLE3Z.DLL kernel32.dll
+-- [ OLEAUT3Z.DLL
+ O] RPCRT4.DLL user32.dll
= [ SHLWAPLDLL E Ordinal Hint Function Entry Point ~ gd|32d||
5| ADVAPIZZ.DLL 100 (00064 ) | Ni& [T 0x0009A681
&) GDIZz.OLL 101 (0x0065) | Mja MiA 0x00029102 shell32.dll
+- ®] KERMEL32.DLL 102 (0x0066) | NfA MA Ox0006EF11 ;
&] MSVCRT.OLL 103 (0x0067) | NfA M A 0x00040695 advapi32.dll
A| USER32.DLL v 104 {(0x0068) | N/A A 0%00040C0C
ntdll32.dll
< 3 105 (0x0069) | MjA (1 0x00040B45 | o
-~ | Module File Time Stamp | Link Time Stamp | File Size I ALty | Link Checksum Real Checksum l CPU l Subsystem | ST A
M| IESHIMS,.DLL Error opening file, Thi = cannot find the file specified (]
WER.DLL Error opening File, Th m cannok find the File specified {2,
MPR..DLL 04/14/2008 3:00a | 04/13/2008 4:10p 59,904 | A 0x00013C87 0x00013C87 *86 Console Y
ADYAPISZ.DLL 04/2212013 12:37a | 04/22/2013 1:37a 615,496 | & Ox000A48FS 0x000A48F3 x36 Consale Y
GDI32.0LL 10/09/2013 4:12a | 10/09/2013 S:1Za 287,744 | A 0x00052131 0x00052131 *56 Console Y
IERTUTIL.DLL 10/12/2013 10:24p | 10/12/2013 11:24p | 2,006,016 | A 0x001EBAZ4 0x001EBAZ4 *86 GUI Y
KERMEL3Z.DLL | 03/12/2014 Z:48a | 03/12/2014 Z:48a 99 0] A 0x000F63D5 0x000F63D5 *G6 Console Y
MSYCRT.DLL 10/29/2008 12:48a | 10§29/2008 1:48a 343,040 | A 0x000605CC Ox000605CC *86 GUI Y
MYHACK,DLL 01/23/2019 9:49p [ 01/23/2019 9:48p 75,264 | A Ox00000000 Ox00014F14 x36 Gl L
MTOLL.DLL 12/09/2010 6:15a | 12/09/2010 7:15a 715,336 | A 0x000B9EEG 0x000B9EES *56 Console Y
OLE32.DLL 08/05/2013 4:30a | 08/05/2013 S:30a| 1,289,723 | A 0x001435585 0x001453585 *86 Console Yy ¥
< >

|Warning: At least one delay-load dependency module was not found.

For Help, press F1
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Common DLLs

DLL
Kernel32.dll

Advapi32.dll
User32.dll

Gdi32.dll
Ntdll.dll

WSock32.dll and
Ws2 32.dll

Wininet.dll

Page = 57

Description

This is a very common DLL that contains core functionality, such as access
and manipulation of memory, files, and hardware.

This DLL provides access to advanced core Windows components such
as the Service Manager and Registry.

This DLL contains all the user-interface components, such as buttons, scroll
bars, and components for controlling and responding to user actions.

This DLL contains functions for displaying and manipulating graphics.

This DLL is the interface to the Windows kernel. Executables generally do
not import this file directly, although it is always imported indirectly by
Kernel32.dll. If an executable imports this file, it means that the author
intended to use functionality not normally available to Windows pro-
grams. Some tasks, such as hiding functionality or manipulating pro-
cesses, will use this interface.

These are networking DLLs. A program that accesses either of these most
likely connects to a network or performs network-related tasks.

This DLL contains higher-level networking functions that implement
protocols such as FTP, HTTP, and NTP.

text
.data
.rsrc

kernel32.dll
user32.dll
gdi32.dll
shell32.dll
advapi3d2.dll
ntdlI32.dlI




Exploring Dynamically Linked Functions with Dependency Walker

B4 o myhack.cpp > No Selection

#include "windows.h"
#include "tchar.h"

* Dependency Walker - [myhack. dll]

B File Edit Yiew Options Profile  ‘Window Help

= o — — #pragma comment(lib, "urlmon.lib")

FH BR = HWE Sy i=R=11i :

= ] MYHACK.DLL e
=l

= L R . ==

! Ordinal ! #define DEF_URL (L"http://www.naver.com/index.html")

#pragma comment is a compiler directive which indicates Visual C++ to leave a comment in the
generated object file. The comment can then be read by the linker when it processes object files.

#pragma comment(lib, libname) tells the linker to add the 'libname’ library to the list of library
dependencies, as if you had added it in the project properties at Linker->Input->Additional

dependencies
|
I See #pragma comment on MSDN
:'_“_\y YWEH, LILL Lo DSy TS TS S USSR LS TS SRS = _LUSUNY_Q\NPTL _FIAA_FAIN UL 1 AL _IVArIL —
281 | MPR.DLL 04/14/2008 3:00a | 04/13/2008 4:10p 59,904
O] | ADYAPI3Z.DLL | 04/22/2013 120372 | 04/22/2013 1:37a | 618,496 URLDownloadToFile(NULL, DEF_URL, szPath, @, NULL);
0 | ab1zz.0LL 10/09/2013 4:12a | 10/09/2013 S:12a| 287,744
T |IERTUTIL.DLL | 10/12/2013 10:24p | 10/12/2013 11:24p | 2,006,016 return 0;
] |kERMEL32.DLL |03/12/2014 2:43a | 03/12/2014 2:48a 993&60 }
] |MSvCRT.DLL | 10/29/2008 12:48a | 10/29/2008 1:48a| 343,040
O |MvHACK.DLL | 0/23/2019 9:49p | 01/23/2015 9id8p| 75,264 BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
O |NTOLL.DLL 12/09/2010 &:15a | 12/09/2010 7:15a| 718,336 y
B OLE32.0LL 03/05/2013 <:30a | 08/05/2013 S5:30a| 1,289,728
< HANDLE hThread = NULL;

|Warnlng: At least one delay-load dependency module was not found. g_hMod = (HMODULE)hinstDLL;
Far Help, press F1

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.dll> Injection!!! —-— CSC 497/583 —- Dr. Chen");
hThread = CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
CloseHandle(hThread);
break;

}

Page = 58
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