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CSC 437/583 Advanced Topics in Computer Security

Modern Malware Analysis
Static Analysis, PE Format

Si Chen (schen@wcupa.edu)
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Course Outline

= Static Analysis

— Cryptographic Hash

— Anti-Virus Scanning

— Strings

— PE file

— Packer and Cryptor
» PE Format
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Static Analysis




Fingerprinting the Malware -- Cryptographic Hash
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Fingerprinting the Malware

» Fingerprinting involves generating the cryptographic hash values for the
suspect binary based on its file content.

= Same cryptographic hashing algorithms:

— MD5
— SHA1
— SHA256

* Why not just use the file name?

— Ineffective, same malware sample can use different filenames, cryptographic
hash is calculated based on the file content.

» File hash is frequently used as an indicator to share with other security
researchers to help them identify the sample.

West
Chester
U.n.fwr:ity
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Tools and Python code
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import hashlib
import sys

filename = sys.argv[1l]

content = open(filename, "rb").read()

print(hashlib.md5(content).hexdigest())
print(hashlib.shal(content).hexdigest())
print(hashlib.sha256(content).hexdigest())




» Finding Strings [}
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A string in a program is a sequence of characters such as “the.”

A program contains strings if it prints a message, connects to a URL, or copies
a file to a specific location.

Searching through the strings can be a simple way to get hints about the
functionality of a program.

« For example, if the program accesses a URL, then you will see the URL
accessed stored as a string in the program.

You can use the Strings program to search an executable for strings, which are
typically stored in either ASCII or Unicode format.

[1]. Practical Malware Analysis, page 11



Static analysis (myhack.dll)

C:sWork>strings.exe myhack.d1ll_

nextafter

index.html

http: " Avuw.naver.comsindex.html

<myhack.dl1l> Injection?®?®?* — CSC 4927583 — 85i Chen
Q1

Q1

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{
HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )
{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.d11l> Injection!!! —— CSC 497/583 —— Dr. Chen");
hThread = CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
CloseHandle(hThread);
break;

}

Page .8 return TRUE;




Static analysis (myhack.dll)

425
7. PRBPHIR? P PL?
Tg8n8

{’{ <+{1{5<7{R{[<u{

Sometimes the strings detected by the
Strings program are not actual strings.
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strings in Linux and flare-floss

1 * FireEye Labs Obfuscated String Solver

Fl u S S — Many malware authors evade heuristic detections by obfuscating only key

, , portions of an executable

« These portions are strings and resources used to configure domains,
files, and other artifacts of an infection

— The FireEye Labs Obfuscated String Solver (FLOSS) uses advanced stati
analysis techniques to automatically deobfuscate strings from malware

b|nar|es_ root@localhost ./floss a99c01d5748b1bfd203fc1763e6612e8

FLOSS static ASCII strings
!This program cannot be run in DOS mode.
Rich
ctext
" .rdata
@.data
.rsrc
SPWV
uNSWw
joxf
RPSW
90t0
j Xf
PPPPP
Y [
9csm
u) jAXf;
u+9u
8csm
uTVWhA7@
PPPPP
<v*V
~SSSSS
tAVWP
Y[~
PPPPP
8"u8
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Packed and Obfuscated Malware

« Malware writers often use packing or obfuscation to make their
files more difficult to detect or analyze.

« Obfuscated programs are ones whose execution the malware
author has attempted to hide.

« Packed programs are a subset of obfuscated programs in which the
malicious program is compressed and cannot be analyzed.

« Both techniques will severely limit your attempts to statically analyze
the malware.

Start

Start
Wrapper Program
Original Executable
(Strings and other Packed Executable
information visible)
(Strings and other
information not
visible)
West
/ Chester
Unfvm‘sity
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Packed and Obfuscated Malware

€ PEID v0.95

File: | Ciworkimyhack.dll

Entrypoint: | 00001412 EP Section: | .kext il
File Offset: | 00000812 First Bytes: |55,8B,EC,83 il
Linker Info: 14,16 Subsystem: | Win3z2 GUI i‘

Mothing Found *

Multi Scan Task Wiewer Options Abouk | Exit
v Stay on kop roul I
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Packers and Cryptos

» ~ upx -0 myhack packed.dll myhack.dll
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2018
UPX 3.95 Markus Oberhumer, Laszlo Molnar & John Reiser  Aug 26th 2018
File size Ratio Format
75264 -> 39424  52.38% win32/pe myhack packed.dll

Packed 1 file.
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Portable Executable (PE) file

= A Portable Executable (PE) file is the standard binary file format for an
Executable (.exe) or DLL under Windows NT, Windows 95, and Win32.

DOS MZ Header

Section Table

Page = 14




Portable Executable (PE) file

= PE formatted files include:

— .exe, .scr (executable)

-

L

— .dll, .ocx, .cpl, drv (library)

E—
I

— .8ys, .vxd (driver files)
— .obj (objective file)
= All PE formatted files can be executed, except obj file.
— .exe, .scr can be directly executed inside Shell (explorer.exe)
— others can be executed by other program/service

= PE refers to 32 bit executable file, or PE32. 64 bit executable file is
named as PE+ or PE32+. (Note that it is not PE64).
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PE Example — Notepad.exe

00000000 2 5A 90 00 03 00 00 00 04 00 60 00 FF FF 00 00 | ZE......... ..
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 F....... @uvvnn..
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +..ueeeeneeenn...
00000030 00 00 00 0O 00 00 00 00 00 00 00 00 E8 00 00 00 ............ ®...
00000040  OFE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 ..[..{.=!3.L=!Th

00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F 1is.program.canno
00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t.be.run.in.DOS.
00000070 6D 6F 64 65 2E OD OD OA 24 00 00 00 00 00 00 00 mode....$.......
00000080 A5 6D 16 9B E1 0C 78 C8 E1 OC 78 C8 E1 0C 78 €8 RNm.¢R.xLR.xLp. xL
00000090 1B 2F 38 C8 EO@ 0C 78 C8 E1 0C 78 C8 EO oC 78 €8 ./8lky.xlr.xly.xL
00000OA0 1B 2F 61 C8 F2 0C 78 C8 E1 OC 79 C8 23 0C 78 c8 ./als.xlp.yly xL
00000OBO 76 2F 3D C8 EO@ OC 78 C8 3B 2F 64 C8 F2 0C 78 €8 v/=Lky.xL;/dls. xL
000000CO 1B 2F 45 C8 EO@ 0C 78 C8 52 69 63 68 E1 0C 78 €8 ./Elky.xLRichr.xL
000000DO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +..ueeeeneeenn...

OO000OOEO 00 00 00 00 OO0 OO0 OO0 OO0 50 45 00 00 4C 01 03 00 ........ PE..L..
O00000FO OD 84 7D 3B 00 00 0O 00 00 00 00 00 EO 00 OF 01  .a};........ (C PN
00000100 OB 01 07 00 OO0 6E 00 OO OO0 A6 00 OO0 00 OO 60 0O ..... Neoo20o..
00000110 EO 6A 00 00 00 10 00 00 OO 80 00 00 00 00 00 01 oJ...e.... Covvnn
00000120 00 10 00 OO0 00 02 00 OO0 05 00 01 00 05 00 01 00 ...
00000130 04 00 00 OO0 00 OO0 OO0 OO0 600 30 01 00 00 04 00 00 ......... O......
00000140 55 D8 01 00 02 00 0O 80 00 00 04 00 660 10 01 00 U+ ..... Covinnnnn
00000150 00 00 10 00 00 10 00 OO0 OO0 OO0 00 00 10 00 00 00 ... iieiieennn
00000160 00 00 00 OO0 0O OO0 00 00 20 6D 00 OO C8 OO 6O OO ......... m..L...

00000170 00 AO 00 00 48 89 00 00 0O 0O GO OO OO 0O 00 00 .a..Hé..........
00000180 00 00 00 OO0 00 OO0 600 OO0 00 OO0 00 OO0 00 00 60 00 ....viieiiiennn
00000190 40 13 00 00 1C 00 OO 00 OO0 00 OO 00 OO0 00 OO0 00 @..iveiveieeennn.
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Load PE file (Notepad.exe) into Memory
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Notepad.exe

<File> <Memory>

Offset Offset
00000000 DOS header DOS header 01000000
00000040 DOS stub DOS stub 01000040
000000EQ NT header NT header 010000EO
000001D8 Section header (.text) Section header (.text) 010001D8
00000200 Section header (.data) Section header (.data) 01000200
00000228 Section header (.rsrc) Section header (.rsrc) 01000228
o -

7800 Section (.text) 01001000
Section (.text) _
00007C00
soo  Section (.data)
01009000
8400 gection (.rsrc)
Section (.data) 1Bas
o _
0100B000
Section (.rsrc) 8314
01014000




VA & RVA

» VA (Virtual Address): The address is called a “VA” because Windows
creates a distinct VA space for each process, independent of physical
memory. For almost all purposes, a VA should be considered just an
address. A VA is not as predictable as an RVA because the loader might
not load the image at its preferred location.

» RVA (Relative Virtual Address): The address of an item after it is loaded
into memory, with the base address of the image file subtracted from it.
The RVA of an item almost always differs from its position within the file
on disk (file pointer).

RVA +ImageBase = VA

In 32bit Windows OS, each process has 4GB virtual memory
which means the range of VA is: 00000000 - FFFFFFFF

Page = 18




DOS Header

struct DOS_Header

/ﬁ P The first 2 letters are always the
short 1s ytes, ong 1s ytes " " . ey
char signature[2] = { 'M', 'Z' }; letters "MZ", the initials of Mark

SEIEE IO Zbikowski, who created the first linker
short nblocks; .
short nreloc; for DOS. To some people, the first few
short hdrsize; bytes in a file that determine the type
short minalloc; . " . "
short maxalloc; of file are called the "magic number,

void *ss; // 2 byte value
void *sp; // 2 byte value
short checksum;

void *ip; // 2 byte value
void *cs; // 2 byte value
short relocpos;

short noverlay;

short reservedl[4];

short oem id;

short oem info;
short reserved2[10];
long e 1lfanew; // Offset to the (PE\0\0J] signature r¢glative to the beginning of the file
}

23
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DOS Header

long

Dffzet(h) 00

oooooooo (kD

Qooooolio ES

aooooozo 0o
aooooo3o oo

64bits = 8 Bytes
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01

oo
o
o

e lfanew;

0z

L1190

oo
oo
oo

long = 32 bit > 32/8 = 4 Bytes

03 04 05 06 O7
00 03 00 00 oo
00 00 00 oo oo
00 00 00 o0 oo
00 00 00 oo oo

/ I:I E;

e
40
oo
ao

02 oA

(W]
oo
o
(W]

oo
oo
oo
oo

OE
oo
o
a0
oo

oc
FF
oo
oo
EO

FF
oo
oo
ao

» OE

oo
oo

oo oo
oo oo

OF Decoded text
a0 Wi,
| B.......
0
(L] [ BHeww
O O 0 o)

value for(e_lfa_ne@% 7 0>< @-@%{)U )

8 bits = 1 Byte
32bits = 32 / 8 = 4Bytes = 0x00000000 — OxFFFFFFFF

22
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Byte Order




Little endian

= |A-32 processors use "little endian" as their byte order. This means that
the bytes of a word are numbered starting from the least significant byte

and that the least significant bit starts of a word starts in the least
significant byte.

Highest Data Structure

Address 31 24 23 16 15 8 7 0 =— Bit offset
28

24

20

16

12

8

4

Byte 3 Byte 2 Byte 1 ByteO | O kg‘gf;;s

Byte Offset

Figure 1-1. Bit and Byte Order
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Byte Order

High address

Address
Little-endian

Big-endian

Memory content
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Low address

6

7

Byte 0

Byte 1

Byte 2

Byte 3

Byte 4

Byte 5

Byte 6

Byte 7

Byte 7

Byte 6

Byte 5

Byte 4

Byte 3

Byte 2

Byte 1

Byte 0

0x11

0x22

0x33

Ox44

0Ox55

Ox66

Ox77

0x88

64 bit value on Little-endian

O0x8877665544332211

64 bit value on Big-endian

1223344556677




LittleEndian.exe

#include "windows.h"

BYTE b ¢x12;

WORD w Ox1234;

DWORD dw =/0x12345678;
char str[] = ""abcde";

int main(int argc, char xargvl[])

{
BYTE b = b
WORD 1w = (w)
DWORD ldw = dw;
char %lstr = str;

return 0;




LittleEndian.exe

OllyDbg - LittleEndian.exe - [CPU - main thread, module LittleEn] E|r§|g|
@File View Debug Plugins Options Window Help -8 %
Bl x] wn] w30 A LlE[MT(w[E]c]/[&[B[R].]s] E[E?]

00401000 % 55 PUSH EBP *|Registers (FPU) < < <
00401001 | . 8BEC MOV EBP.ESP “|EAX 00000000
00401003 || . 83EC 10 sSUB ESP,18 ECY @012FFB@
00501006 | . AG 4O0AC4000 |HOV AL ,BYTE PTR DS: [40AC401 € EDX 7C90E514 ntdll.KiFastSystemCallRet
00401008 || . 8845 F3 MOV BYTE PTR S$S:[EBP-DT,AL EBX 7FEDDOO
0040100F || . 66:8B8D 44ACA(HOV CX,WORD PTR DS:[4BACA4 J&— ESP 8012FFCh
00401015|] . 66:894D F4 MOV HORD PTR SS:[EBP-C1,CX EBP @012EFFF@
00401019 | . 8B15 4BAC4008 MOV EDX,DWORD PTR DS:[40AC48] EST FEFEFFEF
0040101F || . 8955 F8 MOV DHORD PTR $S:[EBP-8T,EDX EDI 7C910228 ntdll.7C910228
oaiazell - 3333 ke QCHCQ‘ngK EH&?EHQT“ SRR O ANl G5 EIP 004011B9 LittleEn.<ModuleEntryPoint>
00401028 ) . 8BES MOV ESP,EBP \ C ® ES 0023 32bit O(FFFFFFFF)
00401020 | . 5D POP EBP P1 CS 001B 32bit @(FFFFFFFF)
0040102E \-. C3 RETN A8 SS 8823 32bit B(FFFFFFFF)
0040102F | $ 3BOD B4AB4000 CMP ECX,DWORD PTR DS:[40A004] Z1 DS 8023 32bit @(FFEFEFEF)
00401035 | .. 70 02 JNZ SHORT LittleEn.00401039 S @ FS 003B 32bit 7FFDF@BB{FFF)
00401037 . F3: PREFIX REP: T8 GS 6888 NULL
#04010838| . C3 RETN D8
00401039 | >.E9 85010000 |JHP LittleEn.084011C3 0 8 LastErr ERROR SUCCESS (90000000)
EE?Q}E?E r* §EFF EEH"EQIAEDI “IEFL 00000246 (NO,NB,E,BE,NS,PE,GE,LE)
Local call from 8646115D
STO empty -UNORM BDEC 01656184 60360031
Address |Hex dump ASCIT ~[TIPIEENA 7C81776F [RETURN to kernel32.7C81776F ~
0040100055 8B EC 83/ EC 10 A0 40 Uiege=ra@ =19012FFC8| 7C918228 |ntdll.7C916228
90401008 |AC 40 980 88 45 F3 66 8B bA I S 0012FFCC| FFFFFFFF
00401010 (8D 44 AC 40|00 66 89 4D .D4e.feM 0012FFD6 | 7FFDDOGO
90401018 |F4 8B 15 48 AC 40 68 89 [1SHX@.& 0012FFD4 | 8054B838
9040102055 F8 C7 45 |FC 4C AC 49 U° lE" LY@ 0012FFD8| 0012FFC38
00401028 |00 33 CO 8B E5 5D C3 3B .3el}; 8012FFDC| 8661C180 _
00401030 (8D 04 NG 40|00 75 B2 F3 .4a@._ul< 0012FFE@ | FFFFFFFF [End of SEH chain
90401038 |C3 E9 85 91 00 60 8B FF leaB. .1 0012FFEA | 7C839A98 | SE handler
A0L01040 (55 8B EC 833D 68 AC 49 Ui=a=h%@ 0012FFE8| 7081171178 | kernel3d2.7C81171778
00401048 90 82 74 05 F8 AB 07 00 013y v[8012FFEC| 00000000 — v
Program entry paint Paused

4 start

| &% Shared Documents

r % \\YBOXSYR\Windows. .. T_‘:‘_ ‘WindowsyM on "bo...

F e (C:iDocuments and Se...

I
B % | 0%%E s9m

Page
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OllyDbg - LittleEndian. ..




LittleEndian.exe

#include "windows.h"

_ . Address ASCII £
BYTE b - ®X121 004LOACA0 |12 60 00 00 34 12 @0 00 1...43..

— - 0040ACA8 |78 D6 34 12 61 62 63 64 Vilabed

WORD w = @X1234l 004LOAC50 |65 00 00 06 00 60 B0 00 :ﬂc
DWORD dw = 0x12345678; 00401Cco 00 00 90 00 00 0B 0 00 B
— n, A0L0AC6S |00 00 00 00 00 00 66 60, ... ...

Char Str [] - adee ’ 0040NC70 |00 00 00 00 00 60 66 b6 | ._._.._..
00LOAC/S |00 00 00 00 06 60 66 60, | ... ...

0040ACS0 |00 00 00 00 00 00 60 B0 | ... _._ ..
O040ACSS 90 90 00 00 00 00 00 00 b

int main(int argc, char xargvl[]) IMstlmxyA/W ASCIT 2

0000CEE 3k 12 cow 18 36 3% 12 4T V4D
{ 00LOACAC 61 62 6364 65 00 00 B0 abcde. . .
9040NC54 @0 00 00 08 80 00 00 80 | ........
9040AC5C @0 00 60 08 80 @0 00 80 | ... ..

0B40ACGE |00 00 00 00 60 00 @06 | ... ...,
bB40ACGE |80 80 00 00 60 66 @06 | ... .. ...

BYTE b = b
WORD 1w = w

- . 0Bs0AC74 |00 00 B0 60 66 00 60 66 | ... ..
DWORD 1dw - dw; gesvAc/Cc |00 oo 06 06 00 00

char xlstr = str; 004 0ACS4

Address |Hex dump ASCIT ~
OLONCALS |78 56 34 12 61 62 63 64 xV4labced

. AR4LOACHD 65 00 00 00 00 00 00 e.......
return 0' 0040AC58 00 00 00 00 00 00 GO | ....._...
#040nC60 00 00 00 00 060 06 B@ @ | ........
OP4LOACGS 00 00 00 00 00 00 00 606 | . ...._...
OP4LOACTO 00 00 00 00 00 00 00 G0 | ...._...
0040AC78 00 00 00 00 00 00 GO | ...._...
#vi0nCcse 00 00 00 00 060 006 6@ | ........
AR4OACSS 00 00 00 90 00 00 0@ | ........
ARLANCYIA A AR AR (5 I LT 1 T A A

Address |[Hex dum ASCIT A
G04ONCAC |61 62 63 64 65 00 00 00 abcde. . .
004OACS4 00 00 00 00 00 00 00 80 | ........
@0LONCSC 00 00 00 60 00 00 00 80 | ........
004ONCGL 00 00 00 00 00 00 00 80 | ... .. ...
@0LONC6C 00 00 00 60 00 00 00 80 | ........
00LONCT4 00 00 00 00 00 00 00 80 | ......._.
00LONCTC 00 00 00 00 00 00 00 80 | ........
00LONCS: 00 00 00 00 00 00 00 80 | ._......
Page = 26 00LONCSC 00 00 60 00 00 00 00 80 | ........
|AA4AACY4 90 AP PO 0B 9O 9A AP 8O v




DOS Header

Dffset(h) 00 01 02 03 04 05 06 07 03 09 0A OF OC OD OE OF Decoded text
aooooooo hD SAL90 00 03 00 00 00 04 00 o0 oo FF OFF OO OO0 ﬁz .......... ..
QoQooo10 B 00 OO0 OO0 OO0 OO0 00 00 40 00 00 OO0 00 00 00 000 .. .e.... B.......
QO00000Z0 00 00 00 OO0 00 OO0 00 OO0 00 OO0 Q0o oo

00000030 00 00 00 OO0 00 OO0 00 00 o0 00 oo oo

e Ifanew - 000000EO
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aooo0o0Ln

SR L=y

— - —

Ba OE 00 B4 09 CD 21 EBES 01 4C CD 21
20 VO T2 eF 87 Va2 61 6D 20 63 61 GE

L., I, LItTh
13 program canno

1 L b

—_—

oy [ -]

0 62 65 20 V& 75 6E 20 6% 6E Z0 44 4F 53 =20 be run in DO3
F 64 65 ZE 0D OD 0L 24 00 00 OO0 00 OO0 00 OO0 mode....$.......
EC 55 5B L1 A8 E4 35 F2Zz A5 E4 35 F2 A8 E4 35 FZ 1i.[); &507&507&50
EE 34 F2 A9 E4 35 F2Z 6B EE 55 Fz A9 E4 35 F2 EkEioBAS0keEUS@E50

cho»850 a40cia50
EkoB&aSokEjosAS50
kEoo@&a5oRich " a50

E4d
EE

65

34 FzZ 63 E4 35 F&
BA
63
oo oo

6B
BB
6E EE 6F
oo oo oo

https://virtualconsoles.com/online-emulators/dos/
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C:\>motepad . exe

This program camot be run in DOS mode.



https://virtualconsoles.com/online-emulators/dos/

NT Header

IMAGE_NT _HEADERS32 structure

12/04/2018 « 2 minutes to read

Represents the PE header format.

Syntax
@ qﬁCopy

typedef struct _IMAGE_NT_HEADERS {
DWORD Signature;
IMAGE_FILE_HEADER FileHeader;
IMAGE_OPTIONAL_HEADER32 OptionalHeader;

} IMAGE_NT_HEADERS32, *PIMAGE_NT_HEADERS32;

Members
Signature

A 4-byte signature identifying the file as a PE image. The bytes are "PE\0O\0".
FileHeader

An IMAGE FILE HEADER structure that specifies the file header.

OptionalHeader

An IMAGE OPTIONAL HEADER structure that specifies the optional file header.

https://docs.microsoft.com/en-
us/windows/desktop/api/winnt/
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NT Header

5] MOTEPAD.EXE

Offset (h)

QoOo000ED
QooooorFo
Qoooo10o0
Qooo0o011o
ooo0o01zo
I Qoo00130

Qoo0o0140
ooo0o0150
Qoo001a60
Qoooo17o
Qooo0o013o
Qoooo0190
Qoo0001A0
QOoo0001Bo0
Qaoooo1co
y  0oooo1no

01 02 03 04 05 06 07

Page = 30

(H}=]

C3 EO
01 07
73 00
10 00
00 00
30 01
00 10
00 00
oo
0o oo
13 00
ool oo
18 00
10 00
0o oo

[

EBO

ac

an

OE

aF

Decoded text

FE..L...£0%J....




Section Header
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Section Table

data

.code Executable, read
.data Non-Executable, read/write
-resource Non-Executable, read




Section Header

IMAGE_SECTION_HEADER structure

12/04/2018 « 4 minutes to read

Represents the image section header format.

Syntax

C++ [ECopy

typedef struct _IMAGE_SECTION_HEADER {
BYTE Name [IMAGE_SIZEOF_SHORT_NAME];
union {
DWORD PhysicalAddress;
DWORD| VirtualSize;
} Misc;
DWORD| VirtualAddress;
DWORD| SizeOfRawData;
DWORD| PointerToRawData;
DWORD "POINTEFrTORELOCations;
DWORD PointerToLinenumbers;
WORD NumberOfRelocations;
WORD NumberOfLinenumbers;
DWORD| Characteristics;
} IMAGE_SECTION_HEADER, *PIMAGE_SECTION_HEADER;




Section Header

Notepad.exe
<File> <Memory>

Offset Offset
00000000 DOS header DOS header 01000000
00000040 DOS stub DOS stub 01000040

VirtualSize The total size of the

000001D8 Section header (.text)

section when loaded into Sl =

memory, in bytes. \
VirtualAddress The address of the first Secton (01)

byte of the section when ™ EIEEES
. o 0 Section (.data)  18as
SizeOfRaw Data The size of the section -
data on disk, in bytes.

Section header (.text) 010001D8
Section header (.data) 01000200

Section header (.rsrc) 01000228

loaded into memory (RVA) ™

Section (.rsrc) a4

PointerToRawData The address of the first
byte of the section on
disk.

Characteristics The characteristics of the
image.

01014000

https://docs.microsoft.com/en-
us/windows/desktop/api/winnt/ns-winnt-
Page 33 _image_section_header




Section Header

aooool1Dbo
oooo01ED

aooooZ00
o000z 10

aoo000z3
aoooo0z40
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Inspecting PE Header Information in Linux

import pefile
import sys

malware_file = sys.argv[1]
pe = pefile.PE(malware_file)
for section in pe.sections:
print "Name: %s VirtualSize: %s VirtualAddr: %s SizeofRawData: %s PointerToRawData: %s" %
(section.Name, hex(section.Misc_VirtualSize), hex(section.VirtualAddress), section.SizeOfRawData, section.PointerToRawData)

root@localhost python display sections.py a99c01d5748blbfd203fc1763e6612e8

Name: .text VirtualSize: 0x7378 VirtualAddr: 0x1000 SizeofRawData: 29696 PointerToRawData: 1024
Name: .rdata VirtualSize: 0x261c VirtualAddr: 0x9000 SizeofRawData: 10240 PointerToRawData: 30720
Name: .data VirtualSize: 0Ox2cac VirtualAddr: Oxc000 SizeofRawData: 3584 PointerToRawData: 40960
Name: .rsrc VirtualSize: 0x1b4 VirtualAddr: OxfO00 SizeofRawData: 512 PointerToRawData: 44544

Page = 35




Inspecting PE Header Information

Q\- PEview - C:\WINDOWSANOTEPAD. EXE
File Miew Go Help

QOO O [ XH | ma=

1 MOTEFPAD EXE » pFile Diata Description “alue
IMAGE_DOS_HEADER 0oooD1DE  2E 74 B5 78 MName text
MS-D0S Stub Program ooooo1DcC 74 00 00 00

=- IMAGE_MNT HEADERS 000001 EQ 00007748 “irtual Size
Signature 000001E4 00001000 RWA
IMAGE_FILE_HEADE 000001 ES 00007800  Size of Raw Data
IMAGE_OPTIOMAL Oooom EC 00000400 Paointer to Raw Data

IMAGE_SECTION _HEAI 000001 Fo 00000000 Painter to Relocations
IMAGE_SECTION_HEAI 000001F4 00000000 Pointer to Line Numbers

IMAGE_SECTION_HEAI 0o0a01Fa 0aoo Mumber of Relocations

= SECTION text 000001 F A, oo Murnber of Line Mumbers
IMPORT Address Tat Qoaoo1FC BOODOOZD  Characteristics
IMAGE _DEBUG DIR 00000020 IMAGE_SCM_CNT_CODE
IMAGE _LOAD CONF 20000000 IMAGE_SCM_MEM EXECUTE
IMAGE_DEBUG_TYF 40000000 IMAGE_SCH_MEM_READ
IMPORT Directary Ta
IMPORT Mame Tahle
IMPORT Hints/MNarme:

SECTION .data

=- SECTION .rsrc
IMAGE_RESOURCE
IMAGE RESOURCE
IMAGE RESOURCE
IMAGE _RESOURCE
IMAGE_RESOURCE E} er
: 2 g
Viewing IMAGE_SECTION_HEADER. .text I
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= https://hub.docker.com/r/fremnux/pescanner/
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