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Course Roadmap

= Basic Analysis

— Debugging
— Reverse Engineering
— Malware Behavior
* Modern malware threats
— APTs (Advanced Persistent threats)
— Mobile malware
— Web browser malware
— loT malware

— Blockchain/smart contract malware
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Our approach

*Breakdown each topic into two parts:

— Part I: Malware Analysis Foundations
» Lecture
« Lab

— Part ll: Research Area Case Studies

« Reading paper and answer some questions (Reading
Homework)

» Group Presentation and Discussion
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What is malware?

= Some common names...

— Trojan, virus, worm, RAT, rootkit

— A piece of software that is intended to perform unwanted activities on a
machine

= Some examples of malicious behavior...

— Serving ads, stealing data, consuming resources
— Others?
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Why do people write malware?

= Morris Worm

— On accident

— Purpose: “gauge the size of the internet”
— What happened: Fork bomb
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The Morris Internet Worm
source code



Why do people write malware?

= Once upon a time... (25 Years Ago)
— Just for fun

— Spread to other machines & display a message

ve C is NS-DOS_6
unber is 3B64-85C5

COMMAND . CON WINAZO .386 CONFIG.SYS AUTOEXEC . BAT
SPANSKA .CON
7?7 file(s) 66,334 bytes
60,672,000 bytes free

me is 12:33:34.11p

w time: 12:30:00.00p
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Why do people write malware?

Your identity is a steal on the Dark Web. !:e'xperionm

Here are what the most common pieces of information sell for:

= Today

Online payment Credit or debit card

$ $ $ = ‘ 7"77—7‘—‘7 ‘H : SerVi(Ceiéptsgi[? info (credit cards are more popular)
. . — _J
= Organizations buy $5-$110

m a IWa re ‘ ‘ With CVV number ~ With bank info Fullz info*
$5 $15 $30

Drivers license

— Steal passwords, credit e S
cards, bank info, ransoms, ; General non-financial
) : institution logins
intellectual property, trade ~

secrets | |

— They can use this info or S A $1

sell it
@ o= Su:esrt\:zg;on Medical records

$100-5400 [ $1000-52000 f§ $71-510 [§$1-51000™
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Why do people write malware?

= Future...

— Gathering (more) Information

Why Facebook's '10-Year
Challenge' Is A Disaster For Big
Data Surveillance

Zak Doffman Contributor ©

o] )
Cybersecurity
Twrite about security and surveillance technologies

ﬂ Kate O'Neill & o

@kateo

Me 10 years ago: probably would
have played along with the profile
picture aging meme going around
on Facebook and Instagram
Me now: ponders how all this data
could be mined to train facial
recognition algorithms on age
progression and age recognition
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Why do people write malware?

= Future...

— Spread False Information

Cougar Football | Cougars | Pac-12 | Sports

WSU coach Mike Leach tweets fake Barack Obama
video, stirs up a Twitter storm

Originally published June 18, 2018 at 10:41 am | Updated June 18, 2018 at 11:08 am

https://www.youtube.com/watch?v=cQ54GDm1elL0

Deepfakes are just the beginning for
cybersecurity's Faceswap nightmare

Fergus Halliday (PC World)
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Why do people write malware?

= Future...

— Control your Life

Destination
The future of AR

|
~
£
N \

iE lloﬁne path |

'Fo
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Our project — Disinformation in AR

Virtual-world

Real-world attack

attack

Virtual Object
Database

o
E
EI=
AR Application

SMART Support Location Based

(ARCore / ARKit) Services Query
I State Object
- mage
5 3D Recognition B o
Video Frames & Tracking Re$°9nk'f“0n & AN
Qm% Real-world » 1: AR :| » » racking » Update » =1
¢ i Scene Device Support App Logic Output
ICaptured by Generate ; Processed by Augmentations _
and Visualization Virtual Overlays
Render

Graphics
Data Processing E P
Service (Local/remote) nj_ﬁ
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Our project — Disinformation in AR

Virtual-world

Real-world attack

attack

Virtual Object
Database

o
E
EI=
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SMART Support Location Based
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5 3D Recognition B o
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Why analyze malware?

» Detect and respond to intrusions

— Threat analysis
» Host & Network signatures
 What's the damage?
— Who/What is infected?
— Threat prevention

— Threat removal
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General perspectives and attack research

_‘I Fle View Debug Trace Plugins Options Windows Help
B4 x| w0 i34 M| L] E[MwT|c|R|.. K| B|M|H]
| 88401600] EE 10 JMP "SHORT 00461012
CHRR "f"
62 CHAR 'b*
2R CHAR ":*
43 CHAR 'C’
2B CHAR "+"
2B CHRR "+"
43 CHAR "H*"
4F O CHAR ’ 0
4F O CHAR "0’
4B DE CHAR "K"
98 N
ES DE E9
Leeldq10a DD OFFSET ___CPPdebugHook
Al BE&14106 |HOU EAX,DWORD PTR DS:[4161BF]
ClEB B2 SHL ERX,2
A3 C36141668 | Moy DWORD PTR DS: [4161C3],ERK

52 PUSH EDX
6A 08 PUSH @ Modu leName = NULL
ES 654181868 |CALL <JMP.&KERMNEL32.GetModu leHandleR> KERNEL32. GetModu leHand LeR
SBDG MO EDX, EAX
ES BA%S000G | CALL B9@40ARSES
POP EDX

ES 18920008 |CALL 9948A24C
ES EF920006 | CALL 9848R928

[5]5] PUSH @
ES 3CABOGOG0G | CALL B8a48BB7C
POP ECX
68 £2614166 | PUSH OFFSET 08416168
ag PUSH @ Modu LeNs
ES 3F4168166 |CALL <JMP.&KERMNEL32.GetModu leHandleR> KERNEL
A3 C7614108 gﬂgHDgoRD PTR DS:[4161C71,ERX

-~ E9 SFFEQGG8G | JMP 00416BES
~ E9 ERARBGGGG | JMP BB48BBCS
33Co #0OR ERAX,EAX
ARG Bleid4iea MOV AL,BYTE PTR DS:[4161B1]

RETHN
Al C7614168 | MOY EAX,DWORD PTR DS:[4161C7]
c3 RETHN

608 PUSHAD

BE 9850BOBC | MOV EBX, BCBOSO0G
53 PUSH EBX

62 ADBBBOBG | PUSH BBARD

C3 RETHN

B2 ACO0BOGG | MOV ECX,BAC
- BBC3 OR ECX, ECX
v 74 4D JZ SHORT @@4816CF
2330 BFel416t CMP DWORD PTR DS: [4161BFJ a
v 73 B8R JRE SHORT 0848189
B2 FEGOBG06G | MOV EAX,BFE
ES DPFFFFFF | CALL 9@4@186C
B9 ACooBooe | MOU ECX, BAC

RET is used as a jump

51 PUSH ECX => 172.

6R 88 PUSH & =1 HERP_ZERO_MEMORY
ES FC488166 |CALL <JMP.&%KERNEL3Z.GetProcessHeap> ERHEL-- GetProcessHeap
54 PUSH ERX He s

E2 2C41/1aA 1 Call  SIMP AKFRNFI 32 Heanfl loc BrlollocateHean

Dest Test 88481812




Top computer security conference
--- The Big 4
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Top computer security conference

ACM Conference on Computer and Communications Security (CCS)

About CCS

The ACM Conference on Computer and Communications Security (CCS)
is the flagship annual conference of the Special Interest Group on
Security, Audit and Control (SIGSAC) of the Association for Computing
Machinery (ACM). The conference brings together information security
researchers, practitioners, developers, and users from all over the world
to explore cutting-edge ideas and results. It provides an environment to
conduct intellectual discussions. From its inception, CCS has established
itself as a high-standard research conference in its area.
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Top computer security conference

IEEE Symposium on Security and Privacy (S&P)

Since 1980, the IEEE Symposium on Security and Privacy (S&P)has been the
premier forum for the presentation of developments in computer security and
electronic privacy, and for bringing together researchers and practitioners in the

field.
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Top computer security conference

ISOC Network and Distributed System Security Symposium (NDSS)

The Network and Distributed System Security Symposium (NDSS) fosters
information exchange among researchers and practitioners of network
and distributed system security. The target audience includes those
interested in practical aspects of network and distributed system security,
with a focus on actual system design and implementation. A major goal is
to encourage and enable the Internet community to apply, deploy, and
advance the state of available security technologies.
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Top computer security conference

Usenix Security Symposium (USENIX)

The USENIX Security Symposium brings together researchers,
practitioners, system administrators, system programmers, and others
interested in the latest advances in the security and privacy of computer
systems and networks.

Page = 19




* Top Security Conference for Hacking
— Black hat USA

— DEFCON
blg.:k hat

USA 2017
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DefCon, Black Hat bring extra
cybersecurity concerns to Las
Vegas
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A Black Hat tech associate works in the network operating center (NOC) during the Black Hat information security
conference at Mandalay Bay, Wednesday, July 26, 2017, In Las Vegas. Richard Brian Las Vegas Review-Journal
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