Reading Question 1 (5 Points)

L Cryprolocker =

Your personal files are encrypted!

Your important fles encryption produced on ths computer: photos, videos,
docurnents, ¢3¢, Here 8 2 complete st of encrypted fies, and you G personaly verify
ths,

Encrypton was produced usng 3 unique pobk key RSA- 2048 generated for the
computer. To decrypt fles you need to obtan the peivate key.

The single copy of the pevate ey, which will alow you to decnypt the fies, bcated
0N 2 SaCret server 0n the Intemet; the server wil destroy the key after 3 tme
pecfied n the wndow. After thyt, nobody and never willl be able to restore fies...

To obtain the prvate key for this computer, which wil Jutomaticaly decryot fies, you
need 1o pay 100 USD / 100 EUR / semiar amount n ancther cumrency,

Ok st 10 select the method of payment 3nd the Curendy.

Any attempt to remove or damage this software will lead to the immedate
Private key will be destroyed on destruction of the private key by server,
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Please read the following report Ransom Cryptolocker Report. Answer the

following questions (you can also use other online materials or papers that
been presented in class):

1. Is it possible to recover the infected files without paying the hacker? Why?
2. Briefly describe the infection and propagation methods of this ransomware.

Submission

e Please upload your response in PDF format to D2L Assignment
e The assignment should be submitted to D2L directly.


https://kc.mcafee.com/resources/sites/MCAFEE/content/live/CORP_KNOWLEDGEBASE/91000/KB91930/en_US/McAfee_Labs_Threat_Advisory_Ransom_Cryptolocker.pdf

