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What Is computer security?

Most developers and operators are concerned with
correctness: achieving desired behavior
A working banking web site, word processor, blog, ...

- Security is concerned with preventing undesired behavior

Considers an enemy/opponent/hacker/adversary who is actively and
maliciously trying to circumvent any protective measures you put in place
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Security Expectations

» Confidentiality: requires that information be kept private
" Integrity: the trustworthiness and correctness of data.

= Availability: the capability to use information and resources.
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Kinds of undesired behavior

- Stealing information:eerfieentatty-

Corporate secrets (product plans, source code, ...)
Personal information (credit card numbers, SSNs, ...)

Modifying information or functionality: Fteg+tty—
Installing unwanted software (spyware, botnet client, ...)
Destroying records (accounts, logs, plans, ...)

Denying access:avattabttty

Unable to purchase products
Unable to access banking information
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General perspectives and attack research

JFile View Debug Trace Plugins Options Windows Help

B4 %] JJJ il 4 $34s | U| LIE|M/W|T|c|R|..|K| B|M|H]|

JHP SHORT BE481612

CHAR "+’
CHAR 'b’
CHAR ":"
CHAR "C"
CHAR "+’
CHAR "+’
CHAR "H’
CHAR 0"
CHRR 0"
CHAR "K"
OB EZ2
DD OFFSET ___ CPPdebugHook
MOy ERK, DWORD PTR DS:C4161EF]
SHL EAX, 2
MOV DWORD PTR DS:[4161C31, EAX
PUSH EDX
&F B8 PUSH @ fzme = MULL
E2 £541@188 |CALL <JMP.%KERMELZ2Z2.GetModu leHandleR> GetModu leHand LA
SEDG MOY EDX, ERAX
ES BRZCQE0G | CALL 9948ASES
=) POP EDX
ES 15228008 |CALL 8848A24C
ES EF3S@BRa | CALL @848R325 CTest . B04BR9238
&A B8 FUSH @ [4rﬂ: L
ES SCAEQEGE | CALL 9948BE7C Test,BA48EE7C
59 POP ECH
&2 £2614108 |PUSH OFFSET G9041&168
5H B4 PUSH @
ES SF418168 |CALL <{JMP.LKERMEL3Z.GetModu leHandleR>
AS C7el41@a |rMOU DWORD PTR DS:[4161C71,EARX
&R 6@ PUSH @
+ E9 SFFE@@EE | JMF 884 18EES

-~ E9 EAAB@A@28 | JMP B848BEBCS

33CH ®OR ERAK, EAR
Eg Blel4laa HE¥HHL.E?TE PTR DS:[4161B11
Al C7&i4i@6 | MOU ERX, OWORD PTR DS5:[4161C7F1
c3 RETH
=) PUSHAD
BE ©@SoBeEC | MOV EEX, BECEBSOEE
53 PUSH EBX
658 ADEE@EBE@ | PUSH &BAD
Cc3 RETH RET is used as a jump
B2 ACB@asda | MOU ECK, BAC
BECS OF ECH,ECK
. 74 4D JZ SHORT ©P4616CF

£330 BFel41at CHMP DWORD PTR DS [4IEIBF] g
- ¥2 BH JHE SHORT B@4@1

ES FEBGGB6G6 | MOY EAX, BFE
ES DYFFFFFF | CALL oa4a1s6c
B2 ACAGAGBGE | MOU ECK, BAC
51 PUSH ECX Size =» 172.
&R 88 PLUSH 2 Fl HERP_ZERO_MEMORY
E2 FC408108 |CALL <JMF.XKERMEL2Z.GetProcessHeap? CK EEHEL-L.h~*P"F =ssHeap
e PUSH ERX Heap

ES 2C41A1A8 | Call L IMP . AKEFRNEL 32 HeanAl loc MIOLL Bell locateHean
eI R

5
Z

De<t= Test




General perspectives and attack research

Were you affected by the Xfinity data breach? Here’s what you
should do

Data breach underscores the importance of password protection, cybersecurity experts say

CVE-2023-4966 “Citrix Bleed”

Dr. Si Chen, associate computer science professor at West Chester
University, thinks Comcast should be more transparent with customers and
publish exactly what happened.

“They don’t have to be a technical guru to understand the details, but as a
company, you need to publish that information so the people will have a clear

message of what’s actually going on,” he said.
Page = 6

https://www.audacy.com/kywnewsradio/news/local/what-to-do-xfinity-data-breach-password-security-reset



Debugging Software

€| File View Debug Opti Vindow Help

Elﬁli‘J :J_U :J.J ¥4 o +f vjEmiT|wH|c|/|K|B|R|..|S| iZ/F?
m B3, EBX Rag (FPU
E‘< 'fh EFF _I RBSC4
8049 o LER PTR D ®]
8BD4 nou
OF 3.
SDA424 00000800 {DUORD PTR SS:1ESP]
EB @ fmvw FastSystenCal lRet
() NT3
(! INY
INT3
RETH
LEA ESP,DWORD PTR SS:IESP]
:gé ESP,DWORD PTR S$S:(ESP]
o
LER EDX,DMORD PTR $5:(ESP+8)
N
RETH
INT3
INT3
INT3
INT3
INT3
INT3
INT3

Address | Hex dump [\scir |

Debugged program was unable to process excephon

Ollydbg: OllyDbg was an x86 debugger that emphasizes binary
code analysis, which is useful when source code is not available. It
traces registers, recognizes procedures, API calls, switches, tables,

constants and strings, as well as locates routines from object files
and libraries. wiipedia
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Debugging Software

R
s =
Ubrary function [l

IDA free: This free version of IDA offers a privilege opportunity to
see IDA in action. This light but powerful tool can quickly analyze
the binary code samples and users can save and look closer at the

analysis results.
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Debugging Software

r4
File Home Breakpoints Time Travel Madel Seripting Notes Command Memory Source &
> . Y Ox i o |} . JJl 5 Accent color =
Command Watch Locals Registers Memory Stack Disassembly Threads Breakpoints Logs MNotes Timelines Layouts Reset
- Windows
PlugAndPlayDeviceTree,js ° = ~ Command * ¥ |Memory r 2 X
1 // PlugAndPlayDeviceTree.js 0K
! i EA ) ] oK Address: | @$scopeip
2 An ES6 generator functiom . . .
// Copyright (C) Microsoft Al Symbol search path is: srv*;E:\Datal‘WVibrani FRiTrorssraesmsnn o an e ae e a2~ 78 53 DB 21 @@ 84
A pyrignt (t) Executable search path is: FrMNotes B X ¢ A @9 45 3B &C
- N . .| Windows 1@ Kernel Version 19841 MP (4 procs) FF The new (A @1 90 @@ 08 Ee
5 function *filterDevices(devit¢ ppoguct: winNt, suite: TerminalServer Single | ©f debugger! 8 7C 24 30 44 oF
6 1 19041.1.amd64fre.vb_release.191286-1466 i |2 oF 28 54 24 G
S y L e = aes FF )4 20 80 08 @0 44
/{ If the device instance¢ Machine Name: X EH '8 B4 24 A3 8O B¢
8 if (deviceNode.Instancep; Kernel base = exfffffs8e4 5le@@be@ PsLoadedMo FF Breakpoint Locals Watch Debugger | Motes }8 81 C4 (B @@ €
o I Debug session time: Wed Jan 15 14:44:88.985 FFrrrovs 521A5080 30 St 5 4L oL &1L 50 41 5E 41 5F (3 CC CC
o - o System Uptime: @ days ©:24:49.231 P Registers - | x 90
- yield devicelode; Break instruction exception - code 36000003 F - jo ee
11 T R e e T P e R e P LR E P S P S T e T FA Mame Value e ae
2 = User
- . . . . . FH rax )8 BE
13 // Recursively invoke the * You are seeing this message because you FF rbx bE1F
14 for (var childNode of dev * CTRL+C (if you run console kernel de FF rox - I8 8F
5 o 0 c
16 yield® filterDevices| FF sl v e ag
- 5 8: kd> G U = e e P rr_oF
Disassembly v 2 X ||Stack r 2 X
. P : o " Frame Index Mame
Address: | @scopeip Follow current instruction
i e — e - 0x0 nt!DbgBreakPointWithStatus
fffff8e4"521a56d5 cc int 3 - J— - oA
. . 01 kdnic!TXTransmitQueuedSends + 0x125
fffffee4"521a56d6 cc int 3 o )
fffffe2e4" 521a56d7 cc int 3 [0x2] kdnic!TXSendCompleteDpc + Ox149
fffff884" 521a56d28 efifsdoaaesaso8s nop dword ptr [rax+rax] 0x31 nt!KiProcessExpiredTimerList + 0x146
nt !DbgBreakPointWithStatus: ~ I L
FffffRA4A™ 571A5608 cC int 3 [0x] nt!KiExpireTimerTable + Ox1a7

WinDbg: WinDbg is a multipurpose debugger for the Microsoft
Windows computer operating system, distributed by Microsoft.
Debugging is the process of finding and resolving errors in a system;
in computing it also includes exploring the internal operation of
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https://en.wikipedia.org/wiki/WinDbg

Volatility

r; CSI Linux (c! tall of CSl Linux) [Running] - Oracle VM VirtualBox
File Machine View u evices Help
csi@csi-analyst: $ volatility -f cridex.vmem --profile=WinXPSP2x86 connscan
Volatility Foundation Volatility Framework 2.6
Local Address Remote Address

0x02087620 172.16.112.128:1038 41.168.5.140:8080
0x023a8008 172.16.112.128:1037 125.19.103.198:8080
csi@csi-analyst: $ volatility -f cridex.vmem --profile=WinXPSP2x86 sockets
Volatility Foundation Volatility Framework 2.6
Port Proto Protocol Create Time
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:4X:01 UTZ+0000
:43 L 1C+0000
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:42:31 UTC+0000

Reserved
upP
uppP
ubpP
uppP
uppP
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!:) 9)0@‘*’ '10&73\6%.

>

&) i G @ [&) right curl

Volatility: Volatility is an open-source memory forensics framework
for incident response and malware analysis. It is written in Python
and supports Microsoft Windows, Mac OS X, and Linux. Volatility
was created by Aaron Walters, drawing on academic research he
did in memory forensics. wikipedia
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https://en.wikipedia.org/wiki/Volatility_(software)

First-gen Hacker

= Morris Worm
— On accident
— Purpose: “gauge the size of the internet”
— What happened: Fork bomb

The Morris Internet Worm
source code

;

i
i
[
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First-gen Hacker

* Once upon a time... (30 Years Ago)
— Just for fun

— Spread to other machines & display a message

Cisrdirsw

Uplume in drive C is MS5-DO5S 6
Uplume Serial Number is JB61-85C5
Directory of C:N

[DOS] COMMAND . CON WINAZO . 3686 CONF 1G . 3YS AUTOEXEC .BAT
[UMADD ] SPANSKA . CON
7T lile(s) 66,334 bytes
60,672,000 bytes

C:s>spanska.con
C:\DOS>cd . .
C:s>tine

Current time is 1£:33:34.1 1p
Enter new time: 12:30:00.00p

ICsDs pa
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Your identity is a steal on the Dark Web. !:e'xperianv.

Here are what the most common pieces of information sell for:

* Today

Online payment Credit or debit card

$$$ & ul servtz%gggy info (credit cards are more popular)
=0 Izations buy - =
rganiza
J $20-$200 $5-5110

malware With CVV number  With bank info Fullz info*
$15 $30

Drivers license

— Steal passwords, credit
cards, bank info, ransoms,
intellectual property, trade
secrets

— They can use this info or
sell it

Subscription
services

} $1-$10 $1-$1000*

Medical records
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Why do people write malware? A AMyShell

OpenVoice

Versatile Instant Voice Cloning

=Future... Today

— Gathering more information about a person.

A A MyShell
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Why do people write malware?

=Fyture... Today

— Spread False Information

Cougar Football | Cougars | Pac-12 | Sports

WSU coach Mike Leach tweets fake Barack Obama
video, stirs up a Twitter storm

Originally published June 18, 2018 at 10:41 am | Updated June

18, 2018 at 11:08 am

https://www.youtube.com/watch?v=cQ54GDm1lelL0

Deepfakes are just the beginning for
cybersecurity’s Faceswap nightmare

Fergus Halliday (PC World)
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Why do people write malware?

VividTalk: One-Shot Audio-Driven Talking
Head Generation Based on 3D Hybrid Prior
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Why do people write malware?

Animate Anyone: Consistent and
Controllable Image-to-Video Synthesis for
Character Animation
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= Future...

— Spread False Information

Cougar Football | Cougars | Pac-12 | Sports

WSU coach Mike Leach tweets fake Barack Obama
video, stirs up a Twitter storm

Originally published June 18, 2018 at 10:41 am | Updated June 18, 2018 at 11:08 am

https://www.youtube.com/watch?v=cQ54GDm1lelL0

Deepfakes are just the beginning for
cybersecurity’s Faceswap nightmare

Fergus Halliday (PC World)

Page = 18




Why do people write malware?

As Deepfakes Flourish, Countries
Struggle With Response

Few governments have approved regulations, often because of
free-speech concerns. New mandates from China could change
the tone of the debate on digital forgeries.
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= Future...

— Control your Life

Destination
The future of AR
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Why do people write malware?

= Future...

— Control your Life
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| Can See the Light: Attacks on Autonomous Vehicles Using Invisible Lights

Invisible Unpredicted Stop

IR light , ‘
_JJ . Invisible _
AV’s Vision i IR light —AV’s Vision

ake Traffic —:— .

, o W o NS, e"
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.................. @, B
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=ii R light .
m V’s Vision Mu|t|p|e IR §A!’s Vision

nght Sources
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(©) : (d)

Fake
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Our project — AR Security

Virtual-world

Real-world attack

attack

Virtual Object
Database

o
of N
T AR Application

SMART Support Location Based

(ARCore / ARKit) Services Query
| State Object
- mage
Video Frames 3D RecodiiSy Recognition & o
& Tracking " YA N
Qm? Real-world » 1: AR :I » » Tracking » Update, » (E\
? i Scene Device Support App Logic Output
ICaptured by Generate ; Processed by Augmentations

and Visualization Virtual Overlays
Graphics
Data Processing — P

¢ o=
Service (Local/remote) uj_ﬁ
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Our approach

* The content of the course is broken down into two sections:
— Section 1: Foundations and Perspectives
» Lecture on the topic
» Reading paper and answer some questions (Lab Homework)
— Section 2: In-depth Examination of Research Topics

« Group presentation and discussion on the research topics

Page = 24 ﬁl



Top computer security conference
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Top computer security conference

ACM Conference on Computer and Communications Security (CCS)

About CCS

The ACM Conference on Computer and Communications Security (CCS)
is the flagship annual conference of the Special Interest Group on
Security, Audit and Control (SIGSAC) of the Association for Computing
Machinery (ACM). The conference brings together information security
researchers, practitioners, developers, and users from all over the world
to explore cutting-edge ideas and results. It provides an environment to
conduct intellectual discussions. From its inception, CCS has established
itself as a high-standard research conference in its area.

Page = 26 m i
i



Top computer security conference

IEEE Symposium on Security and Privacy (S&P)

Since 1980, the IEEE Symposium on Security and Privacy (S&P)has been the
premier forum for the presentation of developments in computer security and
electronic privacy, and for bringing together researchers and practitioners in the

field.

Page = 27




Top computer security conference

ISOC Network and Distributed System Security Symposium (NDSS)

The Network and Distributed System Security Symposium (NDSS) fosters
Information exchange among researchers and practitioners of network
and distributed system security. The target audience includes those
Interested in practical aspects of network and distributed system security,
with a focus on actual system design and implementation. A major goal is
to encourage and enable the Internet community to apply, deploy, and
advance the state of available security technologies.
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Top computer security conference

Usenix Security Symposium (USENIX)

The USENIX Security Symposium brings together researchers,
practitioners, system administrators, system programmers, and others
interested in the latest advances in the security and privacy of computer
systems and networks.

Page = 29




» Top Security Conference for Hacking
— Black hat USA

— DEFCON
blg?:k hat

USA 2017
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DefCon, Black Hat bring extra
cybersecurity concerns to Las
Vegas
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A Black Hat tech associate works in the network operating center (NOC) during the Black Hat information security
conference at Mandalay Bay, Wednesday, July 26, 2017, In Las Vegas. Richard Brian Las Vegas Review-Journal

Page = 31







Page = 33




	Slide 1
	Slide 2: What is computer security?
	Slide 3: Security Expectations
	Slide 4: Kinds of undesired behavior
	Slide 5: General perspectives and attack research 
	Slide 6: General perspectives and attack research 
	Slide 7: Debugging Software
	Slide 8: Debugging Software
	Slide 9: Debugging Software
	Slide 10: Volatility
	Slide 11: First-gen Hacker
	Slide 12: First-gen Hacker
	Slide 13
	Slide 14: Why do people write malware?
	Slide 15: Why do people write malware?
	Slide 16: Why do people write malware?
	Slide 17: Why do people write malware?
	Slide 18
	Slide 19: Why do people write malware?
	Slide 20
	Slide 21: Why do people write malware?
	Slide 22: I Can See the Light: Attacks on Autonomous Vehicles Using Invisible Lights
	Slide 23: Our project – AR Security
	Slide 24: Our approach
	Slide 25
	Slide 26: Top computer security conference
	Slide 27: Top computer security conference
	Slide 28: Top computer security conference
	Slide 29: Top computer security conference
	Slide 30
	Slide 31
	Slide 32
	Slide 33

