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Glossary of Terms

▪ Binary: A binary is the output file generated after compiling a C or C++ program. The 

contents of the binary, such as functions and data, are loaded into memory with fixed 

addresses during execution.

▪ Stack: The stack is a section of memory allocated for a program's execution, typically used 

for storing local variables and function call information. While the stack is traditionally static, 

modern operating systems can randomize its location in memory to enhance security.

▪ XN: A security feature in modern operating systems that enforces the separation of 

executable code and non-executable data. This prevents portions of memory that store data 

from being executed as code, mitigating certain types of attacks.

▪ ROP (Return-Oriented Programming): A technique that exploits existing code fragments 

(called "gadgets") within a binary to execute arbitrary commands, bypassing security 

mechanisms that prevent code injection.
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Glossary of Terms

▪ libc: In dynamically linked binaries, the C standard library (libc) is not compiled directly into 

the binary. Instead, the program references a shared libc file loaded into memory at runtime, 

which contains implementations of standard functions like printf and malloc.
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Return-oriented programming 

(ROP)

Review
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ROP: The Main Idea
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libc

▪ C standard library 

▪ Provides functionality for string handling, mathematical computations, 

input/output processing, memory management, and several other 

operating system services

– <stdio.h>

– <stdlib.h>

– <string.h>

By obtaining these addresses in libc, we can simplify the 

exploit by reusing existing functions. One particularly useful 

function is system().

→ Locate the address of the system() function.
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main idea

Dummy Character “A”s

Address for Gadgets pop r0, pc

“/bin/sh”

System()
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Exploit.py
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PLT, GOT
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Call Function(s) in libc
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Call Function(s) in libc
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ASM CALL

Functions calls in ASM are ALWAYS to absolute address

What does printf@plt mean?

• printf@plt refers to the Procedure Linkage Table 

(PLT) entry for the printf function.
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Global Offset Table

• To handle functions from dynamically loaded objects, the compiler 

assigns a space to store a list of pointers in the binary. 

• Each slot of the pointers to be filled in is called a 'relocation' entry. 

• This region of memory is marked readable to allow for the values for the 

entries to change during runtime.

GOT Table Entry:
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Global Offset Table

Let's take the read entry in the GOT as an example. If we hop onto gdb, 
and open the binary in the debugger without running it, we can examine 
what is in the GOT initially.
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Global Offset Table

If we run it and break just before the program ends, we can see 

that the value in the GOT is completely different and now points 

somewhere in libc.
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GOT[0] GOT[1] GOT[2] GOT[3]
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Procedure Linkage Table (PLT)

When you use a libc function in your code, the compiler does not directly 

call that function but calls a PLT stub instead. 

Let‘s take a look at the disassembly of the printf and read function in PLT.

Here's what's going on here when the function is run for the first time:
1.Program calls printf@plt

2.PLT code calculates GOT address

3.On first call, GOT entry points to PLT[0]

4.PLT[0] sets parameters and calls dynamic linker

5.Dynamic linker resolves symbol

6.Updates GOT entry with actual address

7.Jumps to actual function
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The instruction add r12, pc, #0, 12 is a special addressing mode in ARM:

The 12 here is the number of ROR (Rotate Right) bits. In ARM, immediate 

numbers have special encoding:

•8-bit immediate value

•4-bit rotation amount (even numbers, 0-30)

•Actual value = immediate ROR (2 * rotation amount)

r12 = pc + (0 ROR (2*12))
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Let’s calculate the specific value of add r12, pc, #0, 12 in this scenario.

1.First, we know that:

• Current pc = 0x1037c

• Due to ARM pipeline characteristics, when executing this instruction, pc 

actually points to the next instruction, i.e., pc = current address + 8 = 

0x1037c + 8 = 0x10384

• add r12, pc, #0, 12 →# 0 ROR (2*12) = 0 ROR 24 = 0

r12 = pc + (0 ROR (2*12))

r12 = pc + (0 ROR 24) r12 = 0x10384 + 0 

r12 = 0x10384
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ARM pipeline characteristics
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ARM pipeline characteristics

Clock Cycle 1:  F1     --     --    (Instruction 1 Fetch)

Clock Cycle 2:  F2     D1     --    (Instruction 2 Fetch, 1 Decode)

Clock Cycle 3:  F3     D2     E1    (Instruction 3 Fetch, 2 Decode, 1 Execute)

- When instruction executes in E stage:

  * Instruction 1 is in Execute (E)

  * Instruction 2 is in Decode (D)

  * Instruction 3 is in Fetch (F)

- Therefore:

  * PC points to Instruction 3

  * PC = Current_Instruction_Address + 8

Each instruction is 4 bytes

(AARCH32)
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What is the value of R12 after executing ADD R12, R12, #4096 (or #0x1000)?

# r12 = 0x10384 + 0x1000 = 0x11384
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What is the value of PC?

1) First calculate effective address: r12 = r12 + 3216 (0xc90)

r12 = 0x11384 + 0xc90 = 0x12014 

2) Then load value from that address into pc: 

- pc = Memory[0x12014] 

- This value should be either: 

o PLT[0] address (first call) 

o or actual read() function address (after resolution)
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Procedure Linkage Table (PLT)
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Procedure Linkage Table (PLT)

How does it work?

• Call system is actually a call to system@plt.

• The PLT resolves system@libc at runtime.

• The PLT stores the resolved address of system@libc 

in system@got.
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Call System() Function in libc with PLT, GOT
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Call System() Function in libc with PLT, GOT
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Call System() Function in libc with PLT, GOT
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Lazy Binding

First time calling system()

After the first system() call
system@libc



Page ▪ 31

ret2libc.c



Page ▪ 32

Find read@libc using GDB
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Find read@libc using GDB

set breakpoint after read@plt being called.

continue the program
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Find read@libc using GDB

read@libc = 0x3ff2bac0
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Format String Bug
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Format String Bug

printf("%s %d\n", str, a); 

fprintf(stderr, "%s %d\n", str, a); 

sprintf(buffer, "%s %d\n", str, a);

What is a Format String?

A Format String is an ASCII string that contains text and format parameters

E.g.

My name is Chen

Page § 6

Format String Bug

printf("%s %d\n", str, a); 

fprintf(stderr, "%s %d\n", str, a); 

sprintf(buffer, "%s %d\n", str, a);

What is a Format String?

A Format String is an ASCII string that contains text and format parameters

E.g.

My name is Chen
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Format String Bug
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Format String Bug

The wrong way…
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leak.c
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Advanced Usage: Format String Direct Access

this let’s try to directly access the 12th parameter on 

stack using the dollar sign qualifier. “%12$x” is used 

which will read the 12th parameter on stack
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What is this BUG used for?

Read data in any memory address:

• %s to read data in an arbitrary memory address

Write data in any memory address:

• printf not only allows you to read but also write

• %n



Page ▪ 46

fmtwrite.c

In C printf(), %n is a special format specifier which instead of printing 

something causes printf() to load the variable pointed by the 

corresponding argument with a value equal to the number of 

characters that have been printed by printf() before the occurrence 

of %n.
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modify.c
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Q & A
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