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Review
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Stack Frame Example
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“Memory Corruption”

▪ What is it?
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“Memory Corruption”

▪Modifying a binary’s memory in a way that was not intended 

▪Broad umbrella term for most of what the rest of this class will 

be 

▪The vast majority of system-level exploits (real-world and 

competition) involve memory corruption
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Buffers

▪ A buffer is defined as a limited, contiguously allocated set of memory. The 

most common buffer in C is an array. 
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A novice C programmer mistake 

This example shows how easy it is to read past the end 

of a buffer; C provides no built-in protection. 
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Another C programmer mistake 



Page ▪ 9

Crash report
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The Stack

Stack:
• A special region of your computer's memory that stores 

temporary variables created by each functions
• The stack is a "LIFO" (last in, first out) data structure
• Once a stack variable is freed, that region of memory 

becomes available for other stack variables.

Bottom

Top

PUSH

POP

Properties:
• the stack grows and shrinks as functions push and 

pop local variables
• there is no need to manage the memory yourself, 

variables are allocated and freed automatically
• the stack has size limits
• stack variables only exist while the function that 

created them, is running

12E00

13000

SP
FP
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Stack Frame
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The BL Instruction 

▪ The BL (Branch with Link) instruction in ARM assembly language serves a 
different purpose than the simple B (Branch) instruction. 

▪ The BL instruction performs a jump to a label, but before doing so, it saves the 
address of the next instruction to the Link Register (LR). 
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Overflow.c
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Protection: DEP, Stack Protector

-fno-stack-protector Shutdown stack protector

-z execstack Shutdown DEP(Data Execution Prevention)
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Overflow.c
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Return Hijack

▪ The return address will be stored on stack when calling a new function.

(LR)

▪ The local valuable will be store on the low address (At the Top of the 

stack)

▪ If the variable is an array, and if we store too many data, it will cover the

return address which store on the high address (.

Array[]

Old FP

Old LR

---(stack frame of main())

---(stack frame of main())

---(stack frame of main())

---(stack frame of main())
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From Crash to Hack

▪ If the input is larger than the size of the array, normally, the program will

crash.

▪ Need to craft special data to exploit this vulnerability.

– The general idea is to overflow a buffer so that it overwrites the return address.

Array[

]

Old FP

Old LR

AAAA

AAAA

BBBB

BBBB

CCCC

CCCC

DDDD

New Return Address
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Print ABCD
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Print 100A(s)
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BASH refresher
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gdb io

gef-remote --qemu-user --qemu-binary 

/bin/debugme localhost 4444



Page ▪ 22

Guessing Addresses

▪ Typically you need the source code so you can estimate the address of 

both the buffer and the return-address.

▪ An estimate is often good enough! (more on this in a bit).
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From Crash to Hack

▪ If the input is larger than the size of the array, normally, the program will

crash.

▪ Need to craft special data to exploit this vulnerability.

– The general idea is to overflow a buffer so that it overwrites the return address.

Array[

]

Old FP

Old LR

AAAA

AAAA

BBBB

BBBB

CCCC

CCCC

DDDD

New Return Address (Hacked())
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From Crash to Hack

▪ If the input is larger than the size of the array, normally, the program will

crash.

▪ Need to craft special data to exploit this vulnerability.

– The general idea is to overflow a buffer so that it overwrites the return address.

Array[

]

Old FP

Old LR

AAAA

AAAA

BBBB

BBBB

CCCC

CCCC

DDDD

0x00010558
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Figure out the Length of Dummy Characters

▪ pattern -- Generate, search, or write a cyclic pattern to memory

▪ What it does is generate a De Brujin Sequence of a specified length. 

▪ A De Brujin Sequence is a sequence that has unique n-length 

subsequences at any of its points. In our case, we are interested in 

unique 4 length subsequences since we will be dealing with 32 bit 

registers. 

▪ This is especially useful for finding offsets at which data gets written into 

registers.

https://en.wikipedia.org/wiki/De_Bruijn_sequence


Page ▪ 26

Figure out the Length of Dummy Characters
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Figure out the Length of Dummy Characters
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Pwntools 
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Jump to Shellcode

▪ When the function is done it will jump to whatever address is on the stack.

▪ We put some code in the buffer and set the return address to point to 

it!
Array[

]

Old FP

Old LR

AAAAAAAAAAAAAAAAAAAAA

Small program’s address

Small Program
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hello_world.s
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hello_world.s

https://arm.syscall.sh/
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Some Useful System Call

▪ open/read/write

▪ mmap/mprotect

– mmap:use to allocate an executable area

– mprotect: disable data executable prevention

▪ execve

– execve(char* path, char* argv[], char* envp[]);

– path: path to the executable file

– argv: arguments (char* pointer array)

– envp: environment variable (char* pointer array)
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System() in Libc
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Shellcode

Shellcode

Shellcode is defined as a set of instructions injected and then executed by an 
exploited program. Shellcode is used to directly manipulate registers and the 
functionality of a exploited program.
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Crafting Shellcode (the small program)

shell_wrong.s



Page ▪ 37

Crafting Shellcode (the small program)

When discussing shellcode, null bytes (0x00) often pose problems. 

String Terminator: In the C programming language, strings are terminated by a null 
byte. If a shellcode contains a null byte, it might be mistakenly identified as the end 
of a string. As a result, the shellcode would only execute up to that point, and the 
subsequent code wouldn't be executed.
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Crafting Shellcode (the small program)

One of the techniques we can use to 
make null-bytes less likely to appear 
in our shellcode is to use Thumb 
mode. Using Thumb mode 
decreases the chances of having 
null-bytes, because Thumb 
instructions are 2 bytes long instead 
of 4.

shell.s
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Crafting Shellcode (the small program)
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Crafting Shellcode (the small program)

"\x01\x30\x8f\xe2\x13\xff\x2f\xe1\x02\xa0\x49\x40\x52\x40\xc2\x
71\x0b\x27\x01\xdf\x2f\x62\x69\x6e\x2f\x73\x68\x78"

shellcode
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test_shellcode.c

test_shellcode.c
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Jump to Shellcode

▪ When the function is done it will jump to whatever address is on the stack.

▪ We put some code in the buffer and set the return address to point to 

it!
Array[

]

Old FP

Old LR

AAAAAAAAAAAAAAAAAAAAA

Small program’s address

\x01\x30\x8f\xe2\x13\xff\x2f\xe1\
x02
\xa0\x49\x40\x52\x40\xc2\x71\x0
b\x27
\x01\xdf\x2f\x62\x69\x6e\x2f\x73
\x68\x78
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Use Pwntools

program will crash @ 0xdeadbeef

run the program with “armshell”

as input

set break point @ 0xdeadbeef

and check for the shellcode

location → 0x40800460
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Use Pwntools

update script
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NOP slide

In ARM AARCH32, the instruction NOP is specifically designed to do nothing. The 
hexadecimal representation of the NOP instruction is 0xE1A00000.
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NOP slide

In ARM AARCH32, the instruction NOP is specifically designed to do nothing. The 
hexadecimal representation of the NOP instruction is 0xE1A00000.

When discussing shellcode, null bytes 
(0x00) often pose problems. 
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NOP slide

In ARM AARCH32, we use MOV R1, R1 to do No Operation.
The hexadecimal representation for mov r1, r1 is 0xE1A01001 → \x01\x10\xa0\xe1.
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NOP slide

Array[

]

Old FP

Old LR

AAAAAAAAAAAAAAAAAAAAA

Small program’s address

\x01\x10\xa0\xe1 
\x01\x10\xa0\xe1 
\x01\x10\xa0\xe1 
\x01\x10\xa0\xe1 
\x01\x30\x8f\xe2\x13\xff\x2f\xe1\
x02
\xa0\x49\x40\x52\x40\xc2\x71\x0
b\x27
\x01\xdf\x2f\x62\x69\x6e\x2f\x73
\x68\x78
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Classic Exploitation Illustration
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Classic Exploitation Illustration
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Classic Exploitation Illustration
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Classic Exploitation Illustration
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Classic Exploitation Illustration
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No eXecute (NX)

▪ -zexecstack

▪ Also known as Data Execution Prevention (DEP), this protection marks 

writable regions of memory as non-executable. 

▪ This prevents the processor from executing in these marked regions of 

memory.
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No eXecute (NX)

After the function returns, the program will set the instruction pointer 
to 0xbfff0000 and attempt to execute the instructions at that address. 
However, since the region of memory mapped at that address has no 
execution permissions, the program will crash.
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No eXecute (NX)

Thus, the attacker's exploit is thwarted.
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Q & A
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