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Introduction to Assembly

▪ Bits and Bytes

– 1 Byte = ? Bits

▪ Character Encoding

8
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Little endian

▪ IA-32 processors use "little endian" as their byte order. This means that 

the bytes of a word are numbered starting from the least significant byte 

and that the least significant bit starts of a word starts in the least 

significant byte.
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Byte Order
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Byte Order

▪ Both Apple silicon and Intel-based Mac computers use the little-endian 

format for data, so you don’t need to make endian conversions in your 

code. 

▪ In general, the ARM architecture was little-endian before version 3. 

Since then ARM processors became BI-endian and feature a setting 

which allows for switchable endianness.

Porting Your macOS Apps to Apple Silicon: 

https://developer.apple.com/documentation/apple-silicon/porting-your-

macos-apps-to-apple-silicon
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little_endian.s

What does the memory content at [r0] look like?
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little_endian.s



Page ▪ 8

big_endian.s
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big_endian.s
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big_endian.s
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ARM programmer model

▪ The state of an ARM system is 

determined by the content of visible 

registers and memory. 

▪ A user-mode program can see 15 32-bit 

general purpose registers (R0 -R14), 

program counter R15 (PC) and CPSR. 

▪ Instruction set defines the operations 

that can change the state.
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ARM (AArch32) REGISTERS
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Features of ARM instruction set

▪ Load-Store Architecture Characteristics:

1. Three-Address Instructions: The architecture employs three-address instruction 
formats, allowing operations to specify two source operands and one destination 
operand explicitly. 

2. Conditional Execution of Instructions: Each instruction can be conditionally executed 
based on the values in specific condition registers or flags. 

3. Multiple Register Load/Store Capability: The architecture supports instructions that 
can simultaneously load or store multiple registers.

4. Combined Shift and ALU Operations: It is possible to perform a shift operation in 
conjunction with an Arithmetic Logic Unit (ALU) operation within a single instruction. 
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Instruction set

▪ Data Processing

▪ Data Movement & Memory Access

▪ Flow Control
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Data processing

• Types of Instructions: Move, arithmetic, logical, comparison, and multiply 
instructions.

• Data Processing: Most data processing instructions can process one of their 
operands using the barrel shifter.

• General Rules:

• All operands are 32-bit, coming from registers or literals.

• The result, if any, is 32-bit and placed in a register (with the exception for long 
multiply, which produces a 64-bit result).

• Three-address format.
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MOV

immediate,register,shift

Two-Operand Instructions
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MVN

immediate,register,shift

What’s the value in R0?
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Addressing modes (ADD & AND)

Register operands ADD R0 R1 R2

Three-Operand Instructions



Page ▪ 19

Single register load/store
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Single register load/store

▪ The data items can be a 8-bit byte, 16-bit halfword or 32-bit word 

Addresses must be bit word. Addresses must be boundary aligned. (e.g. 

4’s multiple for LDR/STR )
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Example (ldr_str_example.s)

1.Save the code to a file named ldr_str_example.s.
2.Assemble it: arm-linux-gnueabi-as -o ldr_str_example.o ldr_str_example.s
3.Link it: arm-linux-gnueabi-ld -o ldr_str_example ldr_str_example.o

what’s the value inside R1, R0 and [R0]? 
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How to DEBUG

qemu-arm –g 1234 /path/to/your/binary

gdb-multiarch /path/to/your/binary



Page ▪ 23



Page ▪ 24

hello_world.s
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hello_world.s

https://arm.syscall.sh/
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Q & A
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